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Preface

Many organizations today do not provide a formal or focused organizational incident re-
sponse capability. Computer security and incident response issues are handled by various ar-
eas of the organization based on functional and platform expertise. Each area handles and
prioritizes security events as they occur on an ad hoc basis. With the increase in the rise of
computer security incidents and the decrease in the time organizations have to respond to se-
curity events, this uncoordinated approach is no longer sufficient or effective. In light of that,
many organizations today are looking to build formalized plans so they are prepared to han-
dle security events when they occur.

Other motivators driving the establishment of formalized computer security incident response
team (CSIRT) capabilities today include

® ageneral increase in the number and type of organizations being affected by computer
security incidents

* amore focused awareness by organizations on the need for security policies and practices
as part of their overall risk-management strategies

¢ new laws and regulations that affect how organizations are required to protect informa-
tion assets

e the realization that systems and network administrators alone cannot protect organiza-
tional systems and assets

To help organizations face this situation and create suitable incident response capabilities,
The Handbook for Computer Security Incident Response Teams (CSIRTs) [West-Brown 98]
was written. This publication has become one of the main resources available regarding the
formation and management of CSIRTs. This document was revised and updated in 2003
[West-Brown 03]. However, there are still many areas that were not covered in the desired
depth by the Handbook for CSIRTs, and there were also more areas that could have been ex-
plored to some degree. One of these areas, the need for more guidance in the selection of the
“right” model for an organization’s incident response capabilities, is the topic of this new Or-
ganizational Models for CSIRTs handbook.

The handbook will focus on the various common organizational structures that a CSIRT
might implement, regardless of whether they are from the commercial, educational, govern-
ment or military sector and regardless of whether they provide an internal service or address
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an external constituency consisting of many independent organizations. Some of the issues
that will be covered for each different model described in this handbook include

e supported constituencies
e organizational structure
e triage

e available services

® resources

We hope that you will find this companion guide to the Handbook for CSIRTs useful in the
planning and formation of your CSIRT. You might also find it a useful reference should you
need to enhance your already established CSIRT activities. If you think that another organiza-
tional structure can better address your organization’s needs and requirements, this guide can
provide information that may help you determine what model would suit your team and con-

stituency best.

The material in this handbook is based on our experiences in forming and operating our own
organization’s CSIRTs and through assisting other CSIRTs in their formation and operation.
We are always looking to learn from the experiences of other teams. So if you have com-
ments on or suggested additions to this document, or if you want to share your opinions,
please contact us. We regularly attend Forum of Incident Response and Security Teams
(FIRST) conferences and events,' and we can be contacted in person or reached as a group by
sending email to the following address: csirt-info@cert.org.

! More information on upcoming FIRST conferences can be found at
<http://www.first.org/events/>.
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Abstract

When a computer security attack on an organization occurs, an intrusion is recognized, or
some other kind of computer security incident occurs, it is critical for the organization to
have a fast and effective means of responding. One method of addressing this need is to es-
tablish a formal incident response capability or a Computer Security Incident Response Team
(CSIRT). When an incident occurs, the goal of the CSIRT is to control and minimize any
damage, preserve evidence, provide quick and efficient recovery, prevent similar future
events, and gain insight into threats against the organization.

This handbook describes different organizational models for implementing incident handling
capabilities, including each model’s advantages and disadvantages and the kinds of incident
management services that best fit with it. An earlier SEI publication, the Handbook for Com-
puter Security Incident Response Teams (CSIRTS) (CMU/SEI-2003-HB-002), provided the
baselines for establishing incident response capabilities. This new handbook builds on that
coverage by enabling organizations to compare and evaluate CSIRT models. Based on this
review they can then identify a model for implementation that addresses their needs and re-
quirements.
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1 Introduction

When computer security problems occur, it is critical for the affected organization to have a
fast and effective means of responding. The speed with which the organization can recognize
an incident or attack and then successfully analyze it and respond will dramatically limit the
damage done and lower the cost of recovery. Careful analysis of the nature of the attack or
incident can lead to the implementation of effective and widespread preventati\)e measures and
the avoidance of similar events. This ability to respond quickly and effectively to a computer
security threat is a critical element in providing a secure computing environment.

One way to provide such a response is through the establishment of a formal incident response
capability. This response capability can be in the form of comprehensive policies and proce-
dures for reporting, analyzing, and responding to computer security incidents. It can also be in
the form of an established or designated group that is given the responsibility for handling
computer security events. This type of group is generally called a Computer Security Incident
Response Team (CSIRT). Focusing a team on incident handling activities allows them to fur-
ther develop expertise in understanding intruder trends and attacks, along with acquiring
knowledge in incident response methodologies. Depending on the services provided, the team
can be composed of full-time or part-time staff.

A CSIRT provides a single point of contact for reporting computer security incidents and prob-
lems. This enables the team to serve as a repository for incident information, a center for inci-
dent analysis, and a coordinator of incident response across an organization. This coordination
can extend even outside the organization to include collaboration with other teams, security
experts, and law enforcement agencies. The team’s relationships with other CSIRTs and secu-
rity organizations can facilitate sharing of response strategies and provide early alerts to poten-
tial problems. As a focal point for incident information, a CSIRT can gather information from
across their organization, gaining insight into threats against the constituency that might not
have been apparent when looking at individual reports. Based on this information, they can
propose strategies to prevent intruder activity from escalating or occurring at all. They also can
be a key player in providing risk data and business intelligence to the organization, based on
the actual incident data and threat reports received by the CSIRT. This information can then be
used in any risk analysis or evaluation.

Having an experienced team established, with defined incident handling procedures in place,
can jump start the response process. There is no need to determine who in an organization
does what, as there is a team already in place knowing what to look for, who to contact, and
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how to affect the response as quickly as possible. CSIRTSs located at constituency sites may
also have familiarity with the compromised systems and therefore be more readily able to co-
ordinate the recovery and propose mitigation and response strategies.

Depending on its mission and goals, a CSIRT can be structured and organized to provide a
range of services in a variety of ways. Of key importance in deciding what types of services to
offer will be the type of expertise available and the type of incident handling capability already
in place in an organization. Environmental variables, such as organization and constituency
size, available funding, and geographic distribution, can also affect the range and level of ser-
vices provided by a CSIRT. A small, centrally located organization will require a CSIRT that is
different from that required by a large, geographically dispersed organization.

Some CSIRTs provide a full set of services, including incident analysis and response, vulner-
ability? handling, intrusion detection, risk assessments, security consulting, and penetration
testing. A variety of these full-service teams can be found in the commercial sector. Other
CSIRTs provide a smaller set of services. For example, the main service provided by some
military organizations is intrusion detection, while some government organizations provide
only a referral service, referring incidents to third-party teams. Some teams act as only a cen-
tral repository to collect reported incident activity. Others act as that central repository and
also disseminate any information on new vulnerabilities and intruder trends.

A CSIRT can also be organized as a coordinating CSIRT or coordination center rather than a
one-on-one incident response service. In this case, the CSIRT provides information and sup-
port to constituent sites at different geographic or organizational locations. These sites can be
branches of an organization located in various cities, states, or countries, such as the U.S. Mili-
tary CSIRTs who coordinate with DOD-CERT,” or they can be different independent organiza-
tions, such as the member organizations that subscribe to Australian Computer Emergency
Response Team (AusCERT) services. These two examples illustrate the different ways that a
coordinating CSIRT can work. In the case of DOD-CERT, the team has some authority to en-
force some response and mitigation steps across the military. In the case of AusCERT, they
have no direct authority over their constituent members but instead provide support, advice,
information, alerts, and guidance to those member organizations. In either case, the coordinat-
ing CSIRT synthesizes reports and information from all areas to determine the accurate picture
of incident activity across the constituency and its vulnerability to attack.

2 A vulnerability is the existence of a flaw or weakness in hardware or software that can be exploited,
resulting in a violation of an implicit or explicit security policy.
3> DOD-CERT is the coordinating CSIRT for the U.S. military.
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1.1 Scope of the Document

The purpose of this document is to present a variety of organizational options or models for a
CSIRT structure. This report is not designed to be a how-to manual; rather it is a tool to help
project managers make informed decisions in the critical early phases of planning their CSIRT
capability. This document attempts to illustrate the various issues regarding each option and
highlight the decisions that organizations will face when choosing a model.

It should be pointed out that this document only addresses one view of a CSIRT structure,
namely, the “organizational” view in regards to the location of the CSIRT staff. There are
many other views that can be looked at when determining a CSIRT structure, including how
the CSIRT fits into existing business functions and decisions, what sector* the CSIRT is part
of, or even what mission a CSIRT has. This document does not address these other views, but
they are interesting topics for future discussion and publication.

Regarding the decision-making capability and authority of a CSIRT, this document does not
discuss how the CSIRT will interact with the business management side of any organization.
Depending on the organization and the situation, it is often business factors rather than secu-
rity factors that will determine what response occurs and at what priority. We do not try to ad-
dress this at any depth in this document.

Once you have identified a model that best suites your situation, we highly recommend that
you follow the guidelines presented in the Handbook for CSIRTs [West-Brown 03] to identify
the next steps necessary to implement the decision. By being informed and prepared, the man-
agement team can focus their energy and resources appropriately and minimize the time and
effort associated with building a solid foundation for an effective CSIRT within the organiza-
tion.

Another document that may be helpful in building or sustaining a CSIRT is State of the Prac-
tice of CSIRTs [Killcrece 03). This report provides examples of CSIRT processes, structures,
and resources.

1.2 Intended Audience

Like the Handbook for CSIRTs, this handbook is a response to observations that many more
organizations have recognized the need for a CSIRT. This document is therefore targeted at
those who will be most heavily involved in the establishment and strategic direction of
CSIRTs, including the decision of which organizational model should be used.

4 «Gector” in this context means in what business area a CSIRT belongs, such as an educational, gov-

ernment, military, critical infrastructure, or commercial organization.
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The primary audience for this document consists of managers who are responsible for the
creation of a CSIRT or the creation of an incident handling service. The secondary audience
consists of managers who are responsible for the operation of a CSIRT or an incident handling
service and who would either like to benchmark their original CSIRT organizational structure
against the models or who are looking to potentially reorganize their CSIRT structure and want
to understand the considerations and issues involved with each model.

As well as being a useful reference for higher management levels and all CSIRT staff, this
document can also be of use to other individuals who interact with CSIRTs and would benefit
from an awareness of the issues that affect the organizational setup of any CSIRT. These
would include

e members of the CSIRT constituency
e representatives from law enforcement
o representatives from media relations
e representatives from legal counsel

e others parts of the parent organization, including the information technology (IT) depart-
ment, physical security area, human resources, and any investigative or auditing groups

1.3 Use of this Document

Ideally this document should be used once an organization has obtained management support
and approval to form a CSIRT, but prior to the decision of which organizational structure to
implement and before the team becomes operational. The document can also be of benefit in
the development of any proposals for requesting support, approval, or funding to develop a
CSIRT. This material can be used as the basis for understanding the issues involved in select-
ing a specific organizational structure or configuration for a CSIRT. The information can then
be used to assist the development of detailed domain- or organization-specific operational
model. This will serve in turn as a foundation to the further development of tailored and de-
tailed service definitions, policies, and procedures.

In addition, members of an existing team can use this document to ensure that they have cov-
ered the main issues and options in selecting an organizational structure appropriate for their

constituency or team.

It is important to note that this material is provided as a reference or guide for identifying an
appropriate organizational model and corresponding services. We do not intend to imply or
dictate the range or content of services that any given team should implement. These must be
determined on a per-team basis and might even involve combining ideas from the different
models presented later in this document to meet a specific team’s needs. We encourage you to
use the material provided in this document to understand the issues appropriate for your team’s
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unique environment and decide which approach you should adopt based on your particular
goals, needs, and situation.

Chapter 9 of this handbook has been developed as a guide to help you identify what type of
CSIRT model may fit your situation. You may want to look at that section before reading
about any particular model. Or you may want to read all the model descriptions and see which
model best suits your organization.

1.4 Document Structure

The rest of this document is organized as follows:

Chapter 2 Establishing CSIRT Capabilities

Discusses some of the issues that must be addressed when planning a
CSIRT or incident management capability. This section also provides some
necessary background by explaining different services that might be rele-
vant for any incident handling service and discusses the various ways ser-
vice offerings can be extended.

Chapter 3 | Organizational Models for CSIRT's

Discusses the various organizational structures that can be used to provide
incident handling and management services. It also covers the criteria re-
viewed for each model, including

e overview of the model

e supported constituencies
e organizational structure
e triage

e available services

e CSIRT resources

e summary of findings

Chapter 4 Security Team Model

Chapter 5 Internal Distributed CSIRT Model

Chapter 6 Internal Centralized CSIRT Model

Chapter 7 Internal Combined Centralized and Distributed CSIRT Model

Chapter 8 Coordinating CSIRT Model

Chapter 9 Choosing the Organizational Model for Your CSIRT

Chapter 10 | Closing Remarks

Appendix Matrix of Models and Corresponding Services
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2 Establishing CSIRT Capabilities

2.1 Overview

There are many issues and questions that must be addressed for any organization to effectively
create and implement a CSIRT or any type of incident management capability. High-level
management needs to consider the following questions when deciding upon a CSIRT structure
and function that best meets the requirements for their organization or constituency.

What constituency will the CSIRT serve?

Who is ultimately responsible for security within the organization? The CSIRT will need
to have an effective relationship and established communication channels with any group
that has anything to do with the security of the enterprise. This should also include interac-
tions with physical security.

What is the mission of the CSIRT? The basic function and purpose of the CSIRT must be
delineated.

What services will the CSIRT provide? The provision of services is the means by which
the CSIRT will fulfill its mission. Will CSIRT staff actually review and repair compro-
mised systems, or will their primary function be to collect, analyze and disseminate infor-
mation and guidance to others in the constituency?

What authority will the CSIRT have? This will determine how the CSIRT influences and
interacts with the constituency.

Where will the CSIRT be located, both physically and organizationally? We refer to this as
the organizational model for the CSIRT. How is the CSIRT structured and how does it in-
teract with the rest of the constituency?

What are the roles and responsibilities of the CSIRT staff? What type of expertise is avail-
able within the organization or constituency to provide these functions?

What equipment and network infrastructure is needed to support the daily CSIRT func-
tions? '

How will the CSIRT be funded and sustained?

How will collaboration occur, and with whom? Established relationships may be needed
with legal counsel and law enforcement, public relations, human resources, risk manage-
ment, crisis management, and infrastructure protection areas of the organization.
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e  What hours of operation will the CSIRT provide coverage for? Is there a requirement and
corresponding funding for a 24x7 operation? If not, what coverage can the organization af-

ford?

While the main focus of this handbook is on the various organizational models for implement-
ing a CSIRT, this cannot be discussed in isolation. Other issues, such as the answers to all of
the above questions, are variables that will influence the choice of a model. Most importantly
the type of constituency, the chosen mission, and the provided services will play a large role in
determining how the CSIRT structure or organizational model will need to be arranged. All of
these issues will need to be kept in mind as you review the rest of this document.

2.2 Barriers in Establishing New Teams

Requirements for CSIRTS are just as diverse as the constituents and cultures they serve. Even
so, many times organizations look to existing teams for “organizational” examples that might
work in their own environments (see the next section). Our experiences in working with other
teams and collecting general information on CSIRT structures and practices have helped us
identify common team characteristics and practices that may be of assistance to those inter-
ested in formalizing a CSIRT capability.

Fundamental differences in mission, goals, and operations make it difficult to define one com-
prehensive blueprint for creating a CSIRT, although many newly forming teams would be sat-
isfied to have any blueprint at all that could help them in their planning efforts. On the other
hand, there are general problems that all new teams will face. For example, we find that

e People who are trained and experienced in incident response techniques and practices are
difficult to find.

e No established education path for professional incident handling staff exists as of today.
(Much of incident handling activities have been an out-growth of traditional system, net-
work, and security administration.) Most CSIRT education occurs through training and
mentoring programs. In recent years certification programs like the CERT-Certified Com-
puter Security Incident Handler’ and the SANS GIAC Certified Incident Handler (GCIH)®
have been developed to try to address this need, but where these fit in the overall educa-
tion path has yet to be determined by many organizations.

e There is a lack of publicly available sample templates for policies and procedures for use
in the day-to-day operations of a CSIRT.

e Few tools such as tailored help desk or trouble ticket solutions addressing the specific
needs of CSIRTs—authenticity and confidentiality, as well as workflows—are readily
available (or at least easily adaptable) to fit into any given CSIRT. However, there are pro-

5 For more information, see <http://www.cert.org/certification/>.
8 For more information, see <http://www.giac.org/subject_certs.php#GCIH>.
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jects in place within the CSIRT community to develop and refine tools that will meet this
need. But resources are still needed to complete this type of work.

Without any knowledge about resources that exist, many teams have often had to undergo the
same research and learning experience, pulling together the same information that others have
already discovered, in an effort to learn how to create and operate their team.

Therefore, we believe that by collecting and providing at least some of the common informa-
tion about suitable services, organizational structures, and supported constituencies in this
handbook, we can make it much easier for the next generation of teams to become established.
In turn, they will be able to concentrate on their own internal issues related to this process. As
said before, this handbook will concentrate on organizational models. Other follow-on docu-
ments will need to be developed to cover other topics of interest to teams that can fill the gaps
in the tools, techniques, and training mentioned above.

2.3 Using Existing Teams as Examples

The history of formalized CSIRTs, while only covering 15 years,’ shows that using existing
teams as examples can be one of the best approaches for setting up new teams. In fact, prior to
1998—the year the Handbook for CSIRTs became available—no comprehensive document®
was available for interested organizations to learn about the challenges and tasks associated
with establishing a CSIRT.

One of the most beneficial steps a newly forming team can take is to seek opportunities to
meet other teams. These can include site visits (your site or theirs), events such as the annual
Forum of Incident Response and Security Teams (FIRST)’ conference, and the regular meet-
ings of regional groups such as the TERENA TF-CSIRT Task Force, a program to promote the
collaboration between CSIRTs in Europe'’ or the Asia Pacific Computer Security Emergency
Response Team (APCERT), a coordination working group for CSIRTs in the Asia Pacific
area.! You can also learn about a specific team from information on that team’s publicly
available web site, if they have one. Many team’s web sites have incident reporting forms,
guidelines, procedures, and service lists that may provide ideas for your own team. If other
teams share common characteristics with your particular situation, such as similar constituen-

As of the date of this publication.

Certainly there were already papers that highlighted specific issues, but no single document cov-
ered the breadth of information related to creating and operating a new team.

See <http://www.first.org/> for more information regarding the Forum of Incident Response and
Security Teams. Past conference programs (as well as conference materials, papers, and presenta-
tions since 2000) are available, along with information on upcoming events. The annual conference
is generally held in June each year.

See <http://www.terena.nl/tech/task-forces/tf-csirt/> for more information. Past meeting minutes
and presentations are available, as well as information on upcoming meetings.

See <http://www.apcert.org/> for more information.
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cies or organizational structures, their experience might be especially valuable to your success
in planning and implementing your team. However, it is not always the case that a similar
team will operate exactly the way your team does. In those cases you may not be able to use
the other team’s work as a starting point that you can then customize to match your needs.

As mentioned earlier, each CSIRT and the constituency the team serves is different; therefore
understanding your constituency and their specific needs is key to determining your CSIRT
goals, service offerings, and organizational structure. Any help you can obtain from other
teams who went through a similar learning experience will help your plans move forward that
much easier. Looking at or visiting similar organizations, identifying their operating character-
istics, how they interact with their constituency, and where their CSIRT is located within the
organizational structure of the host or parent organization or constituency will be of special

interest to you in your planning processes.

Many teams are quite willing to accommodate requests to visit their team and share their ex-
periences (both good and bad) in establishing their own team. They are also generally very
supportive in providing resources or information concerning best practices or problem areas
they have encountered. In addition, many existing teams consider it important for their day-to-
day function to meet other teams, as any future interaction with those teams will facilitate
communications, once they have established contact. Such meetings will help teams gain a
better understanding of each other and build on an established means of communicating in-

formation.

One note of caution, however, is in order: There is no requirement that another team share in-
formation or experiences, so do not necessarily expect to receive copies of documents, poli-
cies, procedures, or tools. The other team might or might not have such information available,
or they might be unable (or unwilling) to share them due to internal policies.

2.4 What’s In a Name?

There are many abbreviations that have been used as the basis for team names, as well as
characterizing what role the team has. For example,

e IRT = Incident Response Team
e IRC = Incident Response Capability
e IHT = Incident Handling Team

e IMT = Incident Managing / Management Team

Each of the above has been used with other descriptions, such as “Network,” “Computer,”
“Security,” “Computer Security,” or “Information Technology.” So we see as some sample

names or titles
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e CSIRT = Computer Security Incident Response Team

e CIRT = Computer Incident Response Team

e CIRC = Computer Incident Response Capability or Center
e SIRT = Security Incident Response Team

e SERT = Security Emergency Response Team

In addition, the service marked “CERT” (referring to the CERT® Coordination Center), has
been used in combination with other letters'? by a variety of other teams to characterize their
specific team'* and to build upon a well-established brand name. However, as already men-
tioned, while the names might be similar, the services offered, the fees, and the levels of sup-
port available might be quite different. Similarity in names also does not signify any endorse-
ment or relationship between teams. The variety of names used by teams sometimes makes it
difficult for users to understand what a team’s position is or how they compare to other teams
the user may know about."

It should be noted also that currently' there is no “requirement” that exists for naming a team,
nor any over-arching authority that “certifies” that a CSIRT is, in fact, a bona fide CSIRT (and
accepted as such). In practice, CSIRTs have gained acceptance through the reputation they
establish over time and through the trust the team has earned from its constituency and from
other external CSIRTS. It should also be noted that some CSIRTs are looking into more formal
ways of certification and accreditation as a means of validating or benchmarking the quality of
service provided to their constituency. This certification is being discussed for both the team
and individual staff level.'®

As a final note on naming conventions, we should also mention another set of acronyms for
service providers, who provide contract “for fee” or membership services. Such contracts
(agreements, memoranda of understanding, service level agreements) will detail the services to
be provided, as well as the level at which these are offered by the provider. The names gener-
ally associated with such providers include but are not limited to

e MSSP = Managed Security Service Providers
e MSP = Managed Service Providers

Use of “CERT” requires permission from the Software Engineering Institute. To obtain permission,
send your request to permission@sei.cmu.edu.

See the FIRST Teams Member List at <http://www.first.org/team-info/> for examples of different
CSIRT names.

To some extent we are similarly guilty, as the terminology we introduce in the rest of this document is
not yet well established within the CSIRT community. However, we have selected these conventions
because we believe they more precisely describe the roles of the different team models.

It is certainly possible that in the future some teams will have naming requirements.

Information about existing certification programs for incident handlers can be found in the CERT
State of the Practice of CSIRTs report [Killcrece 03].
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e ERS = Emergency Response Services

Another acronym is ISAC, which is Information Sharing and Analysis Centers. While MSSP,
MSP, and ERS focus on helping individual organizations handle the technical aspects of any
incident or attack, ISACs focus on the analytical task at a “sector” level (such as finance, criti-
cal infrastructure, telecommunication) to identify trends, risks, and associated mitigation
strategies within the sector.

Whatever the naming convention used, it is important that the constituency understands what
the CSIRT will (and will not) do in terms of the services it provides. It is also important for
any CSIRT to be respectful and understanding of other teams and any services they provide
(remembering that each may have different missions, goals, and resources, as we mentioned
earlier in this document).

2.5 Defining the CSIRT Constituency’’

The constituency to be serviced by the CSIRT, including its composition, physical or geo-
graphical location or distribution, and the sector in which it is located, will be a deciding factor
in choosing an organizational model. A constituency that is composed of one organizational
entity such as a commercial business, an educational institution, or a government departmént
will have different organizational needs than a constituency composed of multiple educational
institutions who collaborate in a research network or multiple government and critical infra-
structure agencies within a country, or multiple national organizations within a region.

Some distinguishing organizational factors that can be used to identify a constituency include

e Internal versus external — Internal means that the CSIRT is in the same organization as the
constituency, such as a commercial CSIRT whose constituency is the commercial organi-
zation in which the CSIRT is located. So, Siemens commercial organization is the con-
stituency for Siemens CERT. External means the constituency is outside the organizational
structure in which the CSIRT is located. For example, the constituency serviced by Aus-
CERT is all the organizations that subscribe to AusCERT services. These organizations are
separate legal entities such as commercial businesses, government agencies, and educa-
tional institutions. They are all external to the organization in which AusCERT is located."®
It should be noted that even if a CSIRT services an internal constituency there will still
probably be external organizations such as other CSIRTs, law enforcement, and govern-
ment entities with which they may interact.

17" See the Handbook for CSIRTs [West-Brown 03] and the State of the Practice of CSIRTs for more

detailed information on CSIRT constituencies.
18 “Internal” and “external” in this context only refers to the relationship the CSIRT has with the con-

stituency. It does not have anything to do with who the CSIRT communicates with.
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e Centralized versus distributed — Centralized means the constituency is located close to-
gether either physically or geographically, such as being in the same building. Distributed
means that the constituency is located across buildings, cities, countries, geographic re-
gions, or even time zones.

2.6 Defining CSIRT Mission

The CSIRT mission'® should provide a brief, unambiguous description of the basic purpose
and function of the CSIRT. This will outline the basic focus of the team, which could include
any of the following: recovery of systems, analysis of attacks and intrusions, facilitation and
coordination of response activities, coordination of information, investigation of computer
crimes, monitoring of intrusion detection systems (IDS). Or it could include some other func-
tion specific to the CSIRT. :

This mission, together with the CSIRT-provided services, will also influence what type of or-
ganizational model is needed. For example, if a team’s mission is to actually perform system
recovery and patching, then they will need to be able to access the site where the systems are
located. If the mission is to only facilitate information exchange and perform analysis to look
for trends and patterns in incident activity, then the CSIRT must have mechanisms in place to
collect and analyze information from across the constituency. This in turn will require a
mechanism for distributing information to the constituency.

2.7 Defining CSIRT Services

Another important issue to be addressed in establishing a CSIRT relates to the rangé and level
of services to be provided to the constituency.

The original version of the Handbook for CSIRTs published in 1998 provided a list of common
services that a team could provide.” In that handbook, the only mandatory service required to
be considered a CSIRT was the incident response service. This service definition has been ex-
panded and is now referred to as incident handling,”' since the work done by a CSIRT is gen-
erally more than just “response.”

Today the understanding of the services has matured, and the list of possible services that a
CSIRT could provide has become larger and more structured. Provision of at least one of the
incident handling services—incident analysis, incident response on site, incident response

1 See the Handbook for CSIRTs for more information about defining the CSIRT mission.
% Originally the list was presented on page 20. Since that time, the Handbook for CSIRTs has been
updated and now provides a revised and expanded set of services that matches what is presented in

this section.
2 “Incident handling” is used in the CSIRT Services List [Killcrece 02].
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support, or incident response coordination—is still mandatory to be considered a CSIRT. This
new, expanded list of services is outlined in the rest of this section and in the revised edition of
the Handbook for CSIRTs that was published in 2003. It is also available as a separate web
document from the CERT Coordination Center (CERT/CC) web site.”

There are a wide variety of services that a CSIRT could choose to offer. Some of the services
offered will relate directly to incident handling as a core service of a CSIRT. Other services,
such as security training or audits, may only relate indirectly to incident handling, while serv-
ing broader organizational security needs. By their very nature, some of the services may also
be provided by other parts of an organization, such as IT, training, audits, or some other entity
instead of the CSIRT. The actual assignment of tasks and responsibilities will depend on the
structure of the parent or host organization in which the CSIRT is located.

Throughout the rest of this handbook we will draw upon this expanded list of services as we
discuss which services are suited to which organizational model. For your reference and con-
venience, the list is included in this section.

A team should not expect to provide every service in the list. It is much better to perform a few
services well than many services badly. Also the CSIRT must see where it fits in the constitu-
ency’s organizational structure. What is provided will be based on what needs the constituency
has. It will also be highly influenced by what computer security and incident response related
functions are already being performed by existing departments or groups within the constitu-

ency.

CSIRT services can be grouped into three broad categories:

e reactive services

These services are triggered by an event or request, such as a report of a compromised
host, wide-spreading malicious code, software vulnerability, or something that was identi-
fied by an intrusion detection or logging system. Reactive services are the core component

of CSIRT work.

e proactive services

These services provide assistance and information to help prepare, protect, and secure
constituent systems in anticipation of attacks, problems, or events. Performance of these
services will directly reduce the number of incidents in the future.

e security quality management services

22 1n an effort to consolidate CSIRT service terminology, the Trusted Introducer service for CSIRTSs in
Europe worked with the CERT CSIRT Development Team in 2002 to produce this updated and
more comprehensive list of CSIRT services. It can also be found at
<http://www.cert.org/csirts/services.html>.
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These services augment existing and well-established services that are independent of in-
cident handling and traditionally performed by other areas of an organization such as the
IT, audit, or training departments. If the CSIRT performs or assists with these services, the
CSIRT’s point of view and expertise can provide insight to help improve the overall secu-
rity of the organization and identify risks, threats, and system weaknesses. These services
are generally proactive but contribute indirectly to reducing the number of incidents.

The services are listed in Table 1 and described in detail below.

Table 1:  CSIRT Services by Category

eactive Services "

-+ Alerts and Warnings

I OAnnouncements . ¥ ¥Risk Analysis
‘#|ncident Handling . ... OTechnologyWatch -i‘:’\/BUSInESS RContmunty&"V "
~Incident analysis Lt 05eCurity Auditor o} a'gf,ﬁ,t,?,' ecovery
~Incident response on site i . Assessments’ e 9.
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+Vulnerability Handling " oD o ~ #vProduct Evaluatvon or"fv
. ODevelopment of £
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-Vulnerability response S ¥ :
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+Artifact Handling / i O|S,$ ﬁ,‘:{,’,‘g’{,ﬁ‘i\'a‘e" : &
-Artifact analysis " - Dissemination -
~Artifact response ; S
~Artifact response

coordination

Note that some services have both a reactive and proactive side. For example, vulnerability
handling can be done in response to the discovery of a software vulnerability that is being ac-
tively exploited. But it can also be done proactively by reviewing and testing code to deter-
mine where vulnerabilities exist, so the problems can be fixed before they are widely known
or exploited.

2.7.1 Reactive Services

Reactive services are designed to respond to requests for assistance, reports of incidents from
the CSIRT constituency, and any threats or attacks against CSIRT systems. Some services may
be initiated by third-party notification or by viewing monitoring or IDS logs and alerts.

CMU/SEI-2003-HB-001 15




Alerts and Warnings

This service involves disseminating information that describes an intruder attack, security vul-
nerability, intrusion alert, computer virus, or hoax, and providing any short-term recommended
course of-action for dealing with the resulting problem. The alert, warning, or advisory is sent
as a reaction to the current problem to notify constituents of the activity and to provide guid-
ance for protecting their systems or recovering any systems that were affected. Information
may be created by the CSIRT or may be redistributed from vendors, other CSIRTs or security
experts, or other parts of the constituency.

Incident Handling

Incident handling involves receiving, triaging,” and responding to requests and reports, and
analyzing incidents and events. Particular response activities can include

e taking action to protect systems and networks affected or threatened by intruder activity
e providing solutions and mitigation strategies from relevant advisories or alerts

¢ looking for intruder activity on other parts of the network

e filtering network traffic

e rebuilding systems

e patching or repairing systems

e developing other response or workaround strategies

Since incident handling activities are implemented in various ways by different types of
CSIRTs, this service is further categorized based on the type of activities performed and the
type of assistance given as follows:

Incident analysis. There are many levels of incident analysis and many sub-services. Essen-
tially, incident analysis is an examination of all available information and supporting evidence
or artifacts related to an incident or event. This may include analysis of network, host, and ap-
plication audit logs; intruder toolkits, malicious code, and any other supporting information.
The purpose of the analysis is to identify the scope of the incident, the extent of damage
caused by the incident, the nature of the incident, and available response strategies or work-
arounds. The CSIRT may use the results of vulnerability and artifact analysis (described be-
low) to understand and provide the most complete and up-to-date analysis of what has hap-
pened on a specific system. The CSIRT correlates activity across incidents to determine any
interrelations, trends, patterns, or intruder signatures. Two sub-services that may be done as
part of incident analysis, depending on the mission, goals, and processes of the CSIRT, are

B Triaging refers to the sorting, categorizing, and prioritizing of incoming incident reports or other
CSIRT requests. It can be compared to triage in a hospital, where patients who need to be seen im-
mediately are separated from those who can wait for assistance.
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e forensic evidence collection: the collection, preservation, documentation, and analysis of
evidence from a compromised computer system to determine changes to the system and to
assist in the reconstruction of events leading to the compromise. This gathering of infor-
mation and evidence must be done in a way that documents a provable chain of custody
that is admissible in a court of law under the rules of evidence. Tasks involved in forensic
evidence collection include (but are not limited to) making a bit-image copy of the af-
fected system’s hard drive; checking for changes to the system such as new programs,
files, services, and users; looking at running processes and open ports; and checking for
Trojan horse programs and toolkits. CSIRT staff performing this function may also have to
be prepared to act as expert witnesses in court proceedings. This service can also include
conducting personnel interviews to determine what took place.

e tracking or tracing: the tracing of the origins of an intruder or identifying systems to
which the intruder had access. This activity might involve tracking or tracing how the in-
truder entered the affected systems and related networks, which systems were used to gain
that access, where the attack originated, and what other systems and networks were used
as part of the attack. It might also involve trying to determine the identity of the intruder.
This work might be done alone but usually involves working with law enforcement per-
sonnel, Internet service providers (ISPs), or other involved organizations.

Incident response on site. The CSIRT provides direct, on-site assistance to help constituents
recover from an incident. The CSIRT itself physically analyzes the affected systéms and con-
ducts the repair and recovery of the systems, instead of only providing incident response sup-
port by telephone or email (see below). This service involves all actions taken on a local level
that are necessary if an incident is suspected or occurs. If the CSIRT is not located at the af-
fected site, team members would travel to the site and perform the response. In other cases a
local team may already be on site, providing incident response as part of its routine work. This
is especially true if incident handling is provided as part of the normal job function of system,
network, or security administrators in lieu of an established CSIRT.

Incident response support. The CSIRT assists and guides the victim(s) of the attack in recov-
ering from an incident via phone, email, fax, or documentation. This can involve technical as-
sistance in the interpretation of data collected, providing contact information, or relaying guid-
ance on mitigation and recovery strategies. It does not involve direct, on-site incident response
actions as described above. The CSIRT instead provides guidance remotely so site personnel
can perform the recovery themselves.

Incident response coordination. The CSIRT coordinates the response effort among parties
involved in the incident. This usually includes the victim of the attack, other sites involved in
the attack, and any sites requiring assistance in the analysis of the attack. It may also include

2 Note that “incident response” is used here to describe one type of CSIRT service. When used in
team names such as “Incident Response Team,” the term typically has the broader meaning of inci-
dent handling.
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the parties that provide IT support to the victim, such as Internet service providers, other
CSIRTs, and system and network administrators at the site. The coordination work may in-
volve collecting contact information, notifying sites of their potential involvement (as victim
or source of an attack), collecting statistics about the number of sites involved, and facilitating
information exchange and analysis. Part of the coordination work may involve notification and
collaboration with an organization’s legal counsel, human resources, or public relations de-
partments. It would also include coordination with law enforcement. This service does not in-
volve direct, on-site incident response.

Vulnerability Handling

Vulnerability handling involves receiving information and reports about hardware and soft-
ware vulnerabilities, analyzing the nature, mechanics, and effects of the vulnerabilities, and
developing response strategies for detecting and repairing the vulnerabilities. Since vulnerabil-
ity handling activities are implemented in various ways by different types of CSIRTs, this ser-
vice is further categorized based on the type of activities performed and the type of assistance
given as follows:

Vulnerability analysis. The CSIRT performs technical analysis and examination of vulner-
abilities in hardware or software. This includes the verification of suspected vulnerabilities and
the technical examination of the hardware or software vulnerability to determine where it is
located and how it can be exploited. The analysis may include reviewing source code, using a
debugger to determine where the vulnerability occurs, or trying to reproduce the problem on a

test system.

Vulnerability response. This service involves determining the appropriate response to miti-
gate or repair a vulnerability. This may involve developing or researching patches, fixes, and
workarounds. It also involves notifying others of the mitigation strategy, possibly by creating
and distributing advisories or alerts.”® This service can include performing the response by
installing patches, fixes, or workarounds.

Vulnerability response coordination. The CSIRT notifies the various parts of the enterprise
or constituency about the vulnerability and shares information about how to fix or mitigate the
vulnerability. The CSIRT verifies that the vulnerability response strategy has been successfully
implemented. This service can involve communicating with vendors, other CSIRTs, technical
experts, constituent members, and the individuals or groups who initially discovered or re-
ported the vulnerability. Activities include facilitating the analysis of a vulnerability or vulner-
ability report; coordinating the release schedules of corresponding documents, patches, or
workarounds; and synthesizing technical analysis done by different parties. This service can
also include maintaining a public or private archive or knowledgebase of vulnerability infor-
mation and corresponding response strategies.

3 Other CSIRTs might further redistribute these original advisories or alerts as part of their services.
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Artifact Handling

An artifact is any file or object found on a system that might be involved in probing or attack-
ing systems and networks or that is being used to defeat security measures. Artifacts can in-
clude but are not limited to computer viruses, Trojan horse programs, worms, exploit scripts,
and toolkits.

Artifact handling involves receiving information about and copies of artifacts that are used in
intruder attacks, reconnaissance, and other unauthorized or disruptive activities. Once re-
ceived, the artifact is reviewed. This includes analyzing the nature, mechanics, version, and
use of the artifacts; and developing (or suggesting) response strategies for detecting, removing,
and defending against these artifacts. Since artifact handling activities are implemented in
various ways by different types of CSIRTS, this service is further categorized based on the type
of activities performed and the type of assistance given as follows:

Artifact analysis. The CSIRT performs a technical examination and analysis of any artifact
found on a system. The analysis done might include identifying the file type and structure of
the artifact, comparing a new artifact against existing artifacts or other versions of the same
artifact to see similarities and differences, or reverse engineering or disassembling code to de-
termine the purpose and function of the artifact.

Artifact response. This service involves determining the appropriate actions to detect and re-
move artifacts from a system, as well as actions to prevent artifacts from being installed. This
may involve creating signatures that can be added to antivirus software or IDS. The main fo-
cus of this function is artifact remediation.

Artifact response coordination. This service involves sharing and synthesizing analysis re-
sults and response strategies pertaining to an artifact with other researchers, CSIRTs, vendors,
and security experts. Activities include notifying others and synthesizing technical analysis
from a variety of sources. Activities can also include maintaining a public or constituent ar-
chive of known artifacts and their impact and corresponding response strategies. The main
focus of this function is the gathering and sharing of artifact intelligence.

2.7.2 Proactive Services

Proactive services are designed to improve the infrastructure and security processes of the
constituency before an incident or event occurs or is detected. The main goals are to avoid in-
cidents and to reduce their impact and scope when they do occur.

Announcements

This includes, but is not limited to, intrusion alerts, vulnerability warnings, and security advi-
sories. Such announcements inform constituents about new developments with medium- to
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long-term impact, such as newly found vulnerabilities or intruder tools. Announcements en-
able constituents to protect their systems and networks against newly found problems before

they can be exploited.

Technology Watch

The CSIRT monitors and observes new technical developments, intruder activities, and related
trends to help identify future threats. Topics reviewed can be expanded to include legal and
legislative rulings, social or political threats, and emerging technologies. This service involves
reading security mailing lists, security web sites, and current news and journal articles in the
fields of science, technology, politics, and government to extract information relevant to the
security of the constituent systems and networks. This can include communicating with other
parties that are authorities in these fields to ensure that the best and most accurate information
or interpretation is obtained. The outcome of this service might be some type of announce-
ment, guidelines, or recommendations focused at more medium- to long-term security issues.
This service becomes almost an intelligence-gathering function. Coupled with lessons learned
from live data, this can be a powerful service to provide.

Security Audits or Assessments

This service provides a detailed review and analysis of an organization’s security infrastruc-
ture, based on the requirements defined by the organization or by other industry standards®®
that apply. It can also involve a review of the organizational security practices. There are many
different types of audits or assessments that can be provided, including

e infrastructure review—manually reviewing the hardware and software configurations,
routers, firewalls, servers, and desktop devices to ensure that they match the organiza-
tional or industry best practice security policies and standard configurations

e Dbest practice review—interviewing employees and system and network administrators to
determine if their security practices match the defined organizational security policy or
some specific industry standards

e scanning—using vulnerability or virus scanners to determine which systems and networks

are vulnerable

e penetration testing—testing the security of a site by purposefully attacking its systems and
networks. Penetration testing can include social and physical attacks as well as network at-
tacks. Checking on the physical security of critical data and servers and testing whether
key staff can be easily social engineered into performing unwanted actions or giving away

% Industry standards and methodologies might include: Operationally Critical Threat, Asset, and Vul-
nerability Evaluation (OCTAVE), CCTA Risk Analysis and Management Method (CRAMM), In-
formation Security Forum’s Fundamental Information Risk Management (FIRM), Commonly Ac-
cepted Security Practices and Regulations (CASPR), Control Objectives for Information and
(Related) Technology (COBIT), Methode d' Evaluation de la Vulnerabilite Residuelle des Systemes
d'Informa (MELISA), ISO 13335, ISO 17799, or ISO 15408.
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confidential information is just as important as testing whether network attacks can make
it through the existing perimeter and internal defenses.

Obtaining upper management approval is required before conducting such audits or assess-
ments. Some of these approaches may be prohibited by organizational policy. Some ap-
proaches may also have legal or regulator implications that must be taken into account. Activi-
ties crossing any kind of border, whether country, state, provincial, or some other geographic
designation, may be subject to an entirely different set of laws. On the other hand, there may
be strict legal compliance requirements that the CSIRT and parent organization need to meet,
and these should be built into the audit or assessment criteria.

Providing this service can include developing a common set of practices against which the
tests or assessments are conducted, along with developing a required skill set or certification
requirements for staff that perform the testing, assessments, audits, or reviews. This service
could also be outsourced to a third party contractor or managed security service provider with
the appropriate expertise in conducting audits and assessments.

Configuration and Maintenance of Security Tools, Applications, Infra-
structures, and Services

This service identifies or provides appropriate guidance on how to securely configure and
maintain tools, applications, and the general computing infrastructure used by the CSIRT con-
stituency or the CSIRT itself. Besides providing guidance, the CSIRT may perform configura-
tion updates and maintenance of security tools and services, such as IDS, network scanning or
monitoring systems, filters, wrappers, firewalls, virtual private networks (VPN), or authentica-
tion mechanisms. The CSIRT may even provide these services as part of their main function.
The CSIRT may also configure and maintain servers, desktops, laptops, personal digital assis-
tants (PDAs), and other wireless devices according to security guidelines. This service in-
cludes escalating to management any issues or problems with configurations or the use of
tools and applications that the CSIRT believes might leave a system vulnerable to attack.

Development of Security Tools

This service includes the development of any new, constituent-specific tools that are required
or desired by the constituency or by the CSIRT itself. This can include, for example, develop-
ing security patches for customized software used by the constituency or secured software dis-
tributions that can be used to rebuild compromised hosts. It can also include developing tools
or scripts that extend the functionality of existing security tools, such as a new plug-in for a
vulnerability or network scanner, scripts that facilitate the use of encryption technology, or
automated patch distribution mechanisms.

Intrusion Detection Services

CSIRTs that perform this service review existing IDS logs, analyze and initiate a response for
any events that meet their defined threshold, or forward any alerts according to a predefined
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service level agreement or escalation strategy. Intrusion detection and analysis of the associ-
ated security logs can be a daunting task—not only in determining where to locate the sensors
in the environment, but collecting and then analyzing the large amounts of data captured. In
many cases, specialized tools or expertise is required to synthesize and interpret the informa-
tion to identify false alarms, attacks, or network events and to implement strategies to elimi-
nate or minimize such events. Some organizations choose to outsource this activity to others
who have more expertise in performing these services, such as managed security service pro-

viders.

Security-Related Information Dissemination

This service provides constituents with a comprehensive and easy-to-find collection of useful
information that aids in improving security. Such information might include

e reporting guidelines and contact information for the CSIRT

e archives of alerts, warnings, and other announcements

e documentation about current best practices

e general computer security guidance

e policies, procedures, and checklists

e patch development and distribution information

e vendor links

e current statistics and trends in incident reporting

e other information that can improve overall security practices

This information can be developed and published by the CSIRT or by another part of the or-

ganization (IT, human resources, or media relations), and can include information from exter-
nal resources such as other CSIRTs, vendors, and security experts.

2.7.3 Security Quality Management Services

Services that fall into this category are not unique to incident handling or CSIRTs in particular.
They are well-known, established services designed to improve the overall security of an or-
ganization. By leveraging the experiences gained in providing the reactive and proactive ser-
vices described above, a CSIRT can bring unique perspectives to these quality management
services that might not otherwise be available. These services are designed to incorporate
feedback and lessons learned based on knowledge gained by responding to incidents, vulner-
abilities, and attacks. Feeding such experiences into the established traditional services (de-
scribed below) as part of a security quality management process can improve the long-term
security efforts in an organization.
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Depending on organizational structures and responsibilities, a CSIRT may provide these ser-
vices or participate as part of a larger organizational team effort.

“The following descriptions explain how CSIRT expertise can benefit each of these security
quality management services.

Risk Analysis

CSIRTs may be able to add value to risk analysis and assessments. This can improve the or-
ganization’s ability to assess real threats, provide realistic qualitative and quantitative assess-
ments of the risks to information assets, and evaluate protection and response strategies.
CSIRTs performing this service would conduct or assist with information security risk analysis
activities for new systems and business processes or evaluate threats and attacks against con-
stituent assets and systems.

Business Continuity and Disaster Recovery Planning

Based on past occurrences and future predictions of emerging incident or security trends, more
and more incidents have the potential to result in serious degradation of business operations.
Therefore, planning efforts should consider CSIRT experience and recommendations in de-
termining how best to respond to such incidents to ensure the continuity of business opera-
tions. CSIRTs performing this service are involved in business continuity and disaster recovery
planning for events related to computer security threats and attacks.

Security Consulting

CSIRTSs can be used to provide advice and guidance on the best security practices to imple-
ment for constituents’ business operations. A CSIRT providing this service is involved in pre-
paring recommendations or identifying requirements for purchasing, installing, or securing
new systems, network devices, software applications, or enterprise-wide business processes.
This service includes providing guidance and assistance in developing organizational or con-
stituency security policies. It can also involve providing testimony or advice to legislative or
other government bodies.

Awareness Building

CSIRTs may be able to identify where constituents require more information and guidance to
better conform to accepted security practices and organizational security policies. Increasing
the general security awareness of the constituent population not only improves their under-
standing of security issues but also helps them perform their day-to-day operations in a more
secure manner. This can reduce the occurrence of successful attacks and increase the probabil-
ity that constituents will detect and report attacks, thereby decreasing recovery times and
eliminating or minimizing losses.

CSIRTs performing this service seek opportunities to increase security awareness through de-
veloping articles, posters, newsletters, web sites, or other informational resources that explain
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security best practices and provide advice on precautions to take. Activities may also include
scheduling meetings and seminars to keep constituents up to date with ongoing security pro-
cedures and potential threats to organizational systems.

This awareness building may also include reports and briefings for management, to not only
discuss the “state of the organization” in regards to computer security issues but also to edu-
cate management on the implications and effects of taking or not taking various security ac-
tions and precautions. This education will also include helping management understand secu-
rity problems and mitigation strategies.

Education/Training

This service involves providing information to constituents about computer security issues
through seminars, workshops, courses, and tutorials. Topics might include incident reporting
guidelines, appropriate response methods, incident response tools, incident prevention meth-
ods, and other information necessary to protect, detect, report, and respond to computer secu-
rity incidents. This service could also include training on specific types of incidents or vulner-
abilities, as well as educating constituents about social engineering, SPAM, viruses, and virus

hoaxes.

Product Evaluation or Certification

For this service, the CSIRT may conduct product evaluations on tools, applications, or other
services to ensure the security of the products and their conformance to acceptable CSIRT or
organizational security practices. Tools and applications reviewed can be open source or
commercial products. This service can be provided as an evaluation or through a certification
program, depending on the standards that are applied by the organization or by the CSIRT.

2.7.4 CSIRT Core Services

It is recommended that any team that wants to be considered a CSIRT start with a suitable sub-
set of services that it can realistically support with existing resources and staff, gain the accep-
tance of the organization by providing those services in a quality manner, and then develop
any further capabilities as other services are needed and can be effectively supported.

Although we mentioned that a CSIRT needs to provide (at a minimum) an incident handling
service, in reality, most teams we see forming today provide much more. As a result, a base-
line set of services has emerged that appears to be appropriate for initial consideration by any
CSIRT.

This baseline set of services has been developed from resources such as the Handbook for
CSIRTs, the collective knowledge and experience in incident response activities gained over
the last decade by CERT/CC and many other teams, discussions with other CSIRTs, a review

24 CMU/SEI-2003-HB-001



of available literature, and a pilot organizational survey of CSIRTs done as part of the research
for the State of the Practice of CSIRTs report.

The base list of services is the services we commonly found being offered across CSIRTs. We
are not saying that every CSIRT must provide these services; we are saying that we found in
most teams that one or more of the following services were being offered. Therefore, for a
team starting out, they may find that this list gives them an idea of what types of services they
may want to consider. It is essential that the advertised set of services for a CSIRT be achiev-
able with the available resources and skills, so deciding which set of services to initially offer
must be done with care. As mentioned before it is better to offer a few services well than many
services badly. A CSIRT that is thought to perform badly will find it very difficult and time-
consuming to repair a negative opinion about their operations and their usefulness to their con-
stituency. Poor performance and the resulting damage to the reputation, integrity, and trustwor-
thiness of the CSIRT are often irreparable.

The baseline set of services consists of the following:

e Reactive Services
— alerts and warnings

— incident handling
= incident analysis

o and at least one of the following: incident response on site, incident response sup-
port, incident response coordination

— vulnerability handling
o vulnerability response coordination®’
e Proactive Services
— announcements
e Security Quality Management Services
— awareness building
— security consulting—specifically security policy development
The core set of services offered by any team will be specific to their situation. Teams can offer

any number of services in whatever combination they choose or are required to provide, but
experience shows us that it is very difficult to claim to be a CSIRT and to not at least provide

7 Ttis important to note that this only refers to accepting information about vulnerabilities and pass-

ing that information along to another group or team for further investigation, response, analysis,
and other support. It is a very basic handling of the information to facilitate dissemination to the
appropriate individuals.
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some form of the above reactive services related to the incident handling functions (incident
analysis, response support, response on site, or response coordination).

2.7.5 Extending Service Offerings

Over time, there will inevitably be changes in the environment of any CSIRT, whether this is
due to changes in funding, the staff working in the team, technology, or other external influ-
ences. In the same way, there are situations where changes will be actively pursued by the
CSIRT itself to adjust its services and service levels, or more likely to extend its service offer-
ings to address a newly recognized need.

Such service needs can be related to

e changes in the constituency that might require different services and/or service support
(for example, a need is identified for routine security evaluations by the CSIRT to ensure
that efficient baseline security measures are applied by constituent members)

e new organizations or departments that are integrated into the constituency and that now
request on-site support by CSIRT staff members instead of support by telephone or by
email, as was previously provided

e the CSIRT offering its services (as a whole or in terms of a customized service package) to
a completely different constituency

It is also the case that a more market-oriented point of view can be taken. For example, from a
business perspective, a CSIRT already providing services may see an opportunity to generate
additional revenue by offering similar services to other subscribers or customers. Or an exist-
ing team may find that the activity within its constituency has changed and a new service is
warranted. This could also be a situation where business considerations call for changes. A
commercial CSIRT might expand its service availability to 24 hours a day, 7 days a week, 365
days a year instead of providing service for standard local business hours only.

Strategic considerations might also influence selection of services, e.g., striving for a specific
market position nationally or internationally. As a final example, a commercial CSIRT seeking
to be recognized for specializing in a type of service, such as automated security audits, might

heavily market that capability.

These situations can be similar to some of the decisions you will face before actually building
your CSIRT. You will need to assess the conditions, requirements, and options available and
choose those services that best fit your situation.

In addition to how changes evolve to address business considerations, there are also a few
“natural progressions” that have been observed in the evolution of a variety of CSIRT services.
Remember as you read these, however, that some services may have no or very small econo-
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mies of scale. This must be considered as you decide if you will expand your service offerings.
For example, to take on services such as forensics analysis will require more staff, more time,
more tools, and more training than may be available and these skills might not end up being
used frequently. Meanwhile developing an advisory service may reach a broader audience with
not as much investment.”®

2.7.5.1 Building New Services on Existing Services

Many of the services mentioned throughout this handbook have similar requirements with re-
gard to the necessary information, experience, and skills needed to provide a specific service.
Understanding the interconnections between different services will greatly help to extend the
range of services over time. The chances for the success of new services that build on existing
services are higher, and the costs of ramping up such services can be lower.

Furthermore, the implied (or suggested) evolution of service offerings in the sections de-
scribed below can also illustrate the benefits of providing services with close interconnections.
Not only do the services benefit from each other in this evolution, but the same staff members
involved with one service might also provide the other service(s) as well. But a word of cau-
tion must be made here: before adding or expanding services, you need to be sure that funding
and staffing levels are appropriate. Staff cannot take on additional services without expanded
funding and resources. Managers must be careful to avoid staff burnout and overstretching
staff commitments. Staff must be available to handle incidents as they occur, and large-scale
major events can require dedicated time and staff.

It is also important to note that changes in services might also mean that a change in organiza-
tional model is needed to adequately provide the new services. For example, a team might
evolve from a local security team to a centralized or coordinating CSIRT.

Note: The arrow in the following titles implies that a CSIRT delivering the service on the left
of the arrow can evolve into the service on the right of the arrow under the conditions dis-
cussed in each section. Also, these services could only evolve if there was adequate time
available for the CSIRT to provide the new service and, of course, only with management ap-
proval.

Awareness Building = Education/Training

To be successful, training must build on the achievement of general security awareness by the
constituent population. Deficiencies in awareness can be identified through feedback received

% Certainly there are and will continue be other migration paths besides CSIRT services that can

change the focus of a team (from traditional incident handling services to a more research or analy-
sis-related work, or coordination capability); but they are not covered here. These other services
will, of course, also be dependent on the knowledge and expertise readily available within or ob-
tainable by the CSIRT.
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during training courses or as the result of constituency behavior that allows various computer

security incidents to occur.

Since awareness building utilizes some of the approaches and mechanisms that are also used
in education and training, a team providing awareness building has already established the
foundation for more elaborate training sessions and an education program. All it needs is to
formalize the coverage and the technical depth of the material. Some of the necessary infra-
structure might already be available within other parts of the organization (e.g., IT, human re-
sources, or a corporate training department).

Security Consulting = Risk Analysis / Business Continuity

While security consulting in the general sense might deal with questions related to risk analy-
sis or business continuity, at a CSIRT level it is much more likely that it relates specifically to
some dedicated problem areas (remote access) or more practical security problems (firewall or
host system configuration). Security consulting by a CSIRT can be provided based on the spe-
cific expertise available in the team, but the full-fledged risk analysis/business continuity
planning and assessment, which addresses all technologies and applications used in the con-
stituency, needs to build on a much more elaborate knowledgebase and practice as each of
these areas have their own methodologies and frameworks. Risk analysis and business conti-
nuity planning (or disaster recovery planning) is usually done by specialists with skills and
backgrounds in those areas.

For a CSIRT, the evolution to such a service may be much longer to achieve and may need to
be carefully orchestrated, as staff will need to acquire these new skill sets and also to avoid
unnecessary duplication of effort with whoever is currently performing these services in the
organization. One way to migrate into providing such a service is to work collaboratively with
those in the organization who have this background and skill set. The CSIRT, with its in-
volvement in incident data collection, can provide authenticated risk data to the risk manage-
ment process. They can also provide input into the security configurations most suited to the
organization. In this way they can begin to work as part of the team that does provide the risk
analysis and business continuity planning service. If no one in the organization is already pro-
viding these services, then the work done by the CSIRT can begin to fill this gap.

Vulnerability / Artifact Analysis and Response = Security Audit and

Assessments ,
Vulnerability / Artifact Analysis and Response = Intrusion Detection

The knowledge gained from analyzing artifacts and vulnerabilities is important for providing
robust security audits and assessments, as well as maintaining up-to-date intrusion detection
configurations. In many cases, both services are looking at similar issues from different per-
spectives: Security audits look for new vulnerabilities and attacks that can compromise the
security of systems from an attacker’s point of view; intrusion detection does the same but
from the defender’s point of view.

28 CMU/SEI-2003-HB-001



Previously gained knowledge from the Vulnerability as well as Artifact Analysis and Response
activities provides a natural progression for team members with this expertise to contribute to
security audit and assessment initiatives and intrusion detection activities. It should be pointed
out, however, that performing security audits and assessments requires a specific skill set and
application of definitive techniques. CSIRT staff will probably not transition into these posi-
tions but rather provide information to the security audit and assessment functions, providing
criteria and requirements in the security area that need to be reviewed and evaluated.

Vulnerability Analysis and Response = Vulnerability Response
Coordination

The coordination of efforts related to any response to new vulnerabilities requires an extensive
knowledge of vulnerability analysis and response. The CSIRT must understand the situations
that vendors face when a new vulnerability is identified in one of their products and have a
long-term, trusted relationship with the vendor community.

Once a team undertakes vulnerability analysis and response, cooperation with vendors, other
CSIRTS, organizational system, network, and security administrators, and other security ex-
perts will inevitably lead to a situation where such interactions need to be coordinated.

Product Evaluation & Configuration and Maintenance of Security Tools/
Applications/Infrastructure < Development of Security Tools

The relationships between these three services are also dependent on the common knowledge
and background for each.

Just the evaluation of specific products or of products belonging to a specific group of tools by
itself will provide the constituency with useful information. Some of the knowledge gained
through such product evaluations can serve to kick-start an extension of the service to the con-
figuration and the maintenance of a specific product (one that is selected based on the evalua-
tion).

The progression to the next level of service, and the development of new tools, generally has
one of two goals:

1. to solve weaknesses in existing products that should be mitigated

2. toaddress gaps that should be closed and missing functionality that should be addressed

These goals build on knowledge gained through extensive experience with existing tools and
products. Staff involved in delivering these services also require a background in secure pro-
gramming practices and system architectures.

In summary, the above sections describing how services might evolve over time has been in-
cluded as an illustration of ways in which CSIRTs might modify and extend their services as a
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team matures. As your new team is developing a strategy and becomes operational it might
also be useful to consider how the team’s services could potentially evolve over time. Such
considerations in the early phases of your development and planning discussions will help to
identify the infrastructure, tools, staff, and skill set that will be needed in the future to ensure
that your CSIRT operations continue to effectively serve your constituency.

2.7.5.2 Building New Constituencies on Existing Services

Throughout this document we stress that the focus of any CSIRT service needs to be tailored
towards the needs of the constituency, whether it be an organization or a group of many sepa-
rate organizations. But it is also true that, once the CSIRT service is fixed for any constituency,
other constituencies could be identified that have similar needs. Another progression in the
evolution of a CSIRT could be that it provides a set of well-defined services to a different set
of customers (or a completely new constituency).

There are some examples, such as the dCERT service offering, where a previously internal
team started to provide a commercial service, taking advantage of their expertise and the es-
tablished infrastructure. A key factor in dCERT’s successful transition was the personnel or
staff of the organization. Because the team members had experience based on their internal
work, they were able to successfully transition to a wider commercial audience. It is important
to note that in this example the commercial service created uses clearly outlined contracts that
detail the service offerings and service levels associated with them.

It would be much more difficult to position a team from a commercial organization as the “na-
tional” team (for a region, country, etc.), since many of the stakeholders (constituents) in-
volved could fear a conflict of interest. The situation might be viewed differently if the team is
serving a large constituency and has already established a not-for-profit or neutral position.*

Any political issues need to be addressed before any migration towards new constituencies
should be planned. From a team’s business perspective it can certainly be advantageous to ex-
pand their scope of service delivery.

e Higher return of investments may be realized as more customers are served (without nec-
essarily increasing internal resources proportionately).

e Animproved reputation could attract more customers or other sources of funding (which
could lead to even more expanded or new services being introduced).

2 JCERT started as internal CSIRT team within DaimlerBenz, later DaimlerChrysler, and is now a
commercial service offering from T-Systems ISS GmbH, Germany. See <http://www.dcert.de/> for

more information.
30 Such evolutions (from a commercial team to a national team) are theoretically possible, but we are

not aware of any real-life examples.
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o Improved insight into the overall status regarding incidents, computer crimes, and victims -
involved will in turn provide an opportunity to create informed statistics and assessments
that may not otherwise be available.

On the other hand, there are some arguments, against using the same team to serve different
constituencies. Foremost is the potential conflict of interest—for example, even multinational
organizations like Siemens prefer to have a clearly defined, internal team that is separate from
the team that handles product vulnerabilities. This is done to avoid any possibility of such a
conflict of interest. This is most significant when a CSIRT is providing for-fee services to ex-
ternal customers. In such a case, if there are two incidents, one involving internal systems, the
other from an external customer, it is better that they are handled by separate teams. If an inci-
dent involved not only the systems of an external customer but also an internal system, the
external customer might question the neutrality of the CSIRT feeling that they may favor or
protect the internal customer over the external customer. More than that, such a situation could
present a legal conundrum with respect to negligence and disclosure.

The key factor for any CSIRT that considers adding new constituencies to its already existing
base constituency (this is also true for any service changes) is that the team must fulfill all re-
quirements for and provide suitable interfaces with any supported constituencies. This requires
careful planning and may also require additional resources. The CSIRT must also look at its
existing organizational model and determine if that structure will adequately support the new
additional constituency. If not, then a different model may be appropriate and may need to be
implemented.
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3 Operational Issues

3.1 Overview

Along with the issues discussed in Chapter 2, there are many operational issues that will need
to be addressed or considered when establishing a CSIRT capability. The primary focus of this
document is the organizational model or operational structure of the team. This involves the
physical location of the team, the place of the team in the parent organization or constituency,
and how the CSIRT interacts with the rest of the constituency. It can also involve who the
CSIRT reports to in the organization, the authority of the CSIRT within the constituency, and
the way information flows into and out of the CSIRT.

3.2 Common Organizational Models for CSIRTs

In Chapters 4 through 8 of this document, five generic organizational models for a CSIRT are
presented. These models are briefly described below.

Security Team:*' In this model, no group or section of the organization has been given the
formal responsibility for all incident handling activities. No CSIRT has been established.

Available personnel, usually system, network or security administrators, at the local or di-
vision level handle security events on an ad hoc and sometimes isolated basis as part of
their overall responsibilities or job assignments. Incident response efforts are not necessar-
ily coordinated or standardized across the organization. There may be no group or desig-
nated individuals available to gather information across the organization to scope the dam-
age or impact of incident activities, analyze trends, report to senior management, or
provide either effective recovery or protective steps. This is a “business as usual” ap-
proach and provides only very limited and unpredictable reactive incident handling capa-
bilities.

Internal Distributed CSIRT: In this model, the organization utilizes existing staff to pro-
vide a “virtual” distributed CSIRT, which is formally chartered to deal with incident re-
sponse activities.

31

Within the context of this handbook, the reference to security team is used in a generic sense. We
acknowledge that some organizations have clearly defined groups of expert staff who are assigned
to a more formalized Security Team, a team that has very specific roles and responsibilities, but not
within the ad hoc context used in this description.
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There is a manager who oversees and coordinates activities for the distributed team.
Across the organization, individuals are identified as the appropriate points of contact for
working as part of the distributed team based on their expertise with various operating-
system platforms, technologies, and applications; or based on their geographic location or
functional responsibilities. The distributed team members can perform CSIRT duties in
addition to their regular responsibilities or could be assigned to CSIRT work on a full-time

basis.

The CSIRT serves as the single point of contact into the organization in relation to inci-
dent or vulnerability reports or activity for both internal and external parties.

Internal Centralized CSIRT: This model is a fully staffed, dedicated CSIRT that pro-
vides the incident handling services for an organization.

In many cases team members spend 100% of their time working for the CSIRT; however,
this type of model could also be provided using part-time staff on a rotation basis. There is
a CSIRT manager who reports to high-level management such as a chief information offi-
cer (CIO), chief security officer (CSO), or even chief risk officer (CRO) or some other
equivalent manager. The team is centrally located in the organization and is responsible
for all incident handling activities across the constituency or enterprise.

The CSIRT serves as the single point of contact into the organization in relation to inci-
dent or vulnerability reports or activity for both internal and external parties.

Internal Combined Distributed and Centralized CSIRT: This model represents a com-
bination of the distributed CSIRT and the centralized CSIRT. It maximizes the utilization
of existing staff in strategic locations throughout the organization with the centrally lo-
cated coordinating capabilities of the dedicated team to provide a broader understanding of
the security threats and activity affecting the constituency within the enterprise.

The CSIRT serves as the single point of contact into the organization in relation to inci-
dent or vulnerability reports or activity for both internal and external parties.

Coordinating CSIRT: In this model the CSIRT coordinates and facilitates the handling of
incidents across a variety of external or internal organizations, which could include other
CSIRTs. The CSIRT can be a coordinating entity for individual subsidiaries of a corpora-
tion, multiple branches of a military organization, institutions in a research network or
specific domain, or for various organizations within a particular country or state. Coordi-
nating CSIRTs usually have a broader scope and a more diverse constituency.

What makes this model unique is the set of services provided and how they are tailored
towards helping other organizations deal with incident handling issues. Very often coordi-
nating CSIRTs have no authority over the members of their constituency. Their main
function is to provide incident and vulnerability analysis, support, and coordination ser-
vices. They can distribute guidelines, advice, warnings, and recommended mitigation and

recovery solutions.

34
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Some organizations may find that they actually fall between two models or that their organiza-
tion comprises multiple levels of CSIRT-related functions and actually encompass more than
one model.

3.3 Other Issues

As previously mentioned there are other operational issues besides the organizational model
that must be taken into account when establishing CSIRT capabilities. These factors will also
influence the required organizational model and will affect the success level of any CSIRT.

3.3.1 Triage

Triage is the process of sorting, categorizing, and prioritizing incoming incident reports or
other CSIRT requests. It can be compared to triage in a hospital where patients who need to be
seen immediately are separated from those who can wait for assistance.

Triage is an essential element of any CSIRT. It is on the critical path for understanding what is
being reported throughout the organization. It serves as the vehicle by which all information
flows into the CSIRT. Triage allows for an initial assessment of an incoming report and queues
it for further handling. The triage function provides an immediate snapshot of the current
status of all activity reported to the CSIRT—what reports are open or closed, what actions are
pending, and how many of each type of report has been received. Triage provides an overview
of activity being reported to the CSIRT. This process can help to identify potential security
problems and help to prioritize the CSIRT workload. Information gathered during triage can
also be used to generate trend information and statistics for upper management.

The triage process is important for providing an understanding of the scope of the reported
incident activity. Depending on how the organization is physically and geographically struc-
tured, triage can be provided various ways:

e If the constituency is distributed in nature, each geographic area, division, or department
can provide a help desk or incident response hotline to receive requests from that area (this
may also include a special email alias for receiving email requests). In this method, the
team members at the distributed site do the initial triage of the requests and reports. They
also ensure that all requests are forwarded to a central tracking database so that all reports
can be synthesized, correlated, and analyzed.

e Another method of providing this function might be to have all incident reports come into
the CSIRT, itself. In this approach, the CSIRT receives all incident and vulnerability re-
ports directly. There is a specific CSIRT email alias, phone number, or web form for re-
porting incident activity. The CSIRT has its own hotline or help desk for the enterprise,
staffed with members from the team. This staff receives, categorizes, and initially priori-
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tizes all phone, email, and web reports and requests. Incident reports or vulnerability re-
ports are passed on to appropriate CSIRT analysts for handling.

¢ A third method could be to have triage performed separately from the CSIRT. In this struc-
ture, the CSIRT works very closely with an enterprise-wide help desk. Help desk person-
nel serve as the funnel through which all information flows, but they are not part of the
CSIRT. As the focal point for the initial collection, sorting, assignment, and tracking of re-
ports, the help desk takes requests by phone, email, or web form. For the help desk to be
successful in this activity the constituency must be given clearly defined guidelines for re-
porting and the help desk staff must be well trained to recognize and pass on security is-
sues and problems to the CSIRT. The help desk staff also need to fully understand any in-
formation disclosure policies and must be able to be trusted to handle sensitive
information properly.
For this triage model to work correctly, help desk personnel need to understand the ser-
vices provided by the CSIRT and need to know when to seek assistance from CSIRT
members. The CSIRT must be able to work closely with the help desk staff to review or
reassign trouble reports to the appropriate individuals in the CSIRT for follow-up. The
CSIRT will also require access to the help desk database. CSIRT staff (along with help
desk personnel) need to be able to review trouble reports, modify those reports with up-
dated information, open new reports, reassign reports, and close or reopen reports. Any in-
formation that is deemed confidential or sensitive may need to be stored in a different da-
tabase or archived with access restricted to CSIRT staff. A secure communications
mechanism between these two entities will also be needed.

Whatever approach is used, it is important to have widely distributed guidelines for reporting
incident activity to the CSIRT. These guidelines should be available to all staff via an internal
web site or similar function. It is important that the constituency clearly understand the organi-
zation’s security policies and procedures; all users must understand the importance of report-
ing attacks, viruses, and any other suspicious or abnormal activity to the CSIRT. There must be
no fear of retribution or repercussions for reporting activity. The key to success here is to es-
tablish an environment where individuals want to report suspicious activity. If they have a fear
of reporting because of a perceived negative effect they will not report to the CSIRT. Some
teams have implemented anonymous reporting to specifically address these types of concerns.

Because the centralized reporting and triage processes provide a way to coordinate the collec-
tion of information, it is possible to know what type of activity is being observed or reported
across the organization. The CSIRT can therefore identify in a more efficient and timely man-
ner whether critical system and network services are being attacked and act accordingly.

When creating and implementing a CSIRT, the method by which triage will occur will need to
fit the operational and organizational needs of the constituency. This will be another decision
to be made as a part of the implementation process.
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3.3.2 Authority

Authority describes the control that the CSIRT has over its own actions and the actions of its
constituents related to computer security and incident handling activities. Authority is the ba-
sic relationship the CSIRT has to the organization it serves.

According to the Handbook for CSIRT, there are three distinct levels of authority that a
CSIRT can have with its constituency: full, shared, and none.

1. Full authority: If a CSIRT has full authority, it can direct the constituency to perform the
actions or response steps necessary to enhance the organization’s security posture or to
recover from an incident. During a security event, if warranted, the CSIRT can make the
decision to take action without waiting for approval from higher level management. For
example, with full authority a CSIRT can tell system administrators to disconnect systems
from the network during an attack, or can isolate the systems themselves.

2. Shared authority: If the CSIRT has shared authority, it works with the constituency to
influence the decision-making process concerning what actions should be taken. The
CSIRT can influence the outcome of the decision, but it is a participant in the decision-
making process, rather than the decision maker. In this case the CSIRT can recommend
that systems be disconnected from the network during an attack and discuss actions to be
taken (or repercussions if recommendations are not followed) with the rest of the con-
stituency.

3. No authority: If a CSIRT has no authority, it can only act as an advisor to the organiza-
tion (albeit a very strong advisor). The CSIRT cannot make any decisions or take any ac-
tions on its own. The CSIRT can recommend that systems be disconnected during an at-
tack but it would not have a vote in the final decision. However, its role can be to raise
the security implications that would result if its recommendations are not followed. The
CSIRT may be able, because of its position and reputation in the organization, to influ-
ence the decision makers to act for the overall good of the organization.

Another type of authority highlighted in the Handbook for CSIRT; is “indirect authority.” In
this case, the CSIRT due to its position may be able to exert pressure on the constituent to take
a specific action. An ISP for example may be able to strongly encourage its constituents to
take a specific action or face discontinuation of Internet services.

The Handbook for CSIRTs also mentions some services that might not be possible if the
CSIRT has no authority over its constituency.’” Although the topic of authority is not consid-
ered in detail for the various models described here, such potential conflicts are highlighted.
Some model descriptions do include a brief discussion of the suggested authority required for
the model to work effectively.

32 For a detailed discussion of this topic, refer to the Handbook for CSIRTs, Section 2.1.2.3, Relation-
ship to Constituency.
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For a CSIRT to be successful in its mission, it is critical that management approves and sup-
ports the level of authority that the team will have. Otherwise, the team will lose credibility in
the organization and will not be successful. Management should also adequately and clearly
convey the CSIRT authority to the constituency—particularly division managers, system and
network administrators, and any other groups within the organization (e.g., IT departments,
public relations, legal counsel, other management staff) that would be affected by any deci-
sions made by the CSIRT.

Please note that in regards to the decision-making capability and authority of a CSIRT, this
document does not describe how the CSIRT will interact with the business management side
of any organization. Depending on the organization and the situation, it is often business fac-
tors, not security factors, that determine what response occurs and at what priority. We do not
address this at any depth in this document. But anyone planning a CSIRT will need to take this

issue into consideration.

3.3.3 Existing Teams in an Organization

In addition to issues related to identifying the best place for the CSIRT within the organization
(its organizational position and reporting relationships), the existence of any other team(s) or
group(s) already involved and performing incident handling tasks will need to be addressed to
avoid any conflicts and to ensure that the constituency clearly understands the roles and re-
sponsibilities of each group.

If, for example, a different team in the organization is already handling computer virus inci-
dents, then it is essential to consider this team or group and how it will interrelate to any new
CSIRT team established in the organization. Options could include the virus-handling func-
tions being absorbed by the new CSIRT or the virus-handling team, itself, becoming part of
the CSIRT. Another option might be to keep the virus-handling team as a separate entity and
have the CSIRT concentrate on other types of security problems and intruder activity. This last
option would still require coordination between the two groups to ensure that all relevant ac-
tivity is reported to the right team.

Whatever option is chosen, policies, processes, and procedures will need to be established that
detail how these two teams will work together, including what information is shared between
the two, what type of assistance each can provide to the other, and what type of notification (if
any) occurs between the two concerning any ongoing incident event or activity.

Experience shows that if care is not taken to develop the correct synergy, conflicts may (and
often do) occur that will affect future relationships, not only between the existing
teams/groups, but also with the constituency that is being served. This can negatively impact
any CSIRT. It is very important to get the support and buy-in from any other teams or groups
involved in handling incidents or computer security issues to ensure the success of any CSIRT.
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Consider another example in which teams, each handling separate services, are now coordi-
nated under a centralized CSIRT (e.g., an existing security team, a virus protection team, and
maybe a separate team that handles network security monitoring). Not only should the services
of the newly forming CSIRT be considered and determined based on already-available ser-
vices, but the notion of the CSIRT as a single point of contact for the organization as a whole
must be evaluated to determine if it could affect already-established cooperation and commu-
nication links to other teams or vendors. Care must be taken to avoid detrimentally affecting
such existing relationships. It will be vital to the overall success of the CSIRT to ensure that
important communication links within the community are not broken. It is important to adopt
solutions that allow for the necessary centralized reporting and coordination, while preventing
any bottleneck or interruption of existing working relationships.

One suggested approach in the above example could be to extend the services offered by the
existing team or group instead of creating an entirely new component within an organization.
In some situations, such an option has some inherent advantages. The issues related to these

migrations are discussed in more detail in Section 2.7.5.

3.4 Comparison of Organizational Models

So that readers can effectively compare the CSIRT organizational models presented in the fol-
lowing chapters, we have described each in a similar manner. In this section we explain the
topics addressed for each model:

e  Overview

e Supported Constituencies
¢ Organizational Structure
e Triage

e Available Services

e CSIRT Resources

e  Summary

These topics in essence become the criteria by which each model can be compared and
through which recommendations can be made.

3.4.1 Overview

The overview provides a general description and introduction to the model.
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3.4.2 Supported Constituencies

Not every organizational model will support every type of potential constituency in the best
and most effective way. More specifically, not all services of a particular organizational model
will address the most urgent needs of any possible constituency.

Besides choosing the right services (see Section 2.7), knowing the limitations in supporting
particular constituencies will help to prevent some common pitfalls.

In this section, we discuss the constituencies most suitably supported by a given model.

3.4.3 Organizational Structure

This section describes the CSIRT’s place in the organization—that is, its organizational posi-
tion and reporting relationships. It may also describe the physical and geographic location of
the team. In addition, communications, both internal and external, are discussed here.

3.4.4 Triage

This section of each model will discuss any specific triage processes that might be required by
or affect the structure of a particular organizational model.

3.4.5 Available Services

As described earlier in this document, a CSIRT can offer a wide variety of services based on
its mission and purpose. The “Available Services” section of each model discusses how such
services will be delivered (or possibly not delivered) under the model. This section also pro-
vides the rationale for why services work best in a particular model. This section is broken
down into core services that the CSIRT can provide in the model and additional services that
might be provided. Core services are those that are best suited to the model and that are the
main focus of the CSIRT.

In reading each section the reader may see services commonly described across the various
models. This occurs because even though the model is different, the service is still provided in

a similar manner.

3.4.6 CSIRT Resources

This section will include any special considerations or requirements regarding staffing,
equipment, and infrastructure that are required to support the model. For additional detailed
discussion of these resources, refer to the Handbook for CSIRT.
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3.4.7 Summary

This section will highlight the effect the model has on the organization’s constituency and will
also detail the strengths and weaknesses of the models.

The remainder of this document will describe each of the organizational models in more detail
in separate chapters. Chapter 9 provides a brief guide to help readers determine what type of
model their constituencies might need, if they are not sure which model to consider. These
chapters are followed by a closing remarks summary section.

3.4.8 Appendix

The appendix contains a matrix showing the different CSIRT models and the corresponding
core and additional services that are provided as part of each model.
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4 Security Team—Using Existing IT Staff

4.1 Overview

The security team model is not a typical CSIRT model. Rather, it is the exact opposite: it is the
absence of a formal CSIRT. In this model, there is no centralized functional area or group that
is given the overall responsibility for providing or coordihating an incident handling capabil-
ity. Incident handling tasks and services are conducted by the system and network administra-
tors or other security experts who normally maintain, configure, and protect the organization’s
hosts and networks.

These system, network, and security administrators are loosely called the security team be-
cause their job functions involve internal and external security defenses. For example, they
handle security issues and technologies such as firewalls, antivirus filters, secure remote ac-
cess, and intrusion detection.

The term “security team” can refer to individuals who perform these functions or to a group of
individuals who work as a team. These individuals might be located in a centralized site, but
more often are distributed across the enterprise.

In this model there is really no cross-organizational authority for providing incident response,
collecting and analyzing incident data, or implementing recovery and mitigation steps. Instead,
teams or individuals are locally responsible for security in their part of the organization. All
authority for implementing any security policies and response efforts falls to the departments,
divisions, or functional business units. Each of these areas has full internal authority for de-
termining when an incident has occurred within their department or business unit and for de-
ciding what recovery steps to take. Authority may, in fact, rest with non-technical managers
working in conjunction with their system, network, or security administrators.

Typically with this kind of model, little coordination of incident information and response oc-
curs, since each area performs tasks on an as-needed basis. It is a minimalist or “business as
usual” model, in which no extraordinary measures are taken to prepare a coordinated response
to security events by the organization as a whole. The members of the security team deal with
incidents in an ad hoc approach as part of their day-to-day work. This model is very reactive
and is not conducive to the provision of proactive services.
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The goals of the security team are generally to protect systems and networks, detect abnor-
malities, and if necessary respond to the abnormalities that are identified. Their basic mission
is to return the affected systems to operational status as soon as possible. To provide more than
these services, an organization probably needs to choose one of the other models discussed

later in this document.

We would be remiss if we did not acknowledge that there are indeed instances where the secu-
rity team model is implemented and works effectively in performing both reactive and proac-
tive incident handling tasks. Usually this is due to the fact that the staff involved go beyond
their normal responsibilities to ensure information is coordinated. It can also result when en-
terprise-wide policies and procedures are enforced regarding incident reporting and incident
response and when specific notification and information sharing policies are in place. The se-
curity team, although not a formal CSIRT, in many respects performs its role as such. In that
regard they are considered a pseudo internal distributed team for all intents and purposes.

4.2 Supported Constituencies

The security team model is often found in organizations that have a narrow, focused need for
security-related administration. As this need is recognized, small teams may be established to
handle particular security issues or areas that require even more specialization. Most often,
organizations start with dedicated teams for central security infrastructure components like
firewalls, virtual private networks (VPNs), intrusion detection systems (IDS), remote access
points, or antivirus scanning and prevention. Other work can include maintenance and imple-
mentation of security configurations for host systems. By virtue of doing this type of work, the
members of these teams handle any other security issues that may occur.

These teams may consist of multiple staff or just one individual. Collectively, these specialized
teams make up what is called the security team in this handbook.

This model is usually found in a commercial business, government department, or educational

institution.

4.3 Organizational Structure

There is no real organizational structure for incident management in this model. The focus for
incident reporting is division and platform based because that is where the hardware and soft-
ware expertise lies. Responsibility for security and incident issues rests with the system, net-
work, or security administrators. These administrators are scattered throughout the enterprise
and do not usually have a centralized means of communication or collaboration for incident
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handling efforts.”* Each division and its operational staff end up being the policy- and deci-
sion-making entity rather than just the implementer of response efforts. However, the divisions
still support and follow any enterprise-wide security or IT policies.

There is generally no centralized repository of incident data that can be used by the organiza-
tion to generate an overall picture of incident activity, unless one can be provided through an
organizational help desk.

There is also generally no one assigned with specific incident handling experience to work
with external groups, the media, law enforcement, or other CSIRTs. Usually these tasks fall to
the existing organizational public relations coordinator and legal counsel. Because there are no
designated incident handling liaisons, any member of the security team might call for assis-
tance from other security experts, other CSIRTS, other coordination centers, or law enforce-
ment. This can often be done in isolation, with the requesting party not realizing that another
part of the organization is already in touch with the third party experts. In turn it can make it
confusing for the third party, as they are talking to many different people in the same organiza-
tion.

44 Triage

Triage® in this model is handled in an ad hoc manner, as no single reporting point has been
identified. Each part of the security team will evolve its own reporting and triage mechanisms
based on the policies of the division or department in which it is located. Contact points where
incidents may end up being reported might include the general help desk; a specific divisional
help desk; designated system, network, or security administrators; or the informal office “gu-

?»”

rus

Under this model, each part of the security team may develop its own set of procedures for
processing, sorting, and prioritizing incoming information. There may be no formal record
keeping; or if there is, there most likely is no way to consolidate the information that is ob-
tained unless, as mentioned previously, a centralized help desk is being utilized. In such an
environment, it is difficult or impossible to know what type of activity is being observed or
reported across the enterprise, because there is no comprehensive mechanism for reporting,
sorting, and disseminating information. Even if information is collected it may not necessarily
be what is needed to coordinate an effective response.

3 Although there can be, for example, email notification lists that are set up to share information, we

have often seen that such notification still does not ensure or invoke a coordinated response.

Even in the absence of a formal method, triage implicitly occurs when system and network admin-
istrators scan their incoming mail for information and tasks that need to be handled and determine
what additional steps need to be taken.

34
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Without a coordinated effort, categorization and analysis of information can be handled differ-
ently across the enterprise, resulting in inconsistent or even incorrect incident evaluation, pri-
oritization, or response.® Without a mandate to report information to a centralized point, no
true picture of incident activity can be synthesized for the enterprise. In a structure such as
this, to gain a high-level view of the enterprise, someone must be designated as the central
point for collecting incident information and activity. If this type of synthesis of incident activ-
ity is to be done, the key questions will be where is this central point located in the enterprise
and what staff will be assigned this responsibility? In most cases, for centralized reporting and
analysis to work, one of the other models discussed in this handbook is needed.

4.5 Available Services

The following sections describe those CSIRT services that might be provided in a security
team model. It is recognized that every organization is different, so these are general descrip-
tions based on observations of and discussions with organizations using a security team model.
The method in which the service is delivered assumes a certain level of infrastructure, staff,
and equipment, which is discussed later.

4.5.1 Core Services

Because most often in the security team model there is no centralized or coordinated group for
providing incident management and because the operational goal of organizations with this
type of model is to recover and repair damaged systems and networks, the following services
are those generally offered. The emphasis on repairing systems makes the security team’s main
function focus on incident response. Note that they are somewhat different from the normal
core services offered by CSIRTs that are discussed in Section 2.7.4.%

Incident Analysis

Incident analysis in this model is usually done only at the surface level to determine what has
happened and what mitigation steps are necessary to get affected systems operational. Any '
deeper analysis such as incident correlation or trend analysis will most probably not be done,
as the security team will focus on reacting to the computer security event, rather than proac-
tively working to prevent future occurrences.

Initial incident analysis is done on a divisional or departmental basis or by the available mem-
bers of the security team. Even the person reporting an event might do the analysis. The analy-
sis will be focused on determining if a security incident has occurred, how widespread the ac-

3 This is not to say that a security team model cannot have an integrated tracking and reporting sys-
tem. But our experience shows that normally this is one of the weaknesses of this type of model.
36 Again, your individual experiences or requirements may differ.
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tivity is at the local level, and what impact it is expected to have. The analysis can also include
researching existing information and strategies to help mitigate the activity.

Problems that can result using a security team model involve duplication of effort, lack of con-
sistent analysis processes, and sometimes lack of expertise on the part of the security team
staff on how to effectively respond to incident events.

Depending on the staff member’s level of expertise, they may or may not be able to identify
that a problem exists, or how severe it is. They may only be able to identify a symptom (not
the real cause of the problem), and may or may not know who to call. Those who are suffi-
ciently knowledgeable and can perform the analysis may not share their results with others,
instead focusing only on building a response strategy for their own local systems.

Different members of the security team may conduct very different types of analysis, since
there is no standard methodology. Duplicate effort will very likely be expended by other divi-
sions or locations in addressing similar types of incidents and reports. Without sharing this
information, the amount of time it takes to resolve an incident across the enterprise increases,
effectively resulting in a more costly recovery process. Problems that could have been pre-
vented will instead spread across the enterprise, causing more down time, loss of productivity,
and damage to the infrastructure. If information is indeed shared, the recipients may not be
sufficiently skilled to implement the repairs in an effective manner.

As mentioned previously, incorrect conclusions can be drawn and insufficient actions taken to
address similar problems, depending on the expertise of the administrator or individual inves-
tigating the activity. Some areas will respond quickly because they understand what has oc-
curred and know what needs to be done to repair the damage. Others might need to seek ad-
vice, guidance, or approval, which could delay analysis and response. Still others might
misdiagnose the problem and apply inadequate solutions that do not completely address the
problem—or worse, introduce even more serious vulnerabilities. Without consolidating the
collected information, there is no mechanism for identifying security trends, patterns, or po-
tential problems that can affect the entire organization.”’ Activity might go unreported or un-
noticed because no notification of what to look for was disseminated.

Incident Response On Site

As with triage and incident analysis, incident response is handled at the local level. Response
efforts are most likely left to system, network, and security administrators. This service fits
well within the security team model as the members of the team are located throughout the
enterprise so they are located where the activity will need to be addressed. They will also, due

37 There are some security teams we have seen that work together and follow established incident

response procedures. In most cases this is due to the dedication, commitment, and expertise of the
personnel involved. If these personnel leave for some reason, the process often collapses.

CMU/SEI-2003-HB-001 47




to their other work responsibilities, have experience with the systems and networks in their
purview, which can help in the resolution of incident activity. The response work will be done

as an extension of their normal duties.

However, just because members of the security team are familiar with the systems and net-
works and are strategically located, does not mean that they will have the expertise to handle
an incident and resolve it correctly. This is a major down side of the security team model, that
staff are not necessarily trained in correct incident response processes or methodologies. They
may also not be familiar with various intruder attacks and corresponding mitigation strategies.
These administrators may not realize the potential seriousness of an event, might fail to give
the response the appropriate priority, or not know to whom to elevate more serious threats.
Reports can be handled more than once because the origin or source of the problem is not ad-
dressed, only the symptom. Since there is no formal mechanism for sharing information or
lessons learned as a result of handling a particular type of event, potential knowledge relating
to this activity may be lost.

Also because members of the security team do incident response and also perform other du-
ties, this can potentially cause a conflict in prioritizing their workload. If other work takes
precedence and incidents are not recognized or addressed in a timely fashion, then activity can
cause further damage or erroneous responses to reports. Each report very likely is handled
anew, resulting in the organization unnecessarily expending additional resources. The next
time a similar report is received, it may even be sent to a different group of security experts

within the organization.

With this limited localized response, it is unlikely that there is any significant sharing of in-
formation with other parts of the enterprise, let alone externally with other CSIRTs.

If critical system and network services are attacked, only local system, network, or security
administrators who are directly involved with those systems or services are aware of the activ-
ity, and they may or may not be able to repair the damage. For example, if there is a virus out-
break in another part of the organization, only the people who work with systems in that area
may be aware that there is a problem. They may fix the problem without letting personnel in
any of the other areas know what has occurred. Other parts of the enterprise can suffer from
the same virus and have to solve the same problem again, without the ability to leverage the
benefit of work already done. In addition, solving the same problem multiple times across
other parts of the enterprise will incur additional costs, result in loss of time and effort that
could have been devoted to other tasks, and can even result in different (possibly incorrect)

solutions being applied.

Incident Response Coordination

Incident response coordination in this model is performed at a minimal level, usually only
within the affected division or group. Extended coordination may be required if the response
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actions that need to be taken are under the control of a different department; for example, if
filters need to be installed on the enterprise firewall but the administrators handling the inci-
dent do not have control of the firewall. In this case a channel must be established to ask the
appropriate people to make the changes to the firewalls. Often in the security team model
these formal channels do not exist, so it may be difficult to not only find who to talk to about
having the changes made, but also difficult to have the appropriate people comply in a timely
manner.

With incident response handled individually in each area and without the benefit of a central-
ized reporting area, there is also no way to create standard responses that can be used across
the organization. Another problem resulting from this structure is that there is no way to en-
sure that systems, patches, and virus updates are made in a consistent manner or that they are
even made at all across the enterprise. Each division can only be responsible for ensuring that
their administrators have complied with the recommended mitigation strategies.

Since response work is done at the local level, there is no point of contact to handle any re-
quests or questions from external sources or to pass on information to external sources. Infor-
mation about external sites and organizations involved in the incident might (or might not) be
passed to other relevant CSIRTS to allow them to contact these organizations directly. It is
unlikely that there is consistent or complete reporting to all external parties, especially if an
incident involves a large number of sites. The security team members generally do not have
the resources to contact many sites nor possibly the tools and skills to facilitate such coordina-
tion even if they want to take the appropriate steps to contact and inform others.

The success of any coordination effort in this model depends on how well various team mem-
bers work together. It also depends on having clear procedures for notification of other parts of
the constituency or enterprise, and a clear means of escalation of incident activity if necessary.
Along with procedures, a list of the members of the security team and their contact informa-
tion is needed, so that the appropriate people within the constituency can be notified.

Vulnerability and Artifact Response

As part of their normal security tasks, members of a security team undertake actions to miti-
gate or repair a vulnerability, as well as to determine the appropriate actions to detect and re-
move artifacts such as viruses, Trojan horse programs, toolkits, and exploits from a system.

In addition, the members of the security team determine what other protective measures need
to be taken to avoid future similar or equivalent attacks and incidents. This usually involves
researching and applying patches, fixes, and workarounds. It may involve creating signatures
that can be added to virus scanning databases or intrusion detection systems.
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If members of the security team are scattered across a constituency or organization, they may
not readily share analysis of exploits or problems they have discovered or mitigation strategies
resulting from their testing and research. This can cause inconsistent remediation efforts to be

applied throughout the enterprise.

Configuration and Maintenance of Security Tools, Applications, and
Infrastructures

This generally is the main service provided by the members of the security team. This is their
normal day-to-day work: maintaining the availability and security of the local environment
and infrastructure.

The system and network components configured and maintained can include firewalls, VPNs,
IDS, or even virus scanners. Work may also involve user account and password management
or the review of network, system, security, and accounting logs.

Depending on how security standards have been implemented in the parent or host organiza-

tion, this configuration and maintenance may be done along enterprise-wide guidelines or by

divisional guidelines. Unfortunately, if it is done divisionally, this may mean that different ar-
eas of the enterprise are not protected as effectively as others, and therefore could be more

vulnerable.

If the security policies are divisionally based, and different security settings are used across the
enterprise, then this may also affect how efficiently and timely response efforts can be applied
throughout the parent or host organization. If other parts of the enterprise do not use the same
security policies, tools, or configurations, then more work will be needed to determine what
comparative action can be taken.

Intrusion Detection Services

This service can be provided in one of two ways: either centrally by one department or unit in
the enterprise, or divisionally. If it is handled divisionally, multiple efforts are expended to re-
view the IDS logs and determine what actions to take. Also, there is usually no consolidation
of information across the enterprise to provide a “big picture” of intrusion activity for use in
the analysis of trends and patterns.

4.5.2 Additional Services

In addition to its core services, a security team may facilitate other services. The following
services are those most likely to be provided.
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Alerts and Warnings

Because it is the mission of security teams to handle security configuration and maintenance
tasks for their parts of the organization, they are the appropriate point of contact to receive
alerts and warnings sent from other security-related organizations or vendors. They can use
this information to determine prevention and mitigation strategies to handle vulnerabilities,
intruder attacks, or other related computer security problems. They may also be given the re-
sponsibility to disseminate the information to others within the organization or constituency.
Besides alerts and warnings forwarded from others, they may disseminate annotated messages
and alerts and warnings they have composed. In all, their tasks may include collecting, evalu-
ating, distributing, and perhaps even developing alerts and warnings. However, this depends
on their having enough time to do this work. Often the normal day-to-day work may keep the
staff so busy that they cannot send out alerts in a consistent manner. It is possible that alerts
may be sent out only on an occasional or emergency basis.

If the security team has no designated authority, any alerts they send out may be ignored by
other groups unless management requires that the alerts be followed.

Vulnerability and Artifact Analysis®

In the context of a security team, any work in regard to the analysis of vulnerabilities or arti-
facts is initiated by a real need, most often by an incident or attack detected by the security
team. If there is no standard methodology to follow, the analysis done is usually ad hoc and
inconsistent. The analysis is also limited to the technical expertise of the available local ana-
lysts and most probably focused on a particular event.

If there are no resources or expertise to perform this type of work, members of the security
team need to rely on analysis done by other external CSIRTSs or security organizations. Such
analysis resources may include advisories, alerts, trend analyses, and technical documents.

Vulnerability and Artifact Response Coordination

Any vulnerability and artifact response coordination that occurs will usually be within the lo-
cal division or unit, to ensure that all systems in that area are addressed. Coordination outside
the local unit with other parts of the enterprise usually only happens if there has been some
established channel to share this information. In most cases this means that there is no com-
prehensive tracking and recording of vulnerabilities and artifacts across the enterprise. Without
such consolidation of information, there is no mechanism for identifying similar trends or pat-
terns, nor is it possible to identify potential new threats to the organization.

38 Although the technical details are quite different, the considerations for vulnerability handling are

similar to those for artifact handling. Therefore both services are handled together throughout this
document. Differences are clearly stated whenever necessary.
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Even if no vulnerability or artifact handling effort is undertaken, members of the security
teams involved in responding to an incident or attack will need information. They might ask
other CSIRTS, vendors, or security companies for assistance and coordinate any further re-
sponse regarding newly identified vulnerabilities or artifacts. If a point of contact for dealing
with vendors and security companies is not established, multiple parts of the organization may
attempt to correspond with these vendors. This can cause confusion and in the end frustration
on both parts as duplicate information is relayed through multiple channels, increasing the
chance of miscommunication. Vendors may also require that only one point of contact work

with them.

Development of Security Tools

Based on their involvement with the configuration and maintenance of security tools, applica-
tions, and infrastructure elements, members of a security team may experience situations in
which a specific solution is not readily available. In such cases members of a security team
might develop tailored tools to provide a workaround or temporary fix to help satisfy such
specific requirements, if they have the necessary expertise or skills.

Other Services

Other reactive and proactive services such as incident response support, announcements, tech-
nology watch, security audits and assessments, and security-related information dissemination
would not normally be provided by a security team. Of course there may be some organiza-
tional structures in which these may be provided as additional services, but in general many of
these services require dedicated resources and therefore would be difficult to provide within
the ad hoc nature of the security team model. Without a common focus on incident manage-
ment across the organization, these services cannot be effectively provided in a coordinated

manner.

4.5.3 Impact on Security Quality Management

Without the benefit of any organized response plans, it is unlikely that the security team will
have the resources or time to provide any proactive quality management services that do not
already relate to their normal work activities. For example, a security team will most likely not
provide security awareness training, tutorials, or briefmgs.39

Since members of the security team may be involved in actually implementing and maintain-
ing security solutions, they will likely be involved at some level in the testing of potential
hardware and software products. Product evaluations can be done as part of routine purchase
decisions or in response to a request by some department or unit. The evaluation mechanisms
can range from informal testing to formal certifications.

3 That is not to say that such activities do not occur at all, but that it is unlikely in the security team
environment.

52 CMU/SEI-2003-HB-001



Other problems that result from the ad hoc nature of the security team include the difficulty in
extracting incident trends and patterns when there is no centralized repository of incident data
and reports. The CSIRT in this model is not usually positioned to provide business intelligence
into any risk analysis or business continuity planning. Each member or group from the secu-
rity team can try to use lessons learned from their own experiences, but other parts of the or-
ganization and perhaps even other members of the security team will miss out on the knowl-
edge about important threats and the corresponding mitigation strategies if no coordinated
exchange of lessons learned is established.

4.6 CSIRT Resources
4.6.1 Staff

This model requires no additional staffing. It utilizes existing personnel, such as system ad-
ministrators, local area network and wide area network (LAN/WAN) administrators, security
administrators, database administrators, help desk personnel, and software developers to sup-
port any incident handling activity at the local level. Any response efforts (reactive, proactive
or security quality management) are performed in addition to the normal day-to-day responsi-
bilities of the staff. '

As the responsibility for security and incident handling resides with existing staff, their techni-
cal, communication, and personal skills determine the quality and level of response that is
provided. The model does not provide a consistent method for developing incident handling
expertise across the organization.

Although there are no additional salary costs incurred if incident handling tasks are done as
part of the day-to-day operations of the security team, there is the potential for wasting money
on duplicated and inefficient activities. Of course, if incident handling activities are out-
sourced, then there will be additional costs.

As with any other model it is very important to have an updated list of the staff members in the
various components of the security team and their area of expertise and contact information.
This information can be used to contact others when specific skills, expertise, or assistance is
needed. A list of other platform or software specialists outside of the security team is also
beneficial. There is no guarantee, however, that such assistance could be provided, especially
if these specialists are located in other divisions, departments, or at other physical locations.
They may also be too busy with their other responsibilities and tasks to provide assistance.
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4.6.2 Equipment

There is no requirement for additional equipment in this model. It requires no additional ancil-
lary support services. Existing computer equipment, peripherals, telephones, and pagers are
used. If more equipment is needed for specialized analysis work, it may be possible to negoti-
ate with other parts of the enterprise to borrow or use equipment such as software-
development facilities or a test lab in a non-production environment when investigating inci-

dent activity.

- 4.6.3 Infrastructure

No new infrastructure costs are incurred, as there is no coordinated or focused incident han-
dling capability. The existing infrastructure is used. It is hoped that the infrastructure will prd-
vide some computer security features, such as separate networks and firewalls, baseline com-
puter configurations, security guidelines for system administrators, and acceptable-use policies
for users. If any incident tracking or coordination is to occur at an enterprise level, an inte-
grated help desk system will be needed that all members of the security team can use.

4.7 Summary

This model does not include a formal CSIRT. Incident response activities are handled by sys-
tem, network, and security administrators throughout the enterprise who are responsible for
the maintenance and configuration of the enterprise systems and networks. Incident response
work is handled on an ad hoc basis as part of the normal security activities. The network, sys-
tem, and security administrators involved in this work are loosely referred to as the security

team.

With this model, it is critical to have well-written security guidelines, effective policies, and
detailed procedures in place to ensure consistent configurations for computing environments
throughout the enterprise. The constituency must rely on such defensive measures, as there is
very little or no coordinated incident response team.

If incident management in this ad hoc manner is to occur with any success, some method for
contacting and notifying the rest of the organization is also necessary. It is not an easy task to
define where this process will reside, and even if done, whether other parts of the enterprise
will respond to the notifications unless there is strong management support. One of the other
internal CSIRT models would provide better coordination and management of incident activity

across the enterprise.
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4.7.1 Impact on Constituency

This model has the least impact on the current operations of the constituencys; it is basically
“business as usual.” The consequences to enterprise-wide security are that vulnerabilities and
risk may vary from location to location and the organization does not have the mechanisms in
place to recognize threat patterns across the enterprise or the ability to prevent or mitigate such
threats.

In this model, no individual or team has any real authority to effect enterprise-wide changes
for the broad constituency, since the effort is focused in localized areas.

4.7.2 Constraints

The lack of a coordinated incident handling effort is the main constraint in providing this ca-
pability via the security team model. The basic problem is how to provide standard, cross-
organizational reporting, analysis, and response when each division is handling those activities
in an ad hoc manner.

4.7.3 Strengths and Weaknesses of the Model

As we have mentioned, one problem this model presents is that there is no way to ensure con-
sistent and correct response across the organization. Also, viewed from an organizational per-
spective, by not sharing information among divisions, erroneous or incomplete recovery steps
could be taken across the enterprise even if some security administrators correctly address the
problem locally. Other expertise that is needed and that might exist in other units is not known,
and no overall picture of the incident activity throughout the enterprise is obtained. Further,
other areas of the enterprise can remain exposed to threats if the solutions are only applied
where they occurred or were locally recognized and are not passed on to others.

The lack of a centralized presence or authority for incident handling and reporting also causes
confusion within departments and among staff members. Staff are not sure who to notify about
incidents or who to involve in response efforts. There may be such a wide variety of areas of
expertise that there can be no consolidated response effort on a collaborative basis across the
enterprise. In addition, some areas of expertise might not be available, leading to a situation
where an incident is recognized but no one feels responsible or is able to provide the necessary
support for any response effort.

A bigger problem is that it is difficult to determine ownership of a problem in this type of se-
curity environment. For example, if a UNIX system is compromised in a particular functional
area, who is responsible for deciding what to do, the UNIX administrators or the functional
business unit (e.g., the system operator or the system owner)? If personnel in one area discover
an intrusion and suggest mitigation and recovery steps, how do they get buy-in and compli-
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ance from other groups and divisions if they need their assistance? On the other hand, if one
area discovers an intrusion or security breach, they may be motivated to cover up the problem
before anyone else notices, rather than share the knowledge with other business units.

There are no real strengths in this model in regard to incident handling, as it does not provide
true incident handling services. The only benefit gained may be that no additional costs are
incurred in equipment and staffing. However, that cost savings will most probably be offset by
subsequent damage resulting from incident activity that was not quickly and efficiently han-
dled due to the lack of coordinated response efforts. It is possible, however, that a security
team may be effective in a small organization, where the number of incidents are low and the
team has an in-depth understanding of the systems and networks and their corresponding secu-
rity configurations.

To be a successful security team in regards to incident handling activities, the following re-
quirements are suggested. Please note that this is not a comprehensive list of everything that
would be needed, but some key requirements.

an established response plan and identified staff with designated assignments and tasks
that have management support and approval

e an established method to notify the rest of the enterprise when a computer security event
occurs

e amatrix or list of platform and network experts in the organization and their availability
and contact information, along with support from management for them to be pulled into
incident handling activities as needed

e anincident tracking system that can be shared and accessed by all members of the security
team components in the organization. Included in this requirement is the need to have
agreed-upon definitions, categories, and priorities for incident types.

e an identified escalation path when normal resources are not enough to handle the situation
or when additional expertise and advice are needed

e security awareness training and incident reporting guidelines for the constituency and the
members of the security team
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5 Internal Distributed CSIRT

5.1 Overview

In an internal distributed CSIRT model, referred to as the “distributed CSIRT” through the rest
of this document, the team is composed of staff from other divisions or sectors of the enter-
prise who report to a central CSIRT manager. The CSIRT is a formally recognized entity and
has been given the responsibility for handling all incident response activities. The team is con-
sidered “internal” because it is a team within a particular organization or company, so it is in-
ternal to the enterprise. It is different from the security team model primarily because of

(a) the existence of more formalized incident handling policies, procedures, and processes,

(b) an established method of communication with the whole enterprise concerning security
threats and response strategies, and (c) a designated CSIRT manager and team members who
are specifically assigned incident handling tasks.

The CSIRT manager reports to high-level management, such as a CIO, CSO, CRO, or the
equivalent. While the CSIRT manager has a “centralized” office (in organizational terms), the
team members are scattered across the organization’s geographic and divisional locations.
Members of the team are chosen based on their experience and expertise with various operat-
ing system platforms, technologies, applications, and security practices. Team members in-
clude systems and business experts, network engineers, and others who have the needed func-
tional knowledge.

The distributed CSIRT has full authority to analyze activities and shared authority to respond
to incidents as they occur. No enterprise-wide action is taken or recommended without the ap-
proval of the CSIRT manager and possibly upper management such as the CIO. The team also
has the authority for enforcing recovery and mitigation strategies with the approval and con-
sent of the management. Divisional and functional unit managers are notified of any action to
be taken in their areas and are involved in the decision-making process to determine how to
implement a response.

The team has the authority to release enterprise-wide advisories and other documents, includ-
ing best practices, response and recovery steps, and security updates. The team can also be
involved in synthesizing and analyzing all IDS or other network/system/application logs. In a
very large organization the CSIRT may only handle this type of analysis when an incident is
escalated, and the initial log analysis would instead be done at a local level.
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5.2 Supported Constituencies

This type of model is found in large, distributed organizations such as multinational corpora-
tions, government organizations, and educational institutions.”’ In most cases, small organiza-

tions would not be best served by this model.

5.3 Organizational Structure

There are many different ways a distributed CSIRT can be structured. The structure will de-
pend on the size of the parent organization, the number of geographical locations where busi-
ness functions are located, the number of systems and platforms supported, the number of
CSIRT services to be offered, and the expertise of the existing staff.

In all structures the main function of the CSIRT manager is to coordinate the work of the dis-
tributed CSIRT. The manager should be located close to other high-level managers or the
CIO/CSO, wherever the CSIRT reports. It is possible that some other members of the team
may be co-located with the CSIRT manager. Depending on the work that is required, this
might include some support staff or in some instances one or two analysts to help in the syn-
thesis and dissemination of information. The CSIRT manager acts as a liaison to other parts of
the organization such as upper management, human resources, legal counsel, public relations,
or other appropriate groups. The CSIRT manager also is the main contact point for the team
for any external organizations that want to communicate with the CSIRT. A designated backup
for the CSIRT manager should be assigned and trained so the CSIRT processes can function
properly when the manager is not available.

Team members are selected from existing staff and are assigned to devote a percentage of their
work time to reactive and proactive incident handling issues. The percentage of effort they
devote is negotiated with their supervisors and the CSIRT manager. The team members may
contribute only part of their time to CSIRT work or could be assigned 100% of their time to
this work. If the team members only perform CSIRT work on a part-time basis, they will re-
port to two managers: the CSIRT manager for CSIRT work and their divisional or department
manager for their normal day-to-day work. Team members can be system and security admin-
istrators, database administrators, researchers, network engineers, and any others with needed
functional expertise. Other extended team members may include representatives from legal
counsel, human resources, public relations, risk management, and law enforcement or criminal
investigation groups. Any core or extended team members should have designated backups
who have been trained and mentored to perform the required tasks and functions.

For this model to work there has to be clear understanding on the part of both management
and staff that the distributed team members must stop working on routine tasks when they are

% This model especially can be found in commercial organizations with multiple sites and locations.
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needed to perform incident handling functions. Usually this model works best in an organiza-
tion whose distributed departments or sectors share strong common characteristics that enable
them to share staff. A problem that can result in this model is that, depending on how the team
is presented to the organization, it might not be viewed as being responsible for incident re-
sponse across the whole enterprise.*’ Another problem that may result is that during a crisis,
the distributed CSIRT staff are often put in a difficult position. Along with being responsible
for their CSIRT work, they are usually experts in their own routine work. So in addition to
working on CSIRT tasks during a crisis, they will be heavily used to combat the local impact
of the activity. This may make it difficult for them to handle all the work necessary to resolve
the crisis. Management has to prepare for this situation by ensuring other staff have been
cross-trained in both the routine and CSIRT work, so that more resources can be applied when
such a situation occurs.

CSIRT staff duties include helping with analysis, encouraging security awareness among those
in their business divisions, and implementing agreed-upon response and mitigation strategies
in their divisions. There may need to be some hierarchical delineation of the team in large or-
ganizations, which might involve supervisors for platforms, divisions, or geographic areas.

The distributed CSIRT serves two purposes: (1) it provides a broad base of expertise across all
the systems in the enterprise and (2) it gives the CSIRT a foothold in each division to not only
coordinate activity but promote following best practice security policies and response steps. In
this way, members of the team are out in the field (i.e., local sites); they are the eyes and ears
of the CSIRT. They are also the arms and legs of the CSIRT, as they will be the ones to per-
form the response or provide guidance to those who will be performing the response. The dis-
tributed CSIRT staff have first-hand, real work experience concerning the operations and is-
sues facing the organization. This brings a practical view of what techniques and approaches
will work to mitigate problems.

The purpose of the CSIRT manager’s office is to synthesize the reports received from multiple
locations to identify trends and patterns of activity, and to help identify the scope and impact
of any suspicious behavior or intrusion. The CSIRT manager also coordinates the work of the
distributed team members, while providing direction and guidance for the team’s security
policies and procedures. In some organizations the CSIRT manager may be the information
security officer for the organization and as such call the distributed team together whenever an
incident occurs, to perform a coordinated response.

The organization must decide how many employees from each division should be included on
the team. The organization must also decide how to assign the various CSIRT services. Ser-
vices can be assigned to particular individuals, groups, or departments based on their exper-

1 To overcome this problem it is necessary to create an organizational image of the team as a single,

tangible object, regardless of its virtual and distributed nature.
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tise, job function, geographical location, or business unit. For example, incident analysis and
response for threats and attacks against UNIX systems may be handled by the part of the IT
department responsible for securing and maintaining the UNIX systems. On the other hand,
the responsibility for handling these UNIX incidents may be assigned to the business units in
which the UNIX systems reside. So if the UNIX system in question was located in the market-
ing department, the CSIRT team members in that department would provide the response. An-
other option is to have team members handle incidents for their physical location or geo-
graphic area. In this case some individual or group is responsible for all the incident,
vulnerability, and artifact handling at that geographic or departmental location.

An organizational structure that can also work is to assign specific CSIRT functions to particu-
lar groups. For example, one unit might be responsible for analyzing vulnerabilities in Win-
dows systems. Another unit might maintain a test lab for incident and vulnerability analysis,
and still another might be responsible for developing and distributing communications, such as
advisories or best-practice recommendations. Whatever assignments are made, staff will need
training on the supported platforms.

It is extremely important that all members of the CSIRT know who has what skills and exper-
tise on the distributed team so that they can be contacted for assistance when needed. CSIRT
members also need to know when these other distributed team members are available. A
shared calendar or list of operating hours and relevant points of contact for those times may be
helpful. There must also be a clear notification and contact procedure that is followed when
asking for assistance from other members of the team.

Communications across the team are extremely important in this model to ensure the efficient
and effective operation of the CSIRT. The team will need to stay in touch through secure
communications such as email, secure teleconferencing or phone conferencing, or a secure
extranet or intranet. Virtual meetings should be scheduled regularly to encourage the feeling of
a team working together. There should also be some type of regular face-to-face meeting, so
members of the distributed team can get to know one another and share experiences or raise
issues not easily addressed via phone or email. Discussion topics can also include reviewing
organizational processes and procedures, service level changes or additions, strategic planning,
and technical training. Management should look for ways to incorporate team-building activi-
ties into the work schedule. Ideas may include having members of the distributed staff attend
conferences together or work on mock incident scenarios or other projects together. When staff
members get together at face-to-face meetings, some social gathering or activity could be built
into the agenda to let the team members have an opportunity to get to know each other on a

more personal level to develop camaraderie.

It is important that response to a security event occurs quickly. If the lines of communication
are too deep or hierarchical in structure, team members may not be able to affect an appropri-
ate response. Some level of authority must be given to team members to act in a responsible
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way within the general procedures and guidelines of the CSIRT. They could be empowered to
adapt or modify procedures or guidelines in certain situations (with an after-the-fact review by
management to ensure that appropriate actions were taken), discuss any lessons learned, or
determine whether any policies and procedures need to be updated or added.

For the distributed CSIRT model to be successful, the following elements are required:

e There must be management buy-in and cooperation at all levels, especially from the busi-
ness units where the distributed staff are located.

e The CSIRT manager must know what expertise lies in each area and determine how best
to assign tasks and actions to maximize overall team success. Clear lines of responsibility
and communication must be established, along with identified backups for various CSIRT
assignments and functions.

e The team must understand a variety of technologies.

e There must be a vigorous effort to engage the distributed CSIRT members in team build-
ing activities.

e There must be clear policies and procedures for how incidents and vulnerabilities are re-
ported and handled, including escalation, notification, and resolution procedures.

e There must be a shared, secure infrastructure that the team can use for communication,
incident tracking, and sharing information. Information and incident activity must be
pulled from all areas of the organization and synthesized to provide an enterprise-wide
view of security problems, incident trends, and response strategies.

5.4 Triage

In a distributed CSIRT, the triage process is important for providing an understanding of the
scope of the reported incident activity. Organizations adopting the distributed model must also
decide where to locate the reporting function for the CSIRT both physically (geographical and
building location) and organizationally (department or division) within the enterprise. Various
options exist, as described in Section 3.3.1, Triage.

The main decision point in this model is whether all reports come in to the CSIRT manager’s
office, either through a CSIRT help desk function within that office or a centralized organiza-
tional help desk, or if reports will first come into the local level to the distributed team mem-
ber.

If reports come in centrally, the CSIRT manager will determine where the incident should be
sent for analysis and response. A predetermined contact list of distributed team members and
their locations, skills, and technical responsibilities is used to make the decision concerning
where to send the reported incident.
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If reports come into the local level and the triage process is done by the distributed team
member, they must ensure that the report and any response is added into any incident tracking
system and that the CSIRT manager is notified of the activity in case further actions are re-
quired throughout the enterprise.

The key in the distributed model will be to ensure that all incident activity is collected and
tracked by the CSIRT manager’s office, so that the impact and threat across the enterprise can
be determined and also so that any trends and patterns can be identified. An incident tracking
system accessible to all members of the distributed team will be required so they can update
the status of or review any incident being handled at the local level. This shared system will
provide the CSIRT members with access to incident information across the organization that
may provide insight, warnings, or remediation strategies that may be useful at the local level.
The incident tracking system should have the capability to allow different team members to
record the distinct actions they have taken to analyze and resolve problems, particularly if dif-
ferent people will be working on the same incident.

5.5 Available Services

The following sections describe the types of CSIRT services that might be provided in a dis-
tributed CSIRT model. It is recognized that every team is different, so these are general de-
scriptions based on observations of and discussions with other teams. The method in which the
services are delivered assumes a certain level of infrastructure, staff, and equipment. These are

described later in this section.

5.5.1 Core Services

The following tend to be the basic services provided by a distributed CSIRT. They are some-
what different from the baseline core services discussed in Section 2744

Alerts and Warnings

In a distributed model, all alerts and warnings coming into the CSIRT or parent organization
from other security experts, vendors, or CSIRTSs are received by the CSIRT manager or his or
her designee. From there the alerts and warnings are disseminated to all members of the dis-
tributed team. Team members pass on the alerts and warnings to other system and network
administrators, business managers, or security teams at their sites. General alerts and warnings
that affect all members of the constituency are sent to a predetermined mailing list by the
CSIRT manager or their designee. For this service to work efficiently there must be an up-to-
date list of people and units to notify. This list should be maintained by the CSIRT manager
with input from all the relevant areas where distributed team members reside. Input should

42 As previously discussed, your individual experiences or needs may differ.
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also be collected from any newly defined areas or departments or constituency groups in the
enterprise. This list must be verified and updated on a regular basis.

If alerts and warnings for the CSIRT’s constituency need to be developed, these are assigned
by the CSIRT manager to the individuals of the distributed team with expertise in the technol-
ogy and mitigation strategies that need to be discussed in the alert or warning. Even if the alert
or warning is developed in another part of the distributed team, it should be reviewed and pos-
sibly sent out from the CSIRT manager or his or her designee. There may be a need to work
with a technical writer to produce the final versions of the alerts and warnings. If a technical
writer is not on staff as part of the CSIRT, it may be possible to use staff with the needed skills
from the constituency or parent organization. Whatever method is used to obtain technical
writing assistance, this arrangement should be established in advance, so that the technical
writer can be called upon as needed.

Incident Analysis

The distributed team members focus their analysis on the affected systems in their area of re-
sponsibility. The CSIRT manager’s office correlates the incident activity across the enterprise
to determine the scope of the activity, the impending threat, and the response effort required.
The CSIRT manager’s office also analyzes any reports to determine any intruder trends or pat-
terns. Based on its understanding of the overall picture, the CSIRT makes recommendations
for strengthening security across all of the organization’s systems.

Incident analysis is performed by the members of the team who have expertise in the func-
tional area, operating system, network, or application software involved in the incident. For
newly reported attack types, the distributed team can collaborate on the investigations, pooling
resources and expertise across the enterprise to help identify, analyze, and develop recovery
measures.

Incident Response Support

The main focus of the distributed CSIRT is on providing the incident response support and
guidance necessary to analyze and respond to incident activity. In most cases the distributed
team members work with system and network administrators at the local level to help them
respond to incidents, rather than performing the repair and recovery work themselves, as they
would if they offered on-site incident response services.*

However, it is true that in some organizations, the distributed team members themselves are
the system and network administrators and may actually perform the incident response tasks.
Because this is not always the case, however (since some organizations use security officers or
information security officers as their distributed team members and these people are not usu-

# Tt is possible that the distributed team may indeed be structured to provide on-site response, as dis-
cussed under *“Additional Services” below.
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ally network and system administrators), the on-site incident response service is included in
the next section, “Additional Services.”

Incident Response Coordination

Coordination is handled initially by the CSIRT manager of the distributed CSIRT. This in-
cludes keeping each part of the distributed team up to date with the latest information, distrib-
uting information about the impact and scope of ongoing incident activity, and providing guid-
ance for response strategies during events.

The CSIRT manager or designee is the main point of contact to coordinate any information
dissemination or collaboration with upper management, the organization’s legal counsel, hu-
man resources, law enforcement, or other internal parties unless organizational policies dictate

that someone else must be that point of contact.

If other external parties such as victim or source sites, other external CSIRTS, or other security
experts need to be contacted, the CSIRT manager or designee would also be responsible for
orchestrating those interactions as appropriate, unless organizational policies determine some-
one else as the external point of contact. Those performing the triage function would act as an
initial point of contact for such communication as well and pass information on to the appro-

priate team member.

In this model, CSIRT procedures are in place to escalate events to higher management, coor-
dinate with public relations, or pass security events to law enforcement or other investigative
bodies for criminal investigation as needed. The distributed team members understand the
guidelines and serve as the points of contact for routing information to others in their division
or geographical area as appropriate. Enterprise-wide messages, alerts, and advisories are sent
from the central CSIRT office, upper management such as the CIO, or even public relations.

Because there is a coordinated triage function, information from across the enterprise can be
reviewed. This allows the team an opportunity to identify any security gaps and determine the
scope and potential impact of the reported activity. By seeing all the activity, the CSIRT can
more easily prioritize and balance the workload. They are also able to predict or head off po-
tential problems. For example if a virus is spreading across the network in one geographic
area, it could be identified and stopped by proactively taking steps before it affects another
geographic area.

Although there is information sharing among the CSIRT’s members, without a focused and
energized CSIRT manager, strong management support from divisional supervisors, and some
quality assurance testing, there is no good way to ensure that all members of the team are re-
acting appropriately to assigned tasks. With a large, distributed organization, there must be a
way to check that response steps are handled in a consistent manner. There must also be a fol-
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low-up mechanism in place to ensure that all response steps were implemented at each site as
directed. Supervising these follow-up functions is one of the duties of the CSIRT manager.
There will need to be sufficient resources to allow such work to occur.

Vulnerability and Artifact Response Coordination

If any vulnerability or artifact response coordination is undertaken, it is handled in a manner
similar to incident response coordination. Information on the analysis and mitigation strategies
and response efforts regarding any vulnerabilities and artifacts is consolidated at the CSIRT
manager’s office for dissemination to the rest of the team. For the most part, the actual analy-
sis of any artifacts or vulnerabilities is done by the members of the distributed team with tech-
nical expertise in the affected operating systems and software, but it may also be done by an
outside source such as a vendor or other external CSIRT. Whoever does the work will then
pass their analysis or remediation strategies to the CSIRT manager for dissemination.

Because of the distributed CSIRT structure, even if vulnerabilities and artifacts are found on
systems in one part of the organization, the analysis and response can involve team members
from other geographic or departmental areas who have expertise to handle the required tasks.
This coordination and any assignment of tasks is orchestrated by the CSIRT manager.

Even if no vulnerability or artifact response effort is undertaken by the distributed CSIRT, the
team will still need information about any vulnerabilities or artifacts found in their systems.
They will most likely look to other public or private information resources to get this informa-
tion. This may mean getting alerts, advisories, or mitigation strategies from other external
CSIRTs, vendors, or security companies. The CSIRT manager is the initial point of contact for
work with other entities, but other distributed team members may be involved when their ex-
pertise is needed.

Announcements

Announcements are developed by the CSIRT manager or by assigned team members based on
the topic and the team member’s relevant expertise. Most often they are disseminated from the
CSIRT manager or passed on to upper management or public relations for broadcasting. Assis-
tance from technical writers may be required to ensure quality and understandability.

5.5.2 Additional Services

In addition to its core services, a distributed CSIRT may choose to offer other services. The
following services are those most likely to be provided.
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Incident Response On Site™

Since the distributed team members are located at various sites throughout the organization,
and since they may actually be the system and network administrators at these sites, it is pos-
sible to have them perform the actual response. This service can only be provided if the dis-
tributed team members have the requisite skill set and the available time.

The distributed team members still receive directions and guidelines from the CSIRT manager,
but would also need to have some level of authority to take appropriate actions during emer-
gencies or when the threat is immediate. It is very important that the distributed team members
pass all information gathered and all steps taken during an incident on to the CSIRT manager.
Conversely, when the CSIRT manager’s office disseminates a set of response steps or strate-
gies to be implemented, the distributed team members need to confirm that they have executed

the response correctly.

Vulnerability and Artifact Analysis

If this service is provided, it will probably be done on an ad hoc basis, initiated by a real need
when artifacts are found on compromised or infected systems, or when a vulnerability is found
in software supported within the organization. In a distributed team model, CSIRT staff mem-
bers usually do not have the time or expertise to do this type of work for general research pur-
poses. Distributed team members can, however, engage in vulnerability and artifact analysis to
determine what impact any new vulnerabilities or found artifacts have on their infrastructure.

Whatever analysis is done, there must be some way to record and track the vulnerabilities and
artifacts analyzed and the response that was taken to handle them. The CSIRT can also choose
to store the artifacts found in some type of archive. In this way, any new artifacts can be com-
pared against those in the archive to determine if they are similar or new, what they signify,
and how to handle them.

Staff performing this service are required to update the rest of the CSIRT with the information
discovered through their analysis. This helps other parts of the team perform the appropriate
response if their systems are also threatened.

If analysis is not done, information about vulnerabilities and artifacts is obtained from other
entities such as other external CSIRTSs and security experts, as described under *“Vulnerability
and Artifact Response Coordination” in Section 5.5.1.

4 This service is not included under core services because many teams only perform a support or co-
ordination role and do not do on-site recovery and repair of systems. However, since some teams do
provide this service, we’ve included it here.
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Vulnerability and Artifact Response

Just as in incident response on site, vulnerability and artifact response can be performed by the
distributed team members at each organizational location. Again the staff needs to have the
required expertise and understand supported platforms for the local site or across the enter-
prise.

If staff perform this function, they determine the appropriate actions to detect and remove arti-
facts found on systems. They search for and patch vulnerabilities. The CSIRT manager or
other team members with the necessary expertise provide guidance.

In addition, distributed team members may take protective measures to avoid similar future
attacks and incidents. This usually involves implementing secure configurations, updating or
creating virus signatures that can be added to virus scanning databases or intrusion detection
systems, and keeping operating systems up to date with new versions and patches.

If this service is not handled by the CSIRT, it is most likely handled by the organization’s IT
department, security team, or through a contracted managed security service provider (MSSP).
The CSIRT will require established channels of communication to interact and share informa-
tion with any other group providing this service.

Technology Watch

If done, this service is probably only performed at a cursory level, depending on available time
and resources. If members of the distributed team have other work duties, they may not have
time to work on a technology watch function.

If this service is performed, there are several ways it can be provided. In the more centralized
method, the focus for this function resides with the CSIRT manager’s office. This may mean
that an additional staff member is needed in this office. In a more distributed method, one area
of the team can be assigned this function as a full-time responsibility. Another distributed
method is to have some members of the distributed team assigned to stay current on informa-

" tion in their area of expertise, such as a particular operating system, architecture, or function
(IDS, firewalls, etc.), and designate one or more team members to consolidate the information
from the other team members.

No matter what the method, staff members assigned to perform this watch function do so by
monitoring newsgroups, mailing lists, other advisories, alerts, etc. Information from other
members of the team in the divisions and sections is forwarded to the CSIRT manager to be
consolidated and disseminated throughout the team. Collecting this information from distrib-
uted CSIRT staff members gives a more comprehensi've overview of information from people
with expertise in various applications, operating systems, protocols, and tools. More impor-
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tantly, it reduces the duplication of effort so that all team members aren’t reading the same set

of resources.

This consolidated information highlighting current attacks, threats, response steps, and work-
arounds is made available to team members via the secured intranet or extranet.

Security Audits or Assessments

With its technical expertise and experience handling new vulnerabilities, real incidents, and
artifacts, the distributed members of the CSIRT could participate with an audit or assessment
team in the provision of this service, or provide input into the development of compliance cri-

teria and requirements.

However, it is important that the involvement of the CSIRT does not create a conflict of inter-
est. Team members should not audit their own systems and networks or their own division’s
systems and networks. They must also be objective and diplomatic, so as to create a level of
trust between the CSIRT and the system and network administrators who maintain the hard-
ware, software, and perimeter defenses. The goal is to have the system and network adminis-
trators feel comfortable in accepting guidance and recommendations from the CSIRT or any
other auditing or assessment group.

Configuration and Maintenance of Security Tools, Applications, and
Infrastructures

In most organizations, responsibility for configuration and maintenance of security tools, ap-
plications, and infrastructures falls to the IT department or designated network or security ad-
ministrators. Although security infrastructure elements such as firewalls and IDS are some-
times placed within the responsibility of the CSIRT, this should be avoided, where possible, to
allow the team to focus on incident management rather than maintenance.

However, it should also be recognized that if the CSIRT is not responsible for these types of
services, the team’s expertise and experience with security tools may be useful in providing
advice and guidance to the organizational staff who are assigned to these functions. Establish-
ing a good working relationship with system, network, and security administrators and the IT
department will help make any necessary response efforts that require changes to systems,
firewalls, or network logging smoother and more efficient.

If the distributed team members do not perform CSIRT work 100% of the time and have other
assigned duties, it may be the case that they perform these configuration and maintenance
tasks as part of their normal job functions.
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Development of Security Tools

Based on their involvement with the configuration and maintenance of security tools, applica-
tions, and infrastructure elements, members of a distributed team may experience situations in
which a specific solution is not readily available. In such cases members of a distributed team
might develop tailored tools to provide a workaround or temporary fix to help satisfy such
specific requirements. This development work can occur only if they have the necessary ex-
pertise or skills, and will be an outgrowth of their practical experience with the systems. Coor-
dinating such developments with the rest of the CSIRT is important so that other parts of the
organization can benefit from the results.

Intrusion Detection Services

If the intrusion detection service is not provided by the IT department, it can be provided by
the distributed CSIRT. In this case the IDS is set up in each relevant division, ideally under the
management (or supervision) of a member of the distributed CSIRT. Information is gathered in
a standardized fashion and passed to the CSIRT manager’s office for review, consolidation,
analysis, and appropriate response. This ensures that patterns of activity across the enterprise
are analyzed and responded to in a comprehensive manner.

One part of the distributed CSIRT may also be given the assignment to review all IDS logs,
synthesize the results, and disseminate any alerts on abnormal activity to the relevant area of
the team for investigation, analysis, and response.

Security-Related Information Dissemination

The CSIRT can establish a centralized web site (and if appropriate FTP site) to provide organi-
zation-wide access to appropriate security-related information. They can also use these sites to
disseminate information from other external sources that has been tailored to the needs of the
constituency in regard to supported technologies and software. Information can also be dis-
tributed via newsletters and mailing lists. This may be a difficult service to provide depending
on the available staffing resources. If done, it may be at a minimal level only—making avail-
able copies of patches and security alerts.

Unless a particular set of team members is assigned the task of maintaining any of these
broadcast mediums, the CSIRT manager’s office will most likely be responsible for synthesiz-
ing any information for release. Information can be collected or written by CSIRT staff during
any free time they may have or as a particular assignment. This provides team members a
chance to be involved in other activities and provides a change from their routine work as-
signments.

Information disseminated includes current activity reports, threat trends and patterns, security
awareness tutorials, incident reporting forms and guidelines, current updates on CSIRT devel-
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opments, and any special security-related information on various applications, protocols, and

security or attack tools.

Maintenance of this CSIRT site can be the responsibility of one set of team members or the
CSIRT manager’s office. If the CSIRT manager’s office takes the responsibility, additional
staff may be needed to handle the update and maintenance functions.

If the CSIRT site is not maintained by the team but by other parts of the IT group, then it will
be important for the CSIRT to work closely with the administrators to ensure the server is ade-
quately protected and that information is updated in a timely manner.

5.5.3 Impact on Security Quality Management

The amount of time that can be devoted to security quality management services will depend
on the resources available from the distributed team members. In most cases, the CSIRT man-
ager may provide input into these initiatives. Distributed team members with functional exper-
tise, can be pulled into initiatives as time permits.

Distributed team members are responsible for promoting security awareness at their sites.
They can do this by holding briefings, tutorials, or brown bag lunches to make relevant infor-
mation or documentation developed by the CSIRT available to the organizational divisions.

The CSIRT will likely be asked for input in regard to implementations and maintenance of
security solutions. This, as well as the expertise of CSIRT team members, can lead to the
team’s involvement in testing potential products. This can be done in various ways, from in-
formal tests to formal evaluations. The testing can occur across the enterprise or can be done
in response to a request by some department or unit. Based on their skills and knowledge, the
CSIRT could also be involved in the development of business continuity and disaster recovery
plans or could assist in the provision of security audits and assessments.

5.6 Resources

The following staff, equipment, and infrastructure resources should be considered when im-
plementing a distributed CSIRT model.

5.6.1 Staff

The distributed CSIRT comprises a small, centralized management staff and team members

who are spread across the organization:

e CSIRT manager (reports to the CIO or other high-level manager)
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e one or more system administrators for the CSIRT infrastructure (dedicated or part of exist-
ing IT service)

e one or more administrative support person(s)

e one or more analysts (depending on the services offered, these analysts may help synthe-
size incident statistics, IDS data, security alerts, and technical documents)

e distributed team members (number determined by parent organization based on the size of
the constituency being served and the services provided)

The distributed CSIRT calls upon other adjunct staff that may be assigned to the CSIRT on an
as needed basis, such as

e technical writers

e trainers and instructors

¢ - public relations staff

e legal counsel and criminal investigators

e other technical experts (administrators, managers, Windows/UNIX/mainframe experts)

For this model to work effectively, pre-arranged agreements will need to be established for
how and when this additional staff can be called upon to provide assistance. '

The services provided by the CSIRT are determined by the skills of the existing system, net-
work, and security administrators in the organization and the requirements of the enterprise. It
is expected that such skills would include, for example, hardware and software expertise in
whatever technologies and functional business systems are supported throughout the constitu-
ency, including any systems, software, and applications developed in-house.

All members of the team need training on the operation and purpose of the CSIRT, along with
technical training in normal incident handling activities. Backup staff should be identified in
each unit where a distributed team member works so there is one backup for CSIRT work and
one for the team member’s regular, non-CSIRT duties.

A method for holding CSIRT meetings for all distributed staff is necessary to encourage a true
team attitude. This may be done via a secure teleconferencing system or even an extranet. Pe-
riodically, face-to-face team meetings (where feasible) should be held to help the team get to
know one another. This can be done at training classes or special off-site sessions. Of course,
there should be a system of backup personnel to perform CSIRT functions while the team
members are meeting.

The parent organization should promote distributed CSIRT positions as highly desirable and
emphasize that such team members play an important role in the overall computer security
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infrastructure. These positions should be recognized and compensated appropriately. CSIRT
distributed staff will gain a wider range of skills and experience from their involvement on the
team. This can be a useful selling point for getting their home department or unit to give ap-
proval and support for their participation on the CSIRT.

If compensation for the added responsibilities associated with serving on the team are in the
form of supplemental payment, this will of course mean that additional salary costs will be
incurred. This does not include costs for charge-back of other adjunct staff. Overhead and
other fringe benefits need to be considered as well.

The organization can also choose to outsource some of the response capability to a third-party
contractor. This service can be provided as a recurring cost or on a fee-based schedule, de-
pending on a number of factors, including the type of organization, sponsor, or service re-
quested. For a distributed team, the third-party contractor would either provide human re-
sources to augment the distributed CSIRT or cover services such as advisories, alerts, or IDS
monitoring to reduce the team’s workload. The main responsibility for decision making should
rest with the organization, however, not the contractor.

5.6.2 Equipment

The distributed team members use existing computer equipment, peripherals, telephones,
pagers, and other equipment. Staff can negotiate for the use of other equipment for testing if it
is not available in their area. Additional equipment can be appropriated through the CSIRT
manager and/or other financially responsible individuals. Access to a secure intranet or other
communications mechanisms will also be required.

It is possible that if there is any additional staff located with the CSIRT manager, some addi-
tional equipment will be required. This could include (but is not limited to)

e office space and furniture (supplies, copier, etc.)
e computer equipment for day-to-day operations and activities

e telecommunications systems, including stationary and cell phones, and pagers if
appropriate

e home equipment and remote access, if appropriate

5.6.3 Infrastructure

The distributed CSIRT infrastructure should include access for all distributed team members to

" e asecured incident report tracking system

e asecured repository for archiving all incident and vulnerability artifacts, such as exploit
scripts and toolkits
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e secure communications channels, such as secured email, phones, video conferencing,
faxes, intranet, or extranet as needed

It should also provide
o physical security
e protected power sources

¢ network and host security

e ideally, a separate CSIRT network for shared systems with a secure configuration and
firewall, as well as VPN access for distributed team members

e secure backups and storage of CSIRT data

e mechanism for updating software and patches
e virus protection and scanning

e web tools

e encryption technologies

Depending on the systems used, this infrastructure might require special client/server hard-
ware and software at team locations and the CSIRT manager’s office.

5.7 Summary

This model staffs the CSIRT by assigning responsibilities to designated individuals across the
enterprise. These individuals become members of a distributed “virtual” team. The distributed
CSIRT has a manager and may also have a small support staff located with the manager.

5.7.1 Impact on Constituency

The distributed team in essence becomes a conduit for collecting information across the enter-
prise and using this information to formulate strategic plans for securing the infrastructure and
responding to any incident activity. The distributed team also provides a channel for dissemi-
nating alerts and advisories outlining preventative measures to take to protect the infrastruc-
ture along with disseminating any response measure for intruder activity. The distributed team
members can also act to ensure that the appropriate steps have been followed. They can pro-
vide this information as feedback to the centralized team.

This model has several major impacts on the constituency:

e Each organizational entity must be responsible for continually providing the appropriate
resources (people with the right skills and experience, authority, access, etc.).
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e An infrastructure (described above) must be provided to support the team.

e Effective management of this team will require coordination across many parts of the or-
ganization and vigorous efforts to involve all members of the distributed CSIRT in team-

building exercises.

e Technical incident training and mock exercises should be conducted and supported to

maintain proficiency.

e Methods must be established to allow information sharing among the team members so
they can learn from and act on one another’s data and experiences.

There are also possible impacts on the security of the organization or constituency. With a co-
ordinated, distributed method for collecting and analyzing data and performing response, a
better picture of the preparedness of the overall organization should be seen. Also, response
time should be quicker and response efforts more consistent, ultimately leading to lower re-
sponse and recovery costs, less damage from security incidents and a more secure environ-

ment.

This distributed CSIRT model represents a modest approach to the infrastructure investment
required to begin collecting and analyzing security threat patterns throughout the enterprise. It
provides a virtual network for the identification of threats and vulnerabilities, the dissemina-
tion of security information and the implementation of a coordinated response plan for manag-
ing incidents and threats. It is an improvement over the security team model.

5.7.2 Constraints

The main constraint for this model involves enabling the team to function as a whole when
members are separated across geographic and organizational locations and administra-
tive/management domains. Such separation can create many logistical problems. These prob-
lems include

e having staff with differing levels of expertise across the organization who may not imple-
ment a response action in a consistent manner across the enterprise

e not being able to coordinate information across multiple sites and people

e possible conflicts in the prioritization and support of distributed team members’ CSIRT
work by management

e possibly not scaling well in very large, geographically dispersed organizations

Because of these constraints, it is essential to have an effective CSIRT manager who works
well with other division and organizational managers and is able to coordinate and supervise
team assignments. The manager must be able to negotiate for additional resources when
needed. The CSIRT manager’s ability as a negotiator and ambassador are paramount to the
success of this model. Organizations constantly reorganize; managers and units come and go.
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A major overhead for the CSIRT manager will be the constant update of who in the business
units they need to work with to ensure they have access to appropriate staff. The larger the
number of dispersed team members, the more difficult it will be for the manager to negotiate
with all the involved organizational units.

If the distributed parts of the organization are located in separate affiliated companies or in .
other countries, there may also be difficulties in coordinating actions because of differences in
languages, laws, policies, procedures, and time zones.

5.7.3 Strengths and Weaknesses of the Model

In this distributed model the responsibility for incident handling is assigned to appropriate in-
dividuals across the organization. With the proper software, training, and equipment, this
model can provide incident reporting and incident analysis, and serves as a vehicle for formu-
lating and deploying effective responses across the organization. By having such a coordinated
process the organization is able to set policy, enforce standards, and implement incident han-
dling activities enterprise-wide. Because the distributed team is composed of operations per-
sonnel at various locations, these individuals are very attuned to local operations and condi-
tions. This close association with local operations can provide valuable input to the
development of practical policies and procedures.

This model does have its weaknesses, especially if the team is composed of staff that have
split responsibilities. Finding individuals with the appropriate experience, skills, and training
who are willing and able to take on additional responsibilities may be problematic. Once
found and trained, these individuals must be allowed to invest the time and energy to keep
their skills and abilities current. If this does not happen then the appropriate commitment from
the operating units may not be sustainable over time. Consequently the required skills and ca-
pabilities may not be available when they are needed most. This makes the incident handling
capability only as good as each part of the distributed team. Also, effective management and
coordination of the distributed team may become a problem, without a strong leader and ap-
propriate upper management support.

The strengths and weaknesses of this model can be summarized as follows:

e Strengths

— There is a focused responsibility for performing CSIRT services.

— The capability exists to coordinate incident reporting, analysis, and response across
the organization.

— There is a centralized tracking system and a centralized repository of incident data.

— Aconsolidated and comprehensive view of the vulnerabilities and incident activity
across the enterprise can be developed and any trends or patterns identified.
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Staff is available at the divisions or functional business units to enact response steps or
provide information and expertise in their relevant fields.

Since the CSIRT staff members are located within the divisions and functional busi-
ness units, they understand the systems and software at those locations. They will have
first-hand knowledge in some cases of the organization’s IT infrastructure and will
know what components are critical to the infrastructure. The CSIRT staff bring a
unique, practical approach to the real-life operation of the organization and will under-
stand what strategies are going to be effective and viable.

e Weaknesses

Experienced staff may have commitments that prevent their participation in distrib-
uted team activities.

Existing staff may not have the required security training or expertise. Finding experts
in the organization can be difficult, and over time there can be problems with turnover
and training issues.

Staff members may be unwilling to take on the additional responsibility unless they
perceive some value in the work that is being performed or receive additional com-
pensation. _ ‘

Determining where the CSIRT authority lies and the willingness of other divisions and
functional units to accept that authority can be difficult.

Keeping the staff up to date with new technologies is difficuit.

Keeping communications current and timely across a large, geographically dispersed
area is difficult.

Verifying that CSIRT response efforts are implemented consistently across the enter-
prise can be difficult and time consuming.

Keeping the list of staff and their areas of expertise up to date is a difficult task for the
CSIRT manager without the cooperation of the distributed team members and other
groups within the organization.

If the organization is very large and crosses multiple time zones and countries, this
model may not scale.
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6 Internal Centralized CSIRT

6.1 Overview

The internal centralized CSIRT model is a dedicated CSIRT, centrally located, that has full
responsibility for all incident reporting, analysis, and response. In many cases team members
spend 100% of their time working for the CSIRT and perform all incident handling tasks.
There is a CSIRT manager who reports to high-level management such as a CIO, CSO, or
CRO. All CSIRT resources are located at a central site. This model is referred to as the “cen-
tralized CSIRT” throughout the rest of this document.

This model provides a centralized team that can collect information from a wide variety of
constituent sources and quickly synthesize and disseminate it across the enterprise. The CSIRT
responds to reports of abnormal activity or other incident reports. It can also participate in in-
cident and vulnerability analyses, lend expertise in testing or assessing the security of the en-
terprise, and play a proactive role in promulgating computer security awareness and training
throughout the organization, if appropriate to the organizational structure.

The centralized CSIRT has full authority to analyze activity and full or shared authority to re-
spond to incident activity as it occurs. No enterprise-wide action can be taken or recom-
mended without the approval of the CSIRT manager and possibly upper management. The
team also has the authority to enforce recovery and mitigation strategies with the approval and
consent of upper management. Divisional and functional unit managers are notified of any
action to be taken in their areas, and are involved in the decision-making process to determine
how to implement a response.

The team has the authority to release enterprise-wide advisories and other documents, includ-
ing best practices, response and recovery steps, and security updates. The team can also be
responsible for reviewing and analyzing all IDS or other network/system/application logs.

The organization determines whether the CSIRT will visit victim sites in the parent organiza-
tion to enact response efforts or whether they will recommend responses to be carried out by
the local system, security, and network administrators in each division.
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6.2 Supported Constituencies

This model can be used by two very different types of organizations. It is most commonly
found in small organizations, where the number of staff, systems, and buildings can be han-
dled by a small centralized IT department and CSIRT. An example might be a small commer-
cial organization, one government department or agency, an educational institution, or a ven-

dor organization.

The model can also be implemented in a larger organization with a constituency dispersed
over many different physical and geographical locations. This type of organization might be a
large educational institution with many branch campuses or a military or government organi-
zation with many departments.

In all of these cases, whether a large or small organization, the constituency itself has some
common characteristics and a common organizational structure that allows the CSIRT to work

with the different business units or groups.

This model can also be used, but with some difficulty, in a large organization with multiple
affiliate or subsidiary companies or groups. An example might be a large multinational corpo-
ration that is comprised of a collection of independent legal entities (affiliates and subsidiar-
ies). In this case, although seen as part of the same parent organization, each affiliate or sub-
sidiary might have its own management structure, policies, procedures, and authority, or even
its own CSIRT. This may cause problems in how much authority the centralized CSIRT has
over the systems, networks, and incident response efforts in the affiliates and subsidiaries. This
may also cause problems in effecting a consistent level of response across these disparate
units. Although a centralized CSIRT can work in this organizational situation, a coordinating
model might be a more effective approach. It should be remembered that in a commercial or-
ganization, business impacts are the crucial decision criteria, so usually the CSIRT provides
advice rather than dictating the actions to be taken.

This model can be implemented but will not work as well for a large, dispersed, diverse con-
stituency, such as numerous countries in a particular geographic area or numerous educational
or commercial entities in a country. In those types of organizational settings, a coordinating
CSIRT, described in Section 8, is a better organizational model choice.

6.3 Organizational Structure

The centralized CSIRT should be comprised of staff with expertise in all systems and plat-
forms supported by the enterprise. If this is not possible, experts in the parent or host organiza-
tion must be identified to work closely with the team as needed. The CSIRT manager reports
to the CIO, CSO, CRO, or other equivalent manager and represents the CSIRT on boards,

78 CMU/SEI-2003-HB-001




councils, and activities that involve or are related to computer security. The team is centrally
located at one physical site, close to their upper-level manager.

A centralized team’s services can be organized in a variety of structures. The team can provide
a full range of incident handling services or just limited services, such as only intrusion detec-
tion, or only incident analysis and response coordination. It is up to the parent organization (or
constituency) to decide what services will be provided. A centralized team in a large, geo-
graphically dispersed organization cannot reasonably provide direct incident response on site,
but it can act efficiently in providing incident, vulnerability, or artifact response coordination
services, such as providing advisories, alerts, training sessions, and documented procedures.

Generally the centralized CSIRT staff perform incident handling and CSIRT tasks 100 percent
of their time. However, in some instances, due to budget constraints, it may not be possible to
have all full-time centralized team members. Instead there may be a core set of assigned staff
who share responsibility for CSIRT functions. So there is always someone on the centralized
team, but each staff member rotates on and off the team periodically. This type of part-time
staff may work well in a very small organization where the CSIRT staff members also perform
other IT or security-related tasks.

Another organizational option is to outsource part of the CSIRT work to a third pérty contrac-
tor to augment the CSIRT’s expertise and provide specific support such as the development of
alerts and advisories or the monitoring of IDS logs. Organizations should take great care when
opting to outsource any of their incident handling tasks and functions. Issues related to CSIRT
authority, data protection, information disclosure, and securing the incident handling infra-
structure as it pertains to the outsourced functions must be addressed. Guidance for outsourc-
ing managed security services is available in Outsourcing Managed Security Services at
<http://www.cert.org/security-improvement/modules/omss/b.html>.

6.4 Triage

In a centralized CSIRT, the triage function is essential to the operation of the team. There is an
established method for contacting the CSIRT such as an email alias or phone number. This
method of contact is used for not only reporting incidents but also for making other requests
for CSIRT services. CSIRT service listings, hours of operation, and incident reporting guide-
lines are widely advertised so the constituency understands how to interact with the team.
There are online reference materials to assist the organization’s staff in reporting to and con-
tacting the CSIRT.

In this model, triage can be provided through two different structures: as a component part of
the CSIRT or as a separate entity from the CSIRT. These two approaches are outlined in Sec-
tion 3.3.1.
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Whatever help desk or hotline approach is used, it is also important that the constituency un-
derstands the organizational security policies and procedures. All users must understand the
importance of reporting attacks, viruses, and any other suspicious or abnormal activity. There
must be no fear of retaliation for reporting activity to the help desk. Guidance for reporting
activity is available to the constituency via an intranet or some similar application.

Because the centralized reporting and triage processes provide a way to coordinate the collec-
tion of information, it is possible to know what type of activity is being observed or reported
across the organization. The CSIRT can therefore identify in a more efficient and timely man-
ner whether critical system and network services are being attacked.

6.5 Available Services

The following sections describe how some CSIRT services might be provided in a centralized
CSIRT model. It is recognized that every team is different, so these are general descriptions
based on observations of and discussions with other teams. The method in which the service is
delivered assumes a certain level of infrastructure, staff, and equipment, which are discussed

in later sections.

6.5.1 Core Services

The core services characterizing this centralized model are very similar to the core services for
a distributed CSIRT listed in Section 5.5.1.

Alerts and Warnings

In a centralized model, all alerts and warnings coming into the CSIRT or parent organization
from other security experts, vendors, or CSIRTs are received by the centralized team through
some designated point of contact such as a CSIRT phone number or email alias. From there
the alerts and warnings are disseminated to various points of contact throughout the organiza-
tion, which might include system and network administrators, business managers, or security
teams at their sites. In this way a common message with a consistent set of steps to prevent or
respond to any activity or security incidents can be sent throughout the organization. General
alerts and warnings that affect all members of the constituency are sent to a predetermined
mailing list by the centralized team. For this to work efficiently there must be an up-to-date list
of people and units to notify.

It should be noted that members of the distributed team also may receive alerts and warnings
from external sources such as security mailing lists and advisory lists. Just because the central-
ized team is the designated point of contact does not preclude the distributed members from
obtaining information from other sources. In many cases, where threats are immediate, dis-
tributed team members may not want to wait for the information to be re-sent to understand
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about new attacks or problems. However, the responses taken should be coordinated with the
centralized team and any information that the distributed team members receive that is not re-
ceived by the centralized team should be passed on.

If alerts, warnings, or advisories for the CSIRT’s constituency need to be developed, these are
assigned by the CSIRT manager to a member of the centralized team. The assigned staff can
enlist the help of others in the organization who have expertise that might be needed. They
may also want to work with a technical writer to produce the final versions. If a technical
writer is not on staff as part of the CSIRT, it may be possible to use staff with the needed skills
from the constituency or parent organization. Whatever arrangement is used to obtain techni-
cal writing assistance, it should be established in advance, so that the technical writer can be
called as needed.

Incident Analysis

Because centralized team members have dedicated time to spend on CSIRT work, they often
can perform more proactive incident handling functions such as analyzing incoming reports
and identifying any trends or patterns appearing across the organization.

Based on its understanding of the overall picture, the CSIRT makes recommendations for
strengthening the security of the enterprise systems, similar to how a distributed CSIRT works.
But because team members are physically located together, the team can more easily discuss
incident activity to determine similarities between incidents. This close proximity and interac-
tion can potentially decrease the amount of time it takes to determine the scope and nature of
an attack.

However, because of the centralized nature of the team, the CSIRT staff may not know a lot
about the real infrastructure of the organization and the practical day-to-day issues of business
needs versus risks. Therefore, they may have to involve other parts of the organization in their
analysis of any incident activity, especially in regards to acceptable response and mitigation
strategies. Part of the training that any centralized staff will need to receive is an understand-
ing of the critical systems as they relate to the parent organization’s missions and goals. The
CSIRT staff will not be able to operate in isolation; they must spend considerable time learn-
ing about the enterprise infrastructure, organizational business goals, and critical assets and
establishing good channels of communication with other parts of the organization.

Incident Response Support

This service is especially prevalent when the constituency is a large, dispersed organization,
because the CSIRT can serve as a focal point for disseminating information and response
strategies. To be successful at this service, the CSIRT must have a good collaborative working
relationship with the other parts of the enterprise.
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In its role as the centralized CSIRT, the team is responsible for initiating the appropriate re-
sponse and recovery steps based on the reports received and the analysis done. Because team
members’ time is devoted to CSIRT work, they can consolidate and distribute information in a
more timely manner. They usually also have a broader perspective on security issues and more
in-depth incident handling skills. This allows them to better understand the technical nature of
threats and risks (real or potential) and to provide direct guidance on recovery actions to assist

local administrators.

Response can be implemented in a number of ways. In larger organizations, the CSIRT can be
responsible for sending out technical guidelines on how to handle or recover from a particular
security event. These guidelines are received and followed by system, network, and security
administrators or other responsible personnel in each division. The guidelines are also sent to
the division and business unit managers so they are informed. In this model, as with the dis-
tributed model, it may be difficult for the centralized CSIRT to determine if the correct re-
sponse effort has been taken at the division level. Some means of ensuring consistency and
accountability should be implemented. One problem is that even though the centralized team
can work closely with the administrators in the field to explain response strategies, they do not
have the face-to-face contact available through on-site incident response.

In a smaller organization, the CSIRT may actually be located in the same physical area as the
system and network administrators responsible for implementing the response. This can make
it easier to establish strong working relationships with these administrators, which can in turn

enable a more efficient response effort.

In larger organizations, however, there may be times when the CSIRT staff is not able to react
to an immediate threat as quickly as is needed by the part of the organization having a security
problem or incident, and the local system and network administrators must take action them-
selves before involving the CSIRT. Some “rules of engagement” should be established in ad-
vance for these kinds of cases. It will be especially important in such instances that the local
system and network administrators report to the CSIRT as soon as possible about what trig-
gered the activity and what action they took to respond to the event.

Incident Response Coordination

Their central location and ability to gather and synthesize information from across the enter-
prise establish the CSIRT as the best point for incident response coordination. They have the
information and the expertise in incident response. In this capacity they are able to act as a
point of contact regarding incident activity with other parts of the organization, law enforce-
ment, and other external CSIRTS, security experts, and involved sites. They also will develop
the main mitigation strategies and response solutions for any incident activity and distribute
this to relevant system, network, and security administrators in the field. They can also update
higher level management and any other divisional or functional managers as needed.
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For this coordination effort to work effectively, the CSIRT must have points of notification
already established across the enterprise for notifying others about incident activity. An estab-
lished relationship with the IT department and organizational system, network, and security
administrators is needed.

Vulnerability and Artifact Response Coordination

A centralized CSIRT is better positioned than a security or distributed team to perform effec-
tive vulnerability and artifact response coordination, provided the necessary expertise exists in
the team. With dedicated resources, the team can provide comprehensive tracking, recording,
and dissemination of information to the enterprise. By consolidating the information collected,
the team is better able to identify similar attacks, artifacts, exploits, trends, and patterns. Po-
tential new threats to the enterprise can also be identified. In this centralized model, it is im-
portant that the team have expertise or familiarity with all platforms and operating systems
used in the organization. If this is not possible, mechanisms need to exist for the CSIRT to call
upon platform specialists in other parts of the enterprise or third party experts as needed.

Based on the results of the analysis of any vulnerability or artifact information, the CSIRT co-
ordinates the release of remediation, detection, and recovery steps throughout the enterprise as
required.

Even with a centralized CSIRT, many teams find they do not have the skills or expertise to be
able to provide this vulnerability and artifact coordination service effectively, so they depend
on other CSIRTS to provide analysis and recommendations to the community (e.g., vendor
sites, members of FIRST, computer security experts, the CERT/CC, or other CSIRTS). In this
case, the CSIRT would be a point of contact for receiving this information from other experts
and disseminating it as appropriate throughout the enterprise.

Announcements

The centralized team is in a position to be a good point of contact for all incoming information
from external and internal sources regarding incident activity, vulnerabilities, and intruder
trends. As part of its centralized function it can review and filter all incoming information and
pass it on to various parts of the organization. For this service to work properly, established
channels and mechanisms for communicating information to the rest of the constituency must
be in place and understood by the recipients. Established document types and distribution pro-
cedures should also be in place. Announcements might be about intruder trends noted in the
general Internet community but not yet affecting the constituency, vulnerabilities that have
been discovered, or new incident information that may have an impact on the enterprise.
Mechanisms for disseminating announcements may include mail distribution lists, advisory
mailing lists, CSIRT web page posts, or even recorded messages in phone systems.
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Technology Watch

Having a dedicated staff in the centralized model means there will probably be sufficient re-

sources to provide a technology watch service.

In this model, this service can be delivered in one of two ways. Either one or two staff can be
assigned to perform this service on a full-time basis as one of their primary job functions or
each member of the team can be assigned a particular technology area or platform to monitor.

If multiple assignments are made across the team, either someone will need to be assigned to
consolidate the information or each person will need to send out their own information. Any
information is then made available to the rest of the CSIRT staff via the secured intranet or

extranet.

Security-related information that affects the organization can be posted to a mailing list or an
intranet discussion site as a means of keeping network, system, and security administrators up
to date. This notification can also be used to raise the level of security awareness for all mem-
bers of the enterprise. Such an information distribution site can provide educational benefits
by allowing people to post questions that can be answered by the CSIRT staff if time permits.

Security-Related Information Dissemination

Having a dedicated team allows the centralized CSIRT to also focus on providing security-
related information to the rest of the organization. '

The CSIRT can establish a centralized web site (and FTP site, if appropriate) to provide or-
ganization-wide access to appropriate security-related information. They can also use these
sites to disseminate information from other external sources that has been tailored to the needs
of the constituency in regard to supported technologies and software. Information can also be
distributed via newsletters and mailing lists.

Information disseminated includes current activity reports, threat trends and patterns, security
awareness tutorials, incident reporting forms and guidelines, current updates on CSIRT devel-
opments, and any special security-related information on various applications, protocols, and

security or attack tools.

If the CSIRT web and FTP sites are not maintained by the team but by other parts of the IT
group, then it will be important for the CSIRT to work closely with the administrators to en-
sure the server is adequately protected and that information is updated in a timely manner.

Depending on its resources, if the centralized CSIRT is international this service might also
include translation of security information into other languages.
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6.5.2 Additional Services

In addition to its core services, a centralized CSIRT may choose to offer other services as iden-
tified or required by the constituency. The following services are those most likely to be pro-
vided.

incident Response On Site

In a small organization, the centralized CSIRT can be tasked with performing response and
recovery steps themselves, provided the team members have the required expertise.

This is more problematic in a large, distributed organization. The problems result from the
time and resources needed to send a CSIRT staff member to the affected location if they are
not in the same building or geographical location. If staff are away from the centralized team,
this may also affect the overall performance of the team in providing services at the central
site.

For this type of service to work effectively, the centralized team will need well-established
relationships with the system, network, and security administrators throughout the enterprise.
Agreements that the CSIRT will handle the recovery and response steps will need to be made
with any relevant divisions or business units, as well as with the IT department. -

Vulnerability and Artifact Analysis

If the centralized team has staff dedicated to CSIRT work, they may have the resources and
expertise to engage in technical vulnerability and artifact analysis.

If analysis is not done, information about vulnerabilities and artifacts is obtained from other
entities such as other external CSIRTs and security experts, as described in “Vulnerability and
Artifact Response Coordination” in Section 5.5.1.

However, for the centralized team to be able to gauge the impact and threat of a particular vul-
nerability or artifact across their infrastructure, they may need to rely on the expertise of the
operational staff that run the various parts of the infrastructure and the business managers who
are responsible for each area.

Security Audits or Assessments

With its technical expertise and experience handling new vulnerabilities, real incidents, and
artifacts, the centralized members of the CSIRT could participate with an audit or assessment
team in the provision of this service, or provide input into the development of compliance cri-
teria and requirements.
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The centralized team can also provide the lead in coordinating and maintaining any proactive
vulnerability scanning or penetration testing that may occur.

Configuration and Maintenance of Security Tools, Applications and
Infrastructures

Although it is possible for the staff of a centralized team to perform configuration and mainte-
nance of security tools, applications, and infrastructures, that is not usually one of their pri-
mary functions. However, for some team structures, the CSIRT staff may indeed maintain bor-
der firewalls, do network monitoring, and also recommend security configurations for various
systems and services on the network infrastructure. If such tasks are performed, the CSIRT
staff will need to have a good understanding of the mission and function of all critical infra-
structure components and their relationship to each other.

The system and network components configured and maintained can include firewalls, VPN,
IDS, and even virus scanners. Work may also involve user account and password management
or the review of network, system, security, and accounting logs.

Development of Security Tools

If the centralized team has dedicated resources, these team members may develop extensive
expertise related to programming and software development. In such cases members of a cen-
tralized team might develop tailored tools to provide workarounds or temporary fixes to help
resolve situations in which no patch or mitigation strategy is available. Delivery of such a ser-
vice will depend on the expertise of the team members and the priority of other duties and
functions.

Intrusion Detection Services

The centralized model is suited for having the CSIRT have the overall authority for reviewing
and summarizing intrusion detection reports. Staff can develop the necessary procedures and
guidelines based on past experience that can be used at the divisional level for reporting intru-
sions. The CSIRT can be the focal point for providing guidance in determining normal and
abnormal network behavior and identifying appropriate response mechanisms and processes.

This service can be provided in one of two ways. In the first, the centralized team is responsi-
ble for maintaining and monitoring all intrusion detection systems within the enterprise. In the
second, rather than performing the monitoring themselves, the CSIRT acts as a central coordi-
nating site for the analysis of abnormal activity reported from the field. In this second model,
the maintenance and monitoring of intrusion detection systems is done at the local level by
each site or division (depending on the organizational structure), and all alerts or abnormal
activity are reported, on some prescribed basis, to the centralized CSIRT for review and analy-
sis. This enables the centralized team to look for trends, patterns, and correlations regarding
incident activity across the enterprise.
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All involved personnel need specialized IDS training. Regardless of the way the data is re-
ceived, data reduction and analysis tools and scripts will be needed to manage and review the
logs and information received.

6.5.3 Impact on Security Quality Management

By having a dedicated CSIRT, this model allows for the centralization of various incident han-
dling and data analysis functions. This model establishes the CSIRT as the central point for the
collection and dissemination of information related to incident activity, reported vulnerabili-
ties, and identified artifacts. This information is used to provide a broad picture of the security
of systems and networks within the enterprise. The information gathered and analyzed can be
used by the CSIRT to develop materials and guidelines to assist system, network, and security
administrators in providing support to their divisions and to the organization in general. Such
materials can include self-assessments and checklists to help system, network, and security
administrators secure systems before they are placed in production environments. These types
of materials can also be used to evaluate and troubleshoot existing systems. Other materials
that can be developed include security-awareness briefs and security policies and procedures
for the organizational infrastructure. These materials can be used in a proactive manner to im-
prove the security of all organizational divisions. Having such materials provides a consistent
set of procedures to follow within the enterprise, including incident reporting and response
procedures.

The centralized CSIRT is also responsible for working with human resources (or a similar de-
partment) to identify the needed training for staff throughout the enterprise. The CSIRT bases
its input on the common types of activity and tools that are seen or used by the constituency. A
security curriculum is developed that is geared to the functional responsibility of the CSIRT
staff and the constituency it serves. The team develops presentations and user awareness cam-
paigns and offers periodic “refresher” sessions. Members of the dedicated team may be as-
signed to visit organizational site locations to provide briefings or security awareness training.
CSIRT staff can also provide instruction on security issues, tools, and recovery techniques.
The CSIRT can also develop a web presence to provide relevant information to the organiza-
tion, such as FAQs, security information, newsletters, policies, procedures, and guidelines.

Incident and vulnerability trends, knowledge about weaknesses in the enterprise and needed
security precautions, as well as other information gathered by the CSIRT can provide input
into many security quality management services, including the provision of audits and assess-
ments, business continuity planning, and disaster recovery planning.

With a dedicated, centralized CSIRT there may be more time and opportunity available for
CSIRT staff to devote to product evaluation or security consulting. The CSIRT, due to its posi-
tion in the organization, should be heavily involved in the development of enterprise-wide se-
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curity policies. What the team is actually able to do will depend on its size, mission, and work-
load.

6.6 Resources

The following staff, equipment, and infrastructure resources should be considered when im-
plementing a centralized CSIRT model.

6.6.1 Staff

A centralized team can dedicate up to 100% of their effort to provide CSIRT services. The
CSIRT is centrally located and coordinates activities across the enterprise. Its staff will most
likely contain the following individuals: '

¢ one manager (with a designated backup)

* one administrative support person
e technical staff — The number of technical analysts will depend on the size of the CSIRT

constituency, available resources, and services offered. Also, if the CSIRT provides
24x7x365 coverage, then more staff may be needed.

In some organizations staffing levels may be from 1 to 4 and in others from 5 to 10 or more.
Some organizations may have designated positions for the CSIRT but fill them with a number
of rotating staff. For example, 1 or 2 staff may be assigned incident handling duties for a week.
The following week different staff members perform the work for this position. Some teams in
Europe call this a “Rota” model.

If resources permit, the centralized team may also include

e one system administrator to provide infrastructure support for the CSIRT equipment (this
can also be a shared position with another department)

e one or more triage staff. If the CSIRT provides a hotline or help desk, the person in this
position can also perform that function. (These staff should have a mix of administra-

tor/junior system administrator skills.)

There may be additional adjunct staff who may work with the CSIRT on an as-needed basis
from other areas of the organization, including

e technical writers

e trainers/instructors

4 More information about this model can be found in Section 4.2 of the JANET document Effective
Incident Response available at <http://www.ja.net./documents/incident-response.pdf>.
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e public affairs staff

e web developers

e human resource representatives
e legal counsel

e investigators

e other technical experts as required by the systems and applications supported by the enter-
prise. (These could include database administrators, application developers, managers,
platform specialists, network administrators, auditors, and risk management personnel.
They may work as extended members of the team.)

Having an established and effective communications plan with these additional areas is crucial
to the success of the incident handling functions.

The total number of staff needed depends on the number of services provided, the size of the
constituency, and the number of reports received by the CSIRT.

The CSIRT staff can call upon identified organizational contacts and/or system, network, and
security administrators to respond to security events at the local level, or they may go to the
local site to provide hands-on assistance (if this is part of the service the team provides). The
staff will need to coordinate with any IT staff responsible for security and perimeter defenses.

With the centralized model, incident handling activities are coordinated and managed by the
CSIRT. If the requisite skills are not resident in the CSIRT, the team may be able to negotiate
with other local system administrators and existing security teams for assistance as needed. If
there is an enterprise-wide help desk function, the CSIRT needs to coordinate with that staff.

6.6.2 Equipment

Equipment is needed to support the centralized CSIRT staff. This includes (but is not limited
to) the following:

¢ office space and furniture (desks, copier, supplies, etc.)

e computer equipment for day-to-day operations and activities

e non-production test lab facilities

e travel and home equipment (for remote access, training, and on-site visits)

e telephones (secure telephones, fax, cellular, pagers)

Where required, CSIRT staff negotiate for the use of other equipment for testing (e.g., in exist-
ing test labs). If the CSIRT is unable to acquire the use of needed equipment they may have to
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purchase this equipment at additional cost. It is also possible for the CSIRT to build a collabo-
rative, trusted relationship with other external agencies and to call upon these other expert re-

sources for assistance in analysis and/or testing.

6.6.3 Infrastructure

The infrastructure must provide a secure environment for the CSIRT’s day-to-day operations.
It should include (but is not limited to) the following:

e physical security

e protected power sources and generator (if appropriate)

e afirewall or separate network to isolate the CSIRT network from the rest of the organiza-
tion

e network and host security

e secure intranet

e arobust and secure tracking system

e asecure repository for incident, vulnerability, and artifact data

e secure communications support (email, phones, videoconference, etc.)

e web services

e encryption technologies

e virus protection and scanning software

e secure backups and storage of CSIRT data

6.7 Summary

This model has staff dedicated to CSIRT work located in one central site, reporting to a high-
level manager, such as a CIO, CSO, or CRO. Team members are usually assigned 100% to
CSIRT work; some organizations, however, may be able to use part-time staff. In some situa-
tions there may be staff resource sharing, as appropriate, for assistance in areas such as infra-
structure support, technical writing, investigations, and media relations.

6.7.1 Impact on Constituency

This centralized model provides the organization with a clear mechanism for proactively man-
aging its computer security risks and provides a broader understanding of the security threats
and activity affecting the constituency. The dedicated team provides resources to expand the
focus of the CSIRT beyond reactive services by providing more time to devote to proactive
and security quality management services. The organization can now analyze potential threats
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and risks and determine the appropriate levels of prevention and mitigation necessary to pro-
vide adequate levels of security. '

The major impact to the constituency is that now it must interface with the CSIRT. This means
that the constituency must understand the function and purpose of the CSIRT. It must be
trained in how and when to contact the CSIRT. Divisions that previously handled their own
incident and vulnerability response must now learn to work closely with the CSIRT. New poli-
cies and procedures, organizational processes, and communications mechanisms must be de-
veloped. The CSIRT work and functions must be integrated into the existing enterprise.

In turn, the CSIRT must take the time and effort to understand not only the enterprise infra-
structure but also the business needs and priorities of each part of the organization. This will
require establishing good channels of communication between the CSIRT and other parts of
the organization and a methodology for interacting with other business sectors to get their in-
put and expertise during incidents that affect their systems and networks.

The CSIRT must be included in all long-term strategic planning regarding not only infrastruc-
ture support but also the implementation of new business services. This will help them to un-
derstand the service from its beginning so that they can provide insight into any security prob-
lems or issues that must be addressed, and also so they can understand the priority and
function of this service so that they can provide the best response possible.

The CSIRT should also be involved in any change management or configuration management
systems or communications channels that exist in the organization. The CSIRT needs to be
aware of changes in the infrastructure and also needs to understand what type of configuration
defenses are in place. Based on their understanding of current security problems and intruder
trends, the CSIRT can also provide input into best practices for configuring systems in a se-
cure fashion.

6.7.2 Constraints

Constraints for the effective operation of a centralized team include the large number and di-
verse platforms used by the organization, the organization’s size, and the geographic locations
of the divisions and sections. Such variables might make it difficult for one centralized group
of security experts to handle all incoming incidents, especially if on-site support is part of the
service.

If the parent organization or constituency is small, there may not be any problems or con-
straints in providing these services. At the same time, there may be difficulty in having enough
funding, expertise, and resources to devote to a CSIRT. In that case, the team itself may be
small or composed of staff who only work as a CSIRT member on a part-time basis.

CMU/SEI-2003-HB-001 91



6.7.3 Strengths and Weaknesses of the Model

In this centralized model, the CSIRT is composed of dedicated computer security profession-
als. This structure allows for an infrastructure dedicated to incident handling. It lends itself to
formalized procedures, the creation and maintenance of a central repository of incident data,
and the expertise to analyze the data for maximum advantage. This structure seems to provide
the best support for developing and retaining the specialized expertise that many of the sophis-
ticated CSIRT services require.

This model provides a very stable structure for building a CSIRT. This makes the organiza-
tion’s incident handling capability manageable and predictable.

The centralized model requires that a new specialized unit be created, staffed, and integrated

into the organization’s operations.

The main weakness of this model is that now the incident handling capability is separate and
distinct from other operational units. The CSIRT has specialized security expertise but may
lack operational knowledge. The operational units may assume that the CSIRT will handle all
computer security events and therefore not be concerned about such issues themselves. The
CSIRT may become disconnected from the operating units, making it difficult for the dedi-
cated team to integrate and coordinate across a large enterprise. Also, having a centralized
team may concentrate incident handling knowledge and skills in a small number of staff.
When this staff leaves, there may be a more disproportionate loss of organizational knowl-
edge, from which the CSIRT may not easily recover. In a centralized model, therefore, the
cross-training and mentoring of staff and designated backups for each staff member is vitally

important.

It is also vitally important that the roles and responsibilities and interactions of staff across the

organization are clearly defined and understood.

The strengths and weaknesses of this model include the following:

e Strengths
— Ideally, there is a focused, dedicated team that does not have to divide its time be-

~ tween CSIRT work and other responsibilities.

- The CSIRT provides staff trained in computer security incident response and recovery.

—  The CSIRT provides a central responsibility for synthesizing and analyzing informa-
tion to determine trends and patterns for the entire enterprise. This facilitates the quick
identification of targeted attacks.

—  There is a central repository for storing incident, vulnerability, and artifact data and re-

lated materials.
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The CSIRT is able to provide valuable information to the constituency (documents,
checklists, best practices, etc.).
The CSIRT is able to build a comprehensive knowledgebase of incident and vulner-

ability reports, analysis, and response strategies.
It is easier to build and maintain a strong team atmosphere.

o Weaknesses

It may be more difficult to coordinate with any geographic and divisional sites, if they
exist.

Without strong management support, the team may seem isolated from the rest of the
organization.

The organization needs to fill a number of new positions and purchase additional
equipment and furnishings.

It can be difficult to determine the correct size of the team.

It can be difficult to obtain sustained funding of the CSIRT.

Depending on where the CSIRT is organizationally located, it can be difficult to get
buy-in from other divisions to follow the recommendations of the CSIRT.

It is difficult to cover all the areas of expertise necessary; the CSIRT may not have

" enough staff to handle all supported platforms.

It is difficult to ensure that all divisions act on recommendations in a timely, appropri-
ate manner. :

Information may have to flow through several hierarchical levels to reach appropriate
individuals who are ultimately responsible for implementing repairs, causing delays in
response and recovery.

Incident handling knowledge may be concentrated in a few staff members, resulting in
a loss of organizational knowledge when staff leave.

It is difficult to provide a team with up-to-date operational knowledge of the enter-
prise. The team must develop, understand, and maintain a picture of the organization’s
critical infrastructure.
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7 Combined Distributed and Centralized
CSIRT

7.1  Overview

In this model a dedicated, centralized CSIRT is established that interacts with team members
who are distributed throughout the organization in various geographic sites and divisions. The
centralized team provides high-level analysis and recommends recovery and mitigation strate-
gies. It also provides incident, vulnerability, and artifact response support for the distributed
team members and other parts of the enterprise. The distributed team members at each site
implement the strategies and provide expertise in their areas of responsibility. This model is
referred to as the “combined CSIRT” throughout the rest of this document.

This model maximizes the utilization of existing staff in strategic locations throughout the or-
ganization with the centrally located coordinating capability of the dedicated team to provide a
broader understanding of the security threats and activity affecting the constituency. It has
management support in assigning needed resources during times of crisis.

It builds on the infrastructure and expertise in the local areas where the distributed team mem-
bers facilitate incident analysis and response (working with others in the organization—
system, network, and security administrators, software developers, LAN/WAN managers,
etc.—who are not part of the CSIRT). The CSIRT responds to reports of abnormal activity or
other incident reports, participates in incident and vulnerability analyses, lends expertise in
testing or assessing the security of the enterprise, and plays a proactive role in promulgating
computer security awareness and training throughout the organization.

The model provides a centralized team that can collect information from a wide variety of
constituent sources and quickly synthesize and disseminate it across the enterprise.

The combined team works best if it has full authority to analyze activity and shared authority
to respond to incident activity as it occurs. No enterprise-wide action is taken or recommended
without the approval of the CSIRT manager and possibly upper management such as a CIO,
CSO, or CRO. The team also has the authority to enforce recovery and mitigation strategies
with the approval and consent of the management. Divisional and functional unit managers are
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notified of any action to be taken in their areas and are involved in the decision-making proc-

ess to determine how to implement a response.

The team has the authority to release organization-wide advisories and other documents, in-
cluding best practices, response and recovery steps, and security updates. The team can also be
responsible for reviewing and analyzing all IDS or other network, system, or application logs.
It should be pointed out that in some commercial organizations the CSIRT may have to play a
subordinate role to a crisis management “team” during an incident. This is a team that is pulled
together by management to handle any type of emergency situation. If this is the case, again, it
will be important to clearly delineate roles, responsibilities, communication paths, and author-

ity.

7.2 Supported Constituencies

This model works best for very large distributed organizations or constituencies. Although
conceptually this model will work in a small organization, it is probably not necessary, and a
centralized model would work better.

This combined model may have the same problems as the centralized CSIRT if the constitu-
ency is a large organization with multiple affiliate or subsidiary companies or groups.46 In this
case, although seen as part of the same parent entity, each affiliate or subsidiary might have its
own management structure, policies, procedures, and authority, or even its own internal
CSIRT. This may cause problems in how much authority the combined CSIRT has over the
systems, networks, and incident handling efforts in the affiliates/subsidiaries and may also
cause problems in effecting a consistent level of response across these disparate units. Al-
though a combined CSIRT can work in this organizational situation, a coordinating model may

work better (see Section 8).

7.3 Organizational Structure

The combined team merges the characteristics and structure of the distributed CSIRT model
and the centralized CSIRT model.

The combined team has a central location close to and reports to a top-level manager (such as
a CIO, CSO, or CRO). The manager or designee represents the CSIRT in any organizational
activities and groups related to computer security, internally as well as externally. There is
generally a small, centralized core staff and then the distributed members are scattered

throughout the organization.

46 A< described in Section 6.2, “Supported Constituencies,” for an internal centralized CSIRT.
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There are a multitude of ways that a combined CSIRT can be configured regarding work as-
signments.

® One approach is to have the centralized team perform all triage and analysis work and task
the distributed team to implement the response steps or procedures at their specific sites.

® Another approach is to have the centralized team just receive incident reports and then
assign the actual analysis and response to the appropriate distributed team members based
on functional expertise and geographic location.

e Still another option is to outsource all or part of the work of the centralized team to a third
party contractor, which is managed by the CSIRT. The contracting organization may have
staff on site as extended members of the CSIRT and may work with other distributed team
members in the field.

It is possible in this model to have smaller teams of centralized and distributed team members
pulled together to handle a specific incident. This can work well in organizations with a rela-
tively small number of incidents. In larger organizations, a more formalized structure may be
needed. Another approach to using the distributed staff is to identify individuals throughout
the organization with defined subject matter expertise. The centralized team can then perform
the majority of the incident handling tasks but call on these subject matter experts (SMEs) as
needed.

Distributed team members can either be dedicated to CSIRT operations on a full-time basis or
they can work part-time for the CSIRT in addition to their normal responsibilities. If the dis-
tributed members only perform CSIRT work part-time, then established agreements are neces-
sary to outline when and how the distributed team members will work with the CSIRT. The
distributed team member must be able to devote time to incident handling activities as re-
quired by the needs of the CSIRT. It is not recommended to have centralized staff members
working on a part-time basis. However, in some instances, due to budget constraints, it may
not be possible to have all full-time centralized team members. Instead there may be a core set
of assigned staff who share responsibility for CSIRT functions. So there is always someone on
the centralized team, but each staff member rotates on and off the team periodically.

All team members will need to use secure email or a secure intranet or extranet to communi-
cate with members of the distributed team in the various operational units across the organiza-
tion.

As part of a mentoring process, distributed team members can spend a period of time working
in the central office to more fully understand the CSIRT services and operational framework,
policies, procedures, and processes. This is also a way to develop personal relationships be-
tween central and distributed team members. In correlation with this, members of the central-
ized staff can spend some time at the distributed sites to better understand their working envi-
ronment and computer security needs.
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7.4 Triage

In the combined model, triage can be offered through two different structures. In the first, all
reports and requests come into the central CSIRT office and are categorized, sorted, and priori-
tized there. In the second, reports come into the distributed sites, where initial triage is done
and activity, events, or requests that cannot be handled by the distributed team are passed to
the central office staff. In either case the centralized staff synthesize and track all reports.

No matter what structure is used to deliver the triage service, centralized incident and vulner-
ability tracking databases must be available and accessible by all members of the combined
CSIRT, centralized and distributed alike. The team members access the central database to

e report problems (open reports or incidents)
e check on status
e update/close/reopen reports

e search for similar activity reports to identify solutions

Although accessible by all members of the CSIRT staff, these databases are owned and main-
tained by the central office.

As in the centralized and distributed models, well-defined policies and procedures for report-
ing incidents are available to constituents, and constituents are encouraged to report activity
without fear of retribution.

7.5 Available Services

The following sections describe how CSIRT services might be provided in a combined CSIRT.
It is recognized that every team is different, so these are general descriptions based on obser-
vations of and discussions with other teams. The method in which the service is delivered as-
sumes a certain level of infrastructure, staff, and equipment, which are discussed in further

sections.

7.5.1 Core Services

The core services characterizing this model do not differ significantly from those listed earlier
in Section 5.5.1 (core services for an internal distributed CSIRT) or 6.5.1 (core services for a
centralized CSIRT). The basic difference is in the approaches by which the services are offered

and managed.
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Alerts and Warnings

In a combined model, all alerts and warnings coming into the CSIRT or parent organization
from other security experts, vendors, or CSIRTs are received by the centralized team compo-
nent of the CSIRT. Information is usually received through some designated point of contact
such as a CSIRT phone number or email alias. From there the alerts and warnings are dissemi-
nated to various points of contact throughout the organization, which are usually the distrib-
uted members of the team but which also might include system and network administrators,
business managers, or security teams at distributed sites.

General alerts and warnings that affect all members of the constituency are sent to a predeter-
mined mailing list by the centralized team. In this way a common message with a consistent
set of steps to prevent or respond to any activity or security incidents can be sent throughout
the organization. For this service to work efficiently there must be an up-to-date list of people
and units to notify. This service fits well in a combined model.

If alerts, warnings, or advisories for the CSIRT s constituency need to be developed, these are
assigned by the CSIRT manager to a member of the centralized team. The assigned staff can
enlist the help of others in the organization or other members of the distributed team who have
expertise that might be needed. They may also want to work with a technical writer to produce
the final versions. If a technical writer is not on staff as part of the CSIRT, it may be possible
to use staff with the needed skills from the constituency or parent organization. Whatever ar-
rangement is used to obtain technical writing assistance, it should be established in advance,
so that the technical writer can be called as needed.

Incident Analysis

The combined CSIRT incorporates a full-time, dedicated, centralized team with a distributed
team that draws on existing expertise across the enterprise. Like the centralized CSIRT, the
combined CSIRT has the resources to coordinate incident analysis at a higher level, to under-
stand what is occurring across the enterprise, and to work with the local administrators to im-
plement incident response actions as required.

The combined team uses resources throughout the enterprise (e.g., software testing labs, spe-
cific platform or software expertise) to conduct analysis. Tasks such as reviewing logs or
monitoring intrusion detection systems can be assigned to distributed team members or han-
dled by the central team. If handled at the local level, the results of these reviews are then
shared with the centralized team members, who consolidate the data to determine patterns and
trends across the organization and identify any additional work or follow-up actions to be
passed back to the distributed team members for implementation.

Results of analysis are archived and accessible in a CSIRT database for daily operations and
for future reference by all team members.
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Incident Response Support

Combined CSIRT members work together to develop materials and disseminate information to
the rest of the enterprise. For example, once solutions are identified and distributed by the cen-
tralized team, the distributed team members communicate the appropriate information to the
local system, network, and security administrators and provide guidance and assistance on
implementing recovery procedures for the reported activity.

Part of this service can be to provide direct assistance via telephone or email to the distributed
members. It can also include providing this support to system, network, and security adminis-
trators across the enterprise. The amount of this work done will depend on the depth and
breadth of services provided by the CSIRT and the size and expertise of the staff in both the
central and distributed parts of the team.

CSIRT staff develop and document mitigation and recovery strategies to address the immedi-
ate threat for distribution to the rest of the organization as necessary. This notification can be
achieved through secure mailing list aliases, secure web intranet or extranet servers, or even
via phone or fax. Timely information that is important for all organizational staff to receive
can be distributed via internal employee mailing lists if necessary.

One of the strengths of building a robust combined CSIRT is that the centralized and distrib-
uted members of the entire team all have a coordinated approach to handling CSIRT activities
and they work in concert to ensure that remediation and response is handled appropriately. So,
in those cases where immediate action must be taken, the distributed members have the requi-
site authority and understanding of what to do to activate responses independent of direction
from the centralized part of the team. That is, they can undertake response or repair systems
without receiving information, alerts, advisories, or guidance from the centralized team. How-
ever, as the distributed teams initiate such responses, they also communicate their actions with
the centralized team to ensure the overall coordination of any enterprise-wide efforts.

Incident Response Coordination

This service is mainly provided by the centralized staff of the CSIRT. As the focal point for
incident analysis and response, they coordinate the activities of the distributed team members
to respond to enterprise-wide events and activity. The distributed team members, in turn, con-
firm that the local administrators have implemented the appropriate actions and relay this in-
formation back to the centralized team.

The centralized staff also acts as the liaison to other external CSIRTS, security experts, and
sites that the CSIRT might need to contact or collaborate with. The CSIRT is the main point of
contact for all incident and vulnerability work. They are also the liaison with legal counsel,
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human resources, upper management, and any other organizational group dealing with security
issues.

Vulnerability and Artifact Response Coordination

Just like the centralized team, a combined CSIRT is better positioned than a security or dis-
tributed team to perform effective vulnerability and artifact response coordination, provided
the necessary expertise exists in the team. With dedicated resources, the centralized team com-
ponent of the CSIRT can provide comprehensive tracking, recording, and dissemination of
information to the enterprise. By consolidating the information collected, the team is better
able to identify similar attacks, artifacts, exploits, trends, and patterns. Potential new threats to
the enterprise can also be identified. In this model, it is important that the team have expertise
or familiarity with all platforms and operating systems used in the organization. If this does
not exist within the centralized team component, then there must be mechanisms in place to
collaborate with the distributed team members or other organizational experts who can provide
the required knowledge.

Based on the results of the analysis of any vulnerability or artifact information, the CSIRT co-
ordinates the release of remediation, detection, and recovery steps throughout the enterprise as
required.

Even with centralized CSIRT component, many teams find they do not have the skills, exper-
tise, or time to be able to provide this vulnerability and artifact coordination service effec-
tively, so they depend on other CSIRTS to provide analysis and recommendations to the com-
munity (e.g., vendor sites, members of FIRST, computer security experts, the CERT/CC, or
other CSIRTS). In this case, the centralized component of the CSIRT would be a point of con-
tact for receiving this information from other experts and disseminating it as appropriate
throughout the enterprise. This does not preclude distributed members from receiving informa-
tion from security mailing lists and advisory lists. Anything the distributed members receive
from external sources should be shared with the centralized team to ensure that everyone has
seen the information.

Announcements

The centralized component of the CSIRT is in a position to be a good point of contact for all
incoming information from external and internal sources regarding incident activity, vulner-
abilities, and intruder trends. As part of the centralized function the team can review and filter
all incoming information and pass it on to the distributed team members and to any other des-
ignated parts of the organization.

For this service to work properly established channels and mechanisms for communicating
information to the rest of the constituency must be in place and understood by the recipients.
Established document types and distribution procedures should also be in place. Announce-
ments might be about intruder trends noted in the general Internet community but not yet af-
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fecting the constituency, vulnerabilities that have been discovered, or new incident information
that may have an impact on the enterprise. Mechanisms for disseminating announcements may
include mail distribution lists, advisory mailing lists, CSIRT web page posts, or even recorded

messages in phone systems.

Technology Watch

Having a dedicated staff in the centralized component of the combined team model means
there will probably be sufficient resources to provide a technology watch service. This service
could be offered in a number of ways. The centralized staff could take all responsibility for-
doing the research and synthesis of this information, or assignments could be made to mem-
bers of the distributed team, based on their expertise and interest.

No matter who collects and researches the information, the centralized team consolidates the
information and disseminates it to the rest of the combined team and to any other appropriate
members of the enterprise. Consolidated information can include current threats and trends,
new technologies, new attacks, new tools, or even legal issues that may potentially affect the
organizational operations of the enterprise or the CSIRT. The distributed members of the team
can then pass this information along to those at their site who they feel should see it.

Security-related information that affects the organization can be posted to a mailing list or an
intranet discussion site as a means of keeping network, system, and security administrators up
to date. This notification can also be used to raise the level of security awareness for all mem-
bers of the enterprise. Such an information distribution site can provide educational benefits
by allowing people to post questions that can be answered by the CSIRT staff if time permits.

Security-Related Information Dissemination

In the combined model, the centralized team component allows the CSIRT to focus on provid-
ing security-related information to the rest of the organization.

The CSIRT can establish a centralized web site (and FTP site, if appropriate) to provide or-
ganization-wide access to appropriate security-related information. They can also use these
sites to disseminate information from other external sources that has been tailored to the needs
of the constituency in regard to supported technologies and software. Information can also be
distributed via newsletters and mailing lists. Special communication plans between the central-
ized and the distributed team members need to be in place along with a supporting infrastruc-
ture so that the two areas can communicate in a secure fashion when needed, and can quickly
get a hold of each other. This may mean special mailing lists, phone trees, or other communi-
cation channels need to be established and kept up to date.

Information disseminated includes current activity reports, threat trends and patterns, security
awareness tutorials, incident reporting forms and guidelines, current updates on CSIRT devel-
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opments, and any special security-related information on various applications, protocols, and
security or attack tools.

If the CSIRT web and FTP sites are not maintained by the team but by other parts of the IT
group, then it will be important for the CSIRT to work closely with the administrators to en-
sure the server is adequately protected and that information is updated in a timely manner.

7.5.2 Additional Services

In addition to its core services, a combined CSIRT may choose to offer other services. The
following services are those most likely to be provided.

Incident Response On Site

On-site assistance is possible in this model when supported by the distributed team members.
While the centralized team continues to provide CSIRT services such as incident response
support, the knowledge and expertise of distributed team members can substantially increase
the ability of the organization to handle incidents effectively and efficiently at the local levels.

If this service is offered it will most likely be done by the distributed team members who know
the systems and networks at the remote sites. For this to work effectively they must have good
relationships with the existing system, network, or security administrators at the sites. In most

cases, they are probably system, network, or security administrators themselves.

Intrusion Detection Services

In this model the overall authority for reviewing and summarizing intrusion detection reports
can be given to the centralized component of the combined CSIRT, if appropriate. This gives a
dedicated and focused group the responsibility for this task. Distributed team members can be |
called upon to provide more in-depth operational and business knowledge and assistance for
the analysis as required. If other parts of the organization provide intrusion detection services,
the CSIRT should establish agreements and channels of communication for getting informa-
tion from or access to their logs when necessary.

For the delivery of this service the central CSIRT can be responsible for monitoring the IDS
for the whole enterprise. Alternatively, the initial review of the logs can be done by the distrib-
uted team members or even other system and network administrators at the local level. Logs
are still sent to the central CSIRT for further analysis, where they can be synthesized to deter-
mine if there are any patterns or trends that would indicate specific network activity that can-
not easily be seen by doing a daily review at the local level.

In this combined model all involved personnel need specialized IDS training. The centralized
CSIRT, with input from the distributed members, provides guidance on distinguishing normal
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and abnormal network behavior and identifies appropriate response mechanisms and processes

for any abnormal activity seen.

Vulnerability and Artifact Analysis

If the centralized component of the combined team has staff dedicated to CSIRT work, they
may have the resources and expertise to engage in technical vulnerability and artifact analysis.

If analysis is not done, information about vulnerabilities and artifacts is obtained from other
entities such as other external CSIRTs and security experts, as described in “Vulnerability and
Artifact Response Coordination” in Section 5.5.1.

However, for the centralized team component of the CSIRT to be able to gauge the impact and
threat of a particular vulnerability or artifact across their infrastructure, they may need to rely
on the expertise of the operational staff that run the various parts of the infrastructure and the
business managers who are responsible for each area.

Security Audits or Assessments

With its technical expertise and experience handling new vulnerabilities, real incidents, and
artifacts, the centralized component of the combined CSIRT could participate with an audit or
assessment team in the provision of this service, or provide input into the development of
compliance criteria and requirements.

The centralized team can also provide the lead in coordinating and maintaining any proactive
vulnerability scanning or penetration testing that may occur. However, various members of the
distributed team could also provide part of these services for their particular section of the or-
ganization and report the results back to the centralized component.

Configuration and Maintenance of Security Tools, Applications and
Infrastructures

Configuration and maintenance of security tools, applications, and infrastructures could be
part of the assigned tasks given to the distributed members of the combined CSIRT if this is
part of their normal operational work or if they are the system and network administrators for
the related parts of the infrastructure. If the distributed team members do not have technical
skills, this would not be a service they would provide.

Although it is possible for the staff of the centralized team component of the combined CSIRT
to perform configuration and maintenance of security tools, applications, and infrastructures,
that is not usually one of their primary functions. However, for some team structures, the
CSIRT staff may indeed maintain border firewalls, do network monitoring, and also recom-
mend security configurations for various systems and services on the network infrastructure. If
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such tasks are performed, the CSIRT staff will need to have a good understanding of the mis-
sion and function of all critical infrastructure components and their relationship to each other.

The system and network components configured and maintained can include firewalls, VPNs,
IDS, and even virus scanners. Work may also involve user account and password management
or the review of network, system, security, and accounting logs.

Development of Security Tools

If the centralized component of the combined team has dedicated resources, these team mem-
bers may develop extensive expertise related to programming and software development. In
such cases members of a centralized team might develop tailored tools to provide work-
arounds or temporary fixes to help resolve situations in which no patch or mitigation strategy
is available. Delivery of such a service will depend on the expertise of the team members and
the priority of other duties and functions. It is also possible that various members of the dis-
tributed team, if they have a background or operational knowledge as system and network ad-
ministrators, may also be able to develop such tools for use in their part of the infrastructure.

7.5.3 Impact on Security Quality Management

By having a distributed team working in conjunction with a centralized team, a framework for
incident management is established that provides a dedicated staff with skills in incident
analysis and response and distributed members with expertise in the various business systems
scattered throughout the enterprise.

The centralized team can focus on analyzing patterns of activity across the enterprise. They
can use this information and the knowledge gained by doing incident and vulnerability han-
dling to provide recommendations on defensive strategies to implement to protect the critical
assets of their constituency. They can use this information to create configuration guidelines,
security awareness briefings, technical reports, and training.

The distributed CSIRT members have a connection to the various sites within the enterprise.
They should have established working relationships with business managers and IT staff at
these sites, so that they can implement the recommendations and strategies provided by the
centralized CSIRT staff. Their work at the sites provides the CSIRT with an operational under-
standing of the enterprise that a centralized staff by itself would not have.

The CSIRT manager makes assignments (such as authoring best practice documents and de-
veloping bulletins, alerts, and checklists) to the appropriate centralized and distributed team
members who have experience in the related platform or system. Short-lived, ad hoc teams
may come together to develop particular materials, providing more opportunity for the distrib-
uted and centralized team members to work together and share information.
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This combined team creates a two-way line of communication between the distributed sites
and the centralized component of the CSIRT. Staff can use this information flow to get infor-
mation into the team and to pass security awareness training, response steps, or general knowl-
edge back to the local administrators.

The centralized team, with input from the distributed team, works with human resources (or a
similar department) to identify needed computer security training for the organization. The
CSIRT bases its input on the common types of activity that are seen and the tools used by the
constituency. A security curriculum is developed that is geared to the functional responsibility
of the CSIRT constituency and staff.

Members from both the centralized and distributed teams can be assigned to visit various or-
ganizational site locations to provide briefings, security awareness training, and instruction on
security issues, tools, and recovery techniques. Distributed team members can rotate through
periodic assignments in the centralized team office to broaden their security training and help
them better interact with the centralized team. The central staff members can also do periodic
rotations at the distributed team locations to better understand their processes and needs.

Incident and vulnerability trends, knowledge about weaknesses in the enterprise and needed
security precautions, and other information gathered by the CSIRT is useful in many security
quality management services, including the provision of audits and assessments, business con-
tinuity planning, and disaster recovery planning.

Having a distributed team can provide the centralized team more time to devote to product
evaluation or security consulting. The CSIRT, due to its position in the organization, should be
heavily involved in the development of enterprise-wide security policies. Where appropriate,
members of the distributed team may be pulled into security quality management initiatives
and services based on their technical knowledge and operational understanding of the business

functions of the enterprise.

7.6 Resources

The following staffing, equipment, and infrastructure resources should be considered when
implementing a combined CSIRT model.

7.6.1 Staff

A combined CSIRT provides a centralized staff that devotes 100% of their time to incident
response services. The distributed team supplements and supports the CSIRT core activities on
a full- or part-time basis.
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The centralized staff contains the following individuals:

* one manager and a designated backup
e one administrative support person

® several (typically four to six) technical staff (equivalent to experienced system/network
administrators or others who have experience in incident/vulnerability handling activities,
preferably those who have expertise with platforms supported by the organization). The
number of technical staff needed will depend on the size of the constituency and the num-
ber and level of services offered.

* one or more system administrators to provide infrastructure support and possibly platform
expertise (could be shared with other departments)

* one or more hotline/help desk staff. These staff can also perform triage and can be shared
with other parts of the organization such as a centralized help desk. These positions are
optional.

The distributed staff is composed of

* sufficient distributed staff (number determined by parent organization) with appropriate
backups identified

* adjunct staff who are part of the CSIRT on an as-needed basis (previous agreements on
interactions with the CSIRT would need to be defined and agreed to by management):

— technical writers

— trainers/instructors

— public affairs staff

— legal/criminal investigators

— other technical experts (Windows, UNIX, or mainframe experts; database administra-
tors; managers)

The size of the distributed team is determined by the size and diversity of the organization. It
can consist of 10 members or 50 or even more. It might be comprised of several smaller teams
dispersed throughout the organization (e.g., geographically located or organizationally deline-
ated) that serve a specific division, area, or set of individuals.

7.6.2 Equipment

Equipment is needed to support the centralized CSIRT staff. This includes (but is not limited
to) the following:

» office space and furniture (desks, copier, supplies, etc.)
® computer equipment for day-to-day operations and activities

¢ non-production test lab facilities

* travel and home equipment (for remote access, training, and on-site visits)
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¢ telephones (secure telephones, fax, cellular, pagers)

The distributed team members use computer equipment, telephones, pagers, etc. that are al-
ready part of the organization’s infrastructure or that are purchased for the CSIRT’s use. In
either case, they need access to secure phones, email, and intranets/extranets to be able to ef-
fectively and securely correspond with the centralized team. This might be easier if the com-
puter equipment is also fully controlled by the CSIRT.

7.6.3 Infrastructure

The infrastructure provides a secure environment for CSIRT day-to-day operations. This in-

cludes (but is not limited to) the following:

e physical security

e protected power sources and generator (if appropriate)

e afirewall or separate network to isolate the CSIRT network from the rest of the organiza-
tion

e network and host security

e secure intranet

e arobust and secure tracking system (trouble ticket system, relational database, etc.)

e secured repository for storing and archiving all incident and vulnerability data

e secure communications support (email, phones, faxes, videoconference, etc.)

e web services

e encryption technologies

e virus protection and scanning software

e secure backups and storage for CSIRT data

The distributed team members will need to use some type of protected network connection
such as a VPN or extranet to work collaboratively with the centralized team. In essence a sepa-
rate CSIRT network is required throughout the enterprise to protect the incident and vulner-
ability handling information and related materials such as emails, advisories, and any other
site sensitive data that the team members will access. Secure access to the central incident
tracking system will be paramount for this model to work effectively.

As with the distributed model, if needed equipment cannot be borrowed or purchased, collabo-
rative agreements can be made with other trusted experts to conduct needed analysis and test-

ing.
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7.7 Summary

In the combined CSIRT a dedicated, centralized team is augmented with distributed team
members from the functional business operating units.

7.7.1 Impact on Constituency

This combined model provides the organization with a clear mechanism for proactively man-
aging its computer security risks and provides a broader understanding of the security threats
and activity affecting the constituency. The model leverages the CSIRT capabilities of the dis-
tributed team members to provide a localized view into the constituency. This increases their
ability to assess the state of the enterprise very rapidly by sharing information between the
distributed and centralized team members. This information allows the organization to analyze
potential threats and risks across the enterprise and to determine the appropriate levels of pre-
vention and mitigation necessary to provide adequate levels of security.

The major impact to the constituency is that now it must interface with the CSIRT. This means
that the constituency must understand the function and purpose of the CSIRT. It must be
trained in how and when to contact the CSIRT. Divisions that previously handled their own
incident and vulnerability response must now learn to work with the CSIRT. New policies and
procedures, organizational processes, and communications mechanisms must be developed.
The CSIRT work and functions must be integrated into the existing enterprise. The transition
to this model, however, can be facilitated by the distributed team members, who are already
working at the local level and are known to the constituents.

In turn, the centralized CSIRT must take the time and effort to understand not only the enter-
prise infrastructure but also the business needs and priorities of each part of the organization.
This will require establishing good channels of communication between the CSIRT and other
parts of the organization and a methodology for interacting with other business sectors to get
their input and expertise during incidents that affect their systems and networks. Again, the
distributed team members can help facilitate this interaction.

The CSIRT must be included in all long-term strategic planning regarding not only infrastruc-
ture support but also the implementation of new business services. This will help them to un-
derstand the service from its beginning so that they can provide insight into any security prob-
lems or issues that must be addressed, and also so they can understand the priority and
function of this service so that they can provide the best response possible.

The CSIRT should also be involved in any change management or configuration management
systems or communications channels that exist in the organization. The CSIRT needs to be
aware of changes in the infrastructure and also needs to understand what type of configuration
defenses are in place. Based on their understanding of current security problems and intruder
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trends, the CSIRT can also provide input into best practices for configuring systems in a se-

cure fashion.

7.7.2 Constraints

The main constraints in this model are the difficulty of building and operating a dispersed
team across a variety of geographical and physical locations. Other challenges include ensur-
ing that the distributed and centralized staff work together effectively and implementing a
feedback mechanism to ensure that response efforts are carried out according to the CSIRT’s

guidelines.

If the distributed parts of the organization are in other countries or are separate affiliated com-
panies, there may also be difficulties in coordinating actions because of differences in policies,

languages, laws, and time zones.

7.7.3 Strengths and Weaknesses of the Model

The strengths of this combined model are that it provides a CSIRT composed of a stable core
of professionals along with a network of affiliated members in the operating units. The central-
ized members provide the stability, expertise, and permanent infrastructure, while the distrib-
uted members provide the operational knowledge and expertise, along with established con-
nections to the business units at the local levels.

The greatest weakness to this approach is that now there are two systems to manage and coor-
dinate. If not handled well, the result may be a disconnected centralized team along with an
ineffectual distributed component.

The strengths and weaknesses of this model include the following:

e Strengths

—  CSIRT functions are performed by a focused, dedicated staff who are trained in com-
puter security response and recovery.

—  The distributed team members in the field support the centralized team, providing ex-
pertise in the local systems and operations.

—  There is coordinated incident reporting, analysis, and response across the enterprise.

— There is a centralized responsibility for synthesizing and analyzing information to de-
termine trends and patterns for the entire enterprise. This provides a consolidated and
comprehensive view of the vulnerabilities and incident activity across the constitu-

ency.
—  There is a central repository for incident, vulnerability, and artifact data and related in-
formation.
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The CSIRT is able to use this information to provide valuable guidance and recom-
mendations to the constituency (advisories, alerts, warnings, technical documents,
checklists, best practices, etc.).

This model facilitates the implementation of organization-wide computer security
guidelines and procedures.

e Weaknesses

It is difficult to coordinate with all geographic and divisional sites.

The centralized team may seem isolated from the rest of the organization.

The distributed team may believe responsibility rests with centralized members.

The organization may need to fill a number of new positions and purchase additional
equipment.

It is difficult to determine the correct size of the CSIRT staff.

The CSIRT will need to obtain sustained funding for central and distributed team ex-
penses.

Depending on the location of the centralized CSIRT in the organization, it can be dif-
ficult to get support from other divisions to follow CSIRT recommendations.

It is difficult to manage and coordinate coverage in all the areas of expertise necessary.
Finding “experts” in the organization may be cumbersome and over time there can be
problems with turnover, as well as training issues.

It can be difficult to ensure that all divisions act on recommendations in a timely, ap-
propriate manner.

Information may have to flow through division heads to be implemented, causing a
delay in response and recovery time.

The CSIRT must build or purchase a robust tracking system.

Distributed staff members may be unwilling to take on the additional responsibility
unless they perceive some value in the work or receive additional compensation for it.
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8 Coordinating CSIRT

8.1 Overview

In this model the main focus of the CSIRT is to coordinate and facilitate incident and vulner-
ability handling activities across a broad, diverse, and usually external constituency. This co-
ordination and facilitation can involve sharing information, providing mitigation strategies and
recommendations for incident response and recovery, researching and analyzing trends and
patterns of incident activity within the constituency, providing resources and references for
incident management such as vulnerability databases, clearinghouses for security tools, or ad-
visory and alert services.

There are different types of coordinating CSIRTSs and each has a different level of authority in
relationship to the supported constituency. One type of coordinating CSIRT may serve a spe-
cific constituency group—for example, a coordinating CSIRT for a multinational corporation.
In this case the CSIRT may have authority to implement incident response solutions and miti-
gation strategies across the organization. However, it can be the case that the international
pieces of the corporation are affiliate companies and not under the jurisdiction of the CSIRT.

Another type of coordinating CSIRT may serve a constituency made up of the various
branches of a country’s military. In this case, the CSIRT may have authority over all members
of the constituency.

Another type of coordinating CSIRT may serve a whole country, province, or state. In this case
the CSIRT will not necessarily have authority over the constituency. The same can be said for
a CSIRT for a large or national research network, educational institution, or the general public.
For example, the Internet community (which includes computer security experts as well as the
general public) is the constituency for the CERT/CC. However, the CERT/CC has no authority
over anyone within this constituency, but can affect change based on the value of the informa-
tion and service provided to the constituency.

When the coordinating CSIRT has no authority, it can only act as an advisor to the constitu-
ency. It cannot make any decisions or take any actions on its own for specific systems that are
affected. The coordinating CSIRT can provide high-level analysis and suggest recovery and
mitigation strategies, but it is up to the constituency to decide to follow the recommendations.
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The coordinating CSIRT may be able, because of its position and reputation in the constitu-
ency, to influence the decision-makers to act for the overall good of the organization.”’

Whatever the type of coordinating CSIRT, it always serves a distributed constituency. Usually
the constituency consists of multiple, independent entities, however, they may be in similar
sectors such as various military or financial organizations. These entities may even have their
own internal CSIRT. In such cases, the coordinating CSIRT interacts with the internal CSIRT
as a point of contact. Information and recommendations are passed on to the internal CSIRT,
whose members then choose what to pass on to their own constituency.

8.2 Supported Constituencies

As already mentioned in the overview, this model concentrates on the coordination of many
independent entities. Usually such entities are organizations that share some common charac-
teristics that make them part of the team’s constituency. Common characteristics that are usu-
ally found today are |

e network connectivity, e.g., national research networks such as the Computer Emergency
Response Team for the German Research Network DFN (DFN-CERT)

e geographical boundaries, e.g., Japan Computer Emergency Response Coordination Center
(JPCERT/CC)

e organizational boundaries, e.g., SIEMENS-CERT for the organizations in the SIEMENS
group
e general public or support for other CSIRT organizations, €.g., CERT/CC and FIRST

Coordinating CSIRTs have a long tradition, starting in the early 1990s, of providing incident
response services in multi-organizational constituencies (e.g., CERT/CC), and especially in the
European research networks, the SURFnet Computer Security Incident Response Team
(CERT-NL) and DFN-CERT are popular examples. While CERT-NL and DFN-CERT coordi-
nation efforts were focused on a particular bounded domain (a national research network),
their informal constituency was much larger in practice. Being the only CSIRT available, at
that time, in a specific country made them in reality the “default” coordinating CSIRT on a
national scale. Although this posed some practical challenges to CERT-NL and DFN-CERT
related to workload, charter, and authority, as time progressed and the development of other
teams increased, the burden of being a default coordinating body for the unbounded constitu-
ency lessened. That being said, sometimes these CSIRTs still receive requests for assistance

47 If the coordinating role is assigned within a group of organizations that have contractual or legal
relationships, such as an industry group or holding company, stronger means of authority might be
applied. For example, if the coordinating CSIRT reports to the board of the holding company, its
advice might be presented to the organizations within the holding company in a way that has a great
deal of authority, not defined by the coordinating CSIRT, but by the board.
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from these broader constituencies, even though there are other, more applicable CSIRTs that
should be contacted. AusCERT, for example, although a membership-based CSIRT, still is
contacted by other external groups who are seeking help in notifying sites in Australia con-
cerning incident activity.

Today there are a number of CSIRTS that coordinate larger multi-organizational constituen-
cies® like the U.S. military, the U.S. federal government, various research networks, and to
some degree the commercial entities that are peers within a single country. National CSIRTs,
for example, will participate in coordination efforts across their constituency and probably
with other national CSIRTs but concentrate their efforts locally at their constituency level in
their day-to-day operations.

Some countries establish one coordinating CSIRT for a whole nation by providing government
funding. An example of this would be SingCERT, which serves the Internet community in Sin-
gapore.

In countries where no other country-level coordinating CSIRT has been established, an exist-
ing CSIRT may extend its services to the bigger, informal constituency, making it in fact a na-
tional CSIRT. CERT-NASK, for example, became CERT-Polska early in 2001 and is now
serving the Internet community in Poland.

Other coordinating CSIRTs may service a particular geographic region or sector. For example
the Asia Pacific Computer Emergency Response Team (APCERT) works to coordinate CSIRT
activity in the Asia Pacific area. The TERENA Task Force “CSIRT Coordination for Europe”
(TF-CSIRT) does similar coordination work for the European Community.

8.3 Organizational Structure

As the coordinating CSIRT is most likely a dedicated team, it has a central location and man-
ager.” Ideally, the CSIRT comprises staff with expertise in all systems and platforms sup-
ported by the constituency. However, if the constituency is made up of many single, independ-
ent organizations, this is not usually possible. In that case, experts from the constituency or
other trusted computer security organizations need to be identified to work with the team as
needed. The CSIRT staff contains positions for triage and hotline handling, incident analysis,

“® For example: U.S. military (DOD-CERT); U.S. Federal Government (FedCIRC), country-wide
CSIRTs such as the Singapore Computer Emergency Response Team (SingCERT); or CSIRTS that
have research/academic networks as their constituencies, such as CAIS — Brazilian Research Net-
work CSIRT (CAIS/RNP).

Most often teams that fit this category are centralized. In some cases distributed teams or combina-
tions of distributed and centralized teams can be found. For this document we describe the model
most often observed.

49
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support, response, and coordination. The coordinating CSIRT may also have staff that perform
vulnerability and artifact handling services. Administrative support staff is also required.

Although it is up to the coordinating CSIRT to determine what services to offer, the constitu-
ency can often influence what is provided based on their needs. Since a coordinating team in a
large, geographically dispersed constituency cannot reasonably provide direct incident re-
sponse on site, and since the coordinating CSIRT should not compete with the constituency’s
internal CSIRTS, the services generally provided will complement existing local services or
provide value-added services not provided within the constituency. The main functions of the
coordinating CSIRT are to act efficiently as the coordination center and to direct the response
effort at various levels of the organizations that make up the constituency by providing adviso-
ries, alerts, training sessions, documented policies and procedures, and expert guidance. The
coordinating CSIRT, acting as a neutral party, is able to synthesize information to form a high-
Jevel view of activity and then provide detailed analysis to those constituent members who do
not have available resources or expertise.50 Many of these teams may need to rely on the coor-
dinating CSIRT s analysis and guidance to determine appropriate response strategies.

8.4 Triage

In a coordinating CSIRT environment, the triage function is central to the operation of the
team. It is a clearly defined point of contact. There are advertised descriptions of the services
provided, hours of operation, and guidelines for how and what to report. Online reporting
guidelines and online references are available to assist the constituency’s staff in reporting and

contacting the coordinating CSIRT.

Identified staff in the coordinating CSIRT perform the triage function. Explicit guidelines for
what requests and reports are handled and what are not handled are developed and used by
staff to assist in performing this service.

8.5 Available Services

The following sections describe services that might be provided in a coordinating CSIRT
model. It is recognized that every team is different, so these are general descriptions based on
observations of and discussions with other teams. The method in which the service is delivered
assumes a certain level of infrastructure, staff, and equipment, which are discussed-in further

sections.

50 If the coordinating CSIRT is co-located with one of the organizations of the constituency, great care
must be taken to not risk this neutrality.
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8.5.1 Core Services

Because of the structure and operational goals of a coordinating CSIRT, the following services
tend to be the basic ones most often provided, although they are somewhat different from the
normal core services discussed in Section 2.7.4.*!

Alerts and Warnings

Since the first CSIRT was created, this service has been part of the core set of services offered
by coordinating CSIRTs. In the day-to-day operations, CSIRTs receive and triage all incoming
information, especially concentrating on events that point to any risk the constituency might
face. As part of the CSIRT work, they forward all information concerning alerts and warnings
to the points of contact in their constituency. They also may create their own alerts and warn-
ings based on information and research collected. Once information is distributed to identified
points of contact, it is up to these points of contact to determine how much further this infor-
mation is distributed within the constituency and to whom the information is disseminated.

After any distributed alert or warning, the coordinating CSIRT collects and evaluates feedback
from the constituency to re-evaluate and further refine the assessment to better serve the con-
stituency. As any feedback would be voluntary, this re-evaluation may be based on a low num-
ber of responses, rather than based on feedback from the whole constituency. The information
could also be based on further research and analysis that the coordinating CSIRT performed
itself.

Incident Analysis

The coordinating CSIRT undertakes analysis of incident reports received to determine the na-
ture of the activity being reported, what intruder tool(s) were used, the scope of the activity,
and the appropriate recovery or mitigation strategies to be applied. They are not usually re-
viewing incident artifacts and logs to recover a particular system, but to see what the basic
attack strategy was, so they can correlate this information with other activity across the
broader constituency. In-depth analysis or forensic analysis on affected systems would be done
by the constituency’s local CSIRT or security team.

Since a coordinating CSIRT most likely does not receive reports regarding every individual
incident occurring in its constituency, it must make estimations of the scope and threat impact
based on the reports it does receive.

The CSIRT performs incident analysis to understand what is occurring in the constituency.
Based on its understanding of the overall picture, the CSIRT makes recommendations for
strengthening overall security when possible. It is able to identify high-level intruder trends

5t Again, your experiences or requirements may differ.
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and attack methods, and use this information to provide suggested strategies for securing and

defending constituent systems.

Incident Response Support

Because the coordinating CSIRT is not on site and not devoted to one specific constituency, its
main focus will be to provide support to many constituency organizations, which could in-
clude other CSIRTs. This support can take various forms depending on the needs of the overall

constituency. Supporting activities can include

e answering questions via phone or email from constituents or their respective CSIRTs

e researching and analyzing incidents, vulnerabilities, and artifacts, and providing the result-
ing information to the overall constituency

e maintaining an archive of incident, vulnerability, and artifact information that is accessible
by the constituency

e creating and disseminating advisories and alerts with recovery and response strategies
e creating technical documents outlining response steps and security best practices

e developing appropriate user awareness, education, and training materials for the constitu-
ency

Information can be disseminated via intranets or extranets, email, phone, or mailing lists. Each
constituent entity determines who receives the information and assistance and who follows
any distributed guidelines to perform the response operations and tasks.

Incident Response Coordination

In a coordinating CSIRT model, the incident response coordination service is one of the main
services or functions of the team. With dedicated resources, the team can provide comprehen-
sive tracking, recording, and dissemination of information for the constituency. By consolidat-
ing collected information, the team is better able to identify similar attacks, artifacts, exploits,
trends, and patterns. Potential new threats to the constituency can also be identified and miti-
gation strategies developed and distributed. The coordination work done in this model is more
a matter of information exchanging and facilitation of interactions between the parties in-
volved in the recovery or analysis of the ongoing incident activity.

In this model, although it is desirable it is unlikely that the team will have expertise or famili-
arity with all platforms and operating systems inside the constituency. Therefore it will need to
call upon external experts from constituency sites, vendor organizations, other computer secu-
rity organizations or other CSIRTs to assist in the actual analysis. The coordinating CSIRT can
act as a facilitator or a main point of contact for bringing these various organizations together.
It can also be a main distribution point for disseminating the resulting response or mitigation
strategies to the rest of the constituency.
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Because the coordinating CSIRT is a well-known point of contact for its constituency, it may
receive warnings and alerts from other organizations that need to be redistributed to the sites
and constituents involved.

Vulnerability and Artifact Response Coordination

Similar to the way that the coordinating CSIRT provides incident response coordination, it can
also be effective in providing vulnerability and artifact response coordination. These coordina-
tion functions are possible because of the wider variety of information the CSIRT is able to
gather and analyze from its diverse constituencies and because the CSIRT has more time to
devote to collecting and analyzing the information. This ability to collect and synthesize in-
formation that can be shared with the various components of the constituency is one of the
greatest benefits of the coordinating CSIRT.

Another part of this coordination effort is to inform constituents about the results of various
analyses of vulnerabilities and artifacts along with any remediation strategies.

Announcements

Because the CSIRT has access to information from the various organizations within its con-
stituency and from other security experts and groups, it can present a broad picture of incident
activity to the constituency. It can do this through general announcements based on this com-
prehensive information. These announcements are intended to raise the awareness of the con-
stituency towards new trends and areas of concern for the security of the constituent organiza-
tions or of the constituency at large. The coordinating CSIRT also can provide information to
help the constituency proactively defend its critical assets. This may take the form of letting
constituents know of newly found vulnerabilities and artifacts, so they can check their systems
and remove or fix the problems before they are exploited.

Technology Watch

This service is another that can be provided by the CSIRT to the constituency as a value-added
service. The members of the coordinating CSIRT can focus more time on performing a tech-
nology watch function than most of their constituent organizations, due to their dedicated staff.
This can be an extremely beneficial resource provided by the CSIRT.

Individuals on the coordinating CSIRT are assigned this function for the various supported
technologies and platforms as resources are available. The information they collect is consoli-
dated to highlight current attacks, threats, trends, and other relevant items. This synthesized
information is made available to the rest of the CSIRT staff via a secured intranet or extranet
and is then, in turn, used to further create value-added information for the constituency.

Security-related information that is of interest to the constituency can be posted to a mailing
list or an Internet discussion site as a method of keeping network, system, and security admin-
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istrators up to date. It can also be used to raise the level of security awareness for all members
of the constituency. Such a site can provide educational benefits by allowing people to post
questions that can be answered by the CSIRT staff if time permits.

Security-Related Information Dissemination

The coordinating CSIRT may be able to provide this type of service for its constituents who do
not have time and resources to collect and disseminate this information.

To provide the constituency wide access to security-related information, the CSIRT can estab-
lish a centralized web site (and corresponding FTP site if necessary.). The coordinating CSIRT
collects information on security trends, best practices, and tools, and provides this information
to either its points of contact or to the whole constituency. If desired, recommended tools and

software updates or patches can be made available to provide authenticated versions for refer-

ence in alerts and warnings.

As with the centralized CSIRT model, coordinating CSIRTs may provide translation services
to distribute security information to the constituency in their native language.

Awareness Building and Education/Training

Most coordinating CSIRTs engage in some form of awareness building, education, or training
for their constituency. This might involve developing training classes on security and incident
response issues, tutorials on attack types and mediation strategies, or even research into inci-
dent and vulnerability trends. Because of this, we include these services in the core services

list for coordinating CSIRTs.

Members of the coordinating CSIRT may be assigned to visit constituency site locations to
provide briefings or security awareness training. CSIRT staff can also provide instruction on
security issues, tools, and recovery techniques. Sometimes this is done as a for-fee service, and
sometimes it is done as a free member service.

8.5.2 Additional Services

In addition to its core services, a coordinating CSIRT may choose to offer other services. The
following services are those most likely to be provided.

Vulnerability and Artifact Analysis

A coordinating CSIRT may have the means, expertise, and time to analyze various vulnerabili-
ties or artifacts that it receives through reports or through its own research, while its constitu-
ents may not have the time or the expertise to do this type of work. The CSIRT can focus on
those vulnerabilities and artifacts that might have a potential impact on its constituency, or it
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may analyze vulnerabilities and artifacts to provide general public information rather than in-
formation specific to the constituency.

.A good example of this can be seen in some of the work done by the CERT/CC. This coordi-
nating CSIRT provides a knowledgebase of vulnerability information to the public. The
CERT/CC has dedicated staff to analyze reported vulnerabilities and work with vendors to
determine the status of a vulnerability in various products. This is not a service that many
CSIRTs have the time or resources to perform. Many different constituencies can benefit from
this work, without having to replicate this service at a local internal team level.

Vulnerability and Artifact Response

After completing the analysis of vulnerabilities or artifacts, any relevant information for miti-
gating or repairing a vulnerability or detecting and removing an artifact is passed on to the
constituency. This information may be distributed as an alert, advisory, or even as a technical
document. For example the CERT/CC provides vulnerability information and mitigation
strategies via the Vulnerability Notes database and the Vulnerability Reports Catalog, both
pieces of the CERT/CC Knowledgebase.* In a similar manner, MITRE’s Common Vulner-
abilities and Exposures (CVE) database also provides information about and a catalog of vul-
nerabilities. ‘

Usually this response effort is limited to the provision of information and mitigation strategies.
However, some CSIRTs may offer additional for-fee services that involve traveling to a site to
help actually repair and recover affected systems. Others may provide a fee-based service to
help sites install patches.

Development of Security Tools

With the proper staff time and expertise, members of a coordinating CSIRT may become in-
volved in developing security tools that may be used by members of their constituency or by
other CSIRTs. For example, the CERT/CC has developed tools such as AirCERT (Automated
Incident Reporting) and specialized secure mailing tools. JANET-CERT and DFN-CERT are
involved in developing various incident tracking systems. Other teams may develop virus or
IDS signatures or other tools, scripts, and patches for use in response activities.

Other Services

Generally a coordinating CSIRT does not provide services involving configuration and main-
tenance of security tools, applications, and infrastructures; security audits or assessments; or
intrusion detection. However, in rare instances, these can be provided as for-fee services, if the
team has the time and expertise to perform these functions.

32 For more information see <http://www.cert.org/kb/>.
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8.5.3 Impact on Security Quality Management

In most cases the coordinating CSIRT does not work with other parts of the constituency to
provide security quality management services. Instead it provides general guidelines that can
be used by members of the constituency to improve the overall security of their enterprises. An
exception to this is if the coordinating CSIRT was hired in a consulting or managed security
service provider capacity to specifically perform these services. Another exception to this
would be if the coordinating CSIRT was actually coordinating other internal CSIRTs within
the same organization, such as a coordinating CSIRT in an educational institution that coordi-
nates activity across other CSIRTs at branch campuses.

Services that the coordinating CSIRT might be hired to perform if they are external to the con-
stituency or that the CSIRT might coordinate if they are an internal coordination center include
providing security consulting and assisting with the development of security policies and busi-
ness continuity plans.

Other services that the coordinating CSIRT might provide include the development and deliv-
ery of training courses, tutorials, and security awareness briefings. These have been included
previously under “Core Services,” as most coordination CSIRTSs provide these services.

8.6 Resources

The following staffing, equipment, and infrastructure resources should be considered when
implementing a combined CSIRT model.

8.6.1 Staff

A coordinating CSIRT provides a core staff that devotes 100% of their time to coordinating the
incident handling activities of their constituents.

This staff contains the following individuals:

e one manager (and designated backup)
e one administrative support person

e several (typically 3 to 10) technical staff. Staff size will depend on the size of the constitu-
ency and the services offered. Staff may do not only technical analysis and incident han-
dling work but also provide training and instruction.

e one or more system administrators to provide infrastructure support

e one or more hotline/triage/help desk staff
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The size of the team will be determined by the size and diversity of the constituency. For addi-
tional tasks and functions that support the work of the core staff, arrangements need to be
made in advance with

e technical writers
e public affairs staff
e legal/criminal investigators

The coordinating CSIRT can also cooperate and collaborate with other security or organiza-
tional experts from within the constituency when specialized expertise is required.

8.6.2 Equipment

Equipment is needed to support the coordinating CSIRT staff, similar to the requirements for
the internal centralized CSIRT. This includes (but is not limited to) the following:

e office space and furniture (desks, copier, supplies, etc.)

e computer equipment for day-to-day operations and activities

e non-production test lab facilities

e travel and home equipment (for remote access, training, and on-site visits) |
e telephones (secure telephones, fax, cellular, pagers)

e other ancillary equipment for testing as necessary to support provided services

8.6.3 Infrastructure

The infrastructure provides a secure environment for CSIRT day-to-day operations. This in-
cludes (but is not limited to) the following:

e physical security

e protected power sources and generator (if appropriate)

e afirewall or separate network to isolate the CSIRT network from any other network
e network and host security

e secure intranet

e arobust and secure tracking system (trouble ticket system, relational database, etc.)

e secure repository for storing and archiving all incident and vulnerability related data and
reports

e secure communications support (email, phone, faxes, videoconference, etc.)

e web services
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e encryption technologies
e virus protection and scanning software

e secure backups and storage of CSIRT data

If the coordinating CSIRT is hosted by another organization, it can take advantage of some of
its network infrastructure. Great care must be taken to ensure the confidentiality of incident
and vulnerability data, therefore a firewall to isolate the CSIRT local network is highly rec-

ommended.

One of the most important infrastructure components needed for a coordinating CSIRT to in-
teract with its constituency are formal, secure methods for collecting and disseminating com-
puter security information, incident reports, vulnerability reports, and other alerts or warnings.

8.7 Summary

This model is fundamentally different from the other models described in this handbook, al-
though many of the components and services may be similar to those previously discussed.
Since a coordinating CSIRT is established to serve the interests of a larger constituency that
potentially comprises hundreds of independent entities rather than a single organization,> the
manner in which services are delivered can be very different from the way they are provided

by internal CSIRTs.

8.7.1 Impact on Constituency

Since the coordinating CSIRT is not usually involved in the actual recovery of systems or in
securing compromised internal systems for the constituency, it can concentrate on coordinat-
ing activities between multiple independent parties and provide a level of neutrality not other-
wise achievable. It maximizes the utilization of a relatively low number of staff in one strate-
gic location and provides the central coordinating capabilities to allow a broad understanding
of the security threats and activity affecting the constituency. It can quickly synthesize infor-
mation available from a wide variety of constituent sources and disseminate it to the organiza-

tions in the constituency.

This team responds to reports of abnormal activity and incident reports, participates in incident
and vulnerability analyses, and plays a proactive role in promulgating computer security
awareness throughout the constituency. It also acts as point of contact for other CSIRTs that
want to report incidents involving sites in the constituency. Coordinating CSIRT members col-

53 The coordinating CSIRT might be hosted in one entity that is also part of the constituency, but from
a service provider point of view, the hosting organization is no different from any other entity in the
constituency. There are differences in some cases; for example, attacks (such as DDoS attacks) on
the hosting organization will affect the coordinating CSIRT as well, and vice versa.
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laborate and participate in security-related working groups or workshops, promote security
awareness and training, and lend their expertise in testing and analysis activities.

The main impact on the constituency is to understand what type of interaction they can expect
with the coordinating CSIRT, how and when to report information, and how to receive and
follow any guidelines or recommendations coming from the coordinating team.

. To be successful in its coordination role, the CSIRT must be trusted by the constituency, pro-
vide value-added services to the constituency, and have established points of contact and
communication mechanisms for interacting with the constituency. These should include spe-
cial secure communications technologies, use of encryption or authentication technologies,
and specialized mail distribution lists. Having a complete and verified list of points of contact
within the constituency will help determine who should be notified when information is dis-
tributed and will reduce the time needed to disseminate the information appropriately.

8.7.2 Constraints

The main constraints in this model are the difficulty of building effective relationships with all
entities in the constituency and gaining their trust so that incidents are reported and recom-
mended mitigation and prevention strategies are followed. Operating across a large geographi-
cal area with multiple time zones adds to the difficulties a coordinating CSIRT may face. If
coordination takes place in an even broader context, differences in language, culture, and laws
can create difficulties in providing an appropriate level of assistance to all involved parties.

Other constraints include ensuring that the coordinating CSIRT works together effectively
with the organizations in its constituency. This is especially true as coordinating CSIRTs al-
most always have no authority over their constituency and serve in an advisory capacity, mak-
ing it difficult to enforce any recommendations or guidelines, even when there are widespread
attacks.

Because the coordinating CSIRT may not have direct authority, members of the constituency
can choose to ignore its advice and recommendations. They can also choose to handle inci-
dents on their own without reporting activity to the coordinating CSIRT. This can limit the
amount of information the coordinating CSIRT has to work with in determining the scope,
nature, and impact of any activity or threat.

Another constraint can involve the parent or hosting organization for the coordinating CSIRT.
If this host organization does not have a trusted reputation in the constituency, this can affect
how the CSIRT is perceived and cause constituents to fail to report to the coordinating CSIRT.
Very often a coordinating CSIRT survives on its reputation, along with the accuracy and value
of its services.
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Finally, a problem may result regarding the expectations that the constituent members have
versus the actual services offered by a coordinating CSIRT. The constituent may want a deeper
level of service provided than the CSIRT is able to provide. For example, the constituent may
want someone to come to their site to help in the recovery and response efforts, and this may
not be a provided service.

8.7.3 Strengths and Weaknesses of the Model

The main strength of this model is that it provides a stable core of CSIRT professionals, in one
central place, who are tasked with coordination. The full-time members provide stability, ex-

pertise, and a permanent infrastructure.

The greatest weakness to this approach is that the team might lack the operational knowledge
and the ability to address the operational units in its constituency. If this issue is not handled
well, it can result in a team that is not accepted and therefore does not receive incident reports
and has little impact on the constituency.**

The strengths and weaknesses of this coordinating model include the following:

e Strengths
— There is a dedicated staff trained in computer security response and coordination.
— There is a focused, dedicated responsibility for performing incident response coordi-

nation.
—  There is a central point for incident reporting, analysis, and response across the or-

ganizations in the constituency.
— There is a central point for analyzing information to determine trends and patterns for

the entire constituency.

—  There is a central repository for incident, vulnerability, and artifact data from the en-
tire constituency.

—  There is a focal point for incident reporting from outside the constituency where the
coordinating CSIRT accepts incoming reports and forwards them, with supporting in-
formation, to the organizations involved.

— The CSIRT can use the obtained information and analysis to provide valuable infor-
mation to the constituency (advisories, alerts, warnings, technical documents, check-
lists, best practices, etc.).

e Weaknesses
— It is difficult to coordinate with all entities in large and disperse constituencies.
—  The coordinating team may seem isolated from the rest of the organizations in the

constituency.
—  The constituency may need to fund the coordinating CSIRT.

5% Depending on the environment and other circumstances, support by experts from the constituency
might be made available or arranged. This can reduce this particular weakness.
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— Tt is difficult to determine the correct size of the staff.

— It can be difficult to get buy-in from organizations to follow CSIRT recommendations.

— It is difficult to manage and coordinate coverage in all the areas of expertise necessary
at an in-depth level.

— Finding experts in the constituency may be cumbersome, and over time there can be
problems with turnover, as well as training issues.

— Itis difficult to ensure that all entities within the constituency respond to incident re-
ports and act on recommendations in a timely, appropriate manner.

— It is difficult to ensure that security alerts and announcements are distributed to the
right units in constituent organizations.

— Information may have to flow through several organizational layers (coordinating
CSIRT, internal CSIRT, and security team), causing delays in response and recovery
time.

— The coordinating CSIRT needs to build or purchase a robust tracking system.

— It can be difficult to explain how the coordinating CSIRT provides value-added ser-
vice to participating organizations and thereby gain their willingness to accept report-
ing incidents to the CSIRT and accept recommendations from the CSIRT. »

— Itis difficult to keep the points of contact for each participating constituent member
up to date.

— The organization that is the parent or host organization for a CSIRT can impact the
way the CSIRT is viewed in the community. If the host organization is not trusted or
respected this may have an adverse effect on the CSIRT and its staff.
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9 Choosing the Right CSIRT Model for Your
Organization

In the preceding sections, we have outlined a number of different models and CSIRT services
to help you understand the options available. Of course, you can pick the most applicable fea-
tures from each of the models described and design your own CSIRT model. Or perhaps your
organization will require multiple organizational models to fit the needs of your situation. If
you are still not sure what type of model would work best for your organizational structure, the
guidelines in this chapter for choosing a model might help.

Please be advised that any answer that might be determined from the information below
should be seen as a guide rather than a definitive recommendation. A definitive recommenda-
tion would require much more specific information about your constituency, mission, and ser-
vices.

9.1 Do We Describe Your Team in this Handbook?

Although we have described several organizational models for implementing a CSIRT capabil-
ity, this handbook is not inclusive. Specifically, we do not provide a model of operation for a
vendor team or a managed security services provider. There may also be various situations that
require a custom model for organizations.

If your team concentrates on security vulnerabilities as part of a vendor company, that is, your
team receives reports of security flaws in your vendor products and works to repair these flaws
and provide alerts, advisories, and fixes related to these flaws, then you are considered a ven-
dor team. Since we do not provide a model for vendor teams, you may be able to discern a
model yourself, based on the advantages and disadvantages described for each model in this
handbook.

If your team provides incident response or security services to customers for a fee, then you
are most likely a managed security services provider. We also do not provide a model for this
type of team. Some of the models presented here may work for your organizational structure,
but you will need to review the advantages and disadvantages of each and see which best suits
your situation.

CMU/SEI-2003-HB-001 129



9.2 Are You a Security Team?

If you meet the following criteria, then you are probably a security team and should read
Chapter 4.

e There is no designated group responsible for incident handling.

e Members of existing infrastructure, IT, and security groups handle any computer security
incidents and problems, as part of their normal day-to-day work.

e Members of the security team perform on-site incident response.

9.3 Are You a Coordinating CSIRT?

If you meet the following criteria, then you are probably a coordinating CSIRT and should
read Chapter 8.
e Your team does not belong to the same organization as your constituency.

e  Your team coordinates incident response efforts and information exchanges across many
different CSIRTs, security teams, and/or other external organizations.

e Your main services are to coordinate information exchanges and facilitate discussions of
incident activity. You do not perform on-site incident response.

9.4 Are You an Internal CSIRT?

If you meet the following criteria, then you are probably an internal CSIRT.

e Your CSIRT is in the same organization as your constituency.

e The main priority of your team is to focus on incident handling rather than being responsi-
ble for maintaining any other part of the security infrastructure.

e Specific authority and responsibility for handling incidents has been given to your team.

There are three different models for internal CSIRTs: distributed, centralized, and combined.
Read the following information to determine what type of model may work best for you.

While it is rather straightforward to differentiate between the main categories of organizational
models—security team vs. internal CSIRT vs. coordinating CSIRT, deciding whether a central-
ized approach would be better than a distributed or combined one for an internal CSIRT may
be difficult. Instead we will discuss some of the factors that influence any decision.
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e Size and Distribution of Constituency

This refers to how big the constituency is (the part of the organization your team is re-
sponsible for). Size can be measured in terms of users as well as number of networks,
internet connections, and systems to protect.

A small or mid-sized organization may only need a small centralized team, while a large
organization usually implies that staff are spread out among more departments, buildings,
or even geographic locations and may require a more distributed team to adequately ac-
commodate the variety of systems, locations, and staff. Much more difficult to handle than
geographic locations are time zones and language differences. Both make it difficult to
serve constituent members efficiently.

e Services Provided and Related Service Levels

If for example your team provides incident response on site instead of incident response
support, this implies that you can be on site in a reasonable time period (othgrwise it
would not make any sense to provide that service). Depending on the service and related
service levels negotiated, this is best provided by a distributed model or combined model,
where part of the CSIRT capability is located at distributed sites.

The type of mission and function of the CSIRT as expressed by the services provided has
a great impact on the type of organizational model that will be needed. The provision of
certain types of services may require a particular organizational model to be effective. If
the CSIRT’s main function is to perform analysis and repair and recovery tasks, then in
many cases a distributed or combined model would work best, especially if there should
be close cooperation between the CSIRT and other staff or teams. On the other hand, if the
purpose of the CSIRT is to collect information across the organization, provide support in
cases of incidents, and propose recommendations and solutions, then a centralized CSIRT
may work best.

¢ Funding and Resources

This refers to the amount of funding or the budget available for creating and operating the
CSIRT. If there is limited funding available, the organization may have to rely on a secu-
rity team with an established incident response process rather than a formalized CSIRT.
Another option might be to form a distributed team by using existing staff and only adding
a new CSIRT manager position. A third option might be a small centralized team. If suffi-
cient funding is available, larger and more complex models based on more staff may be an
option. Even low funding levels can allow for a small, effective centralized CSIRT, if the
services provided and the service levels are in line with the amount of funding and re-
sources available.

e Position in the Organization

While this factor cannot be influenced in most cases, it has a strong impact. In fact, for the
internal setup of a CSIRT, the department that drives the development will greatly influ-
ence the organizational model chosen. Experience shows that a CSIRT usually starts out
as an activity of the IT department, in which case technical issues and services are the
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main focus. A CSIRT may also evolve from the security/risk management or policy de-
partment, in which case the team will be much more focused on policies. Depending on
the organizational structure that the responsible department has, the CSIRT will follow the
intent and purpose of its originating entity. Only if the CSIRT will be established outside
the existing “founder” will its model possibly change.

Related to this observation, in organizations with existing security teams, it might be pos-
sible to enhance those teams. Depending on the approach chosen, the organizational model
for the CSIRT will become more centralized if one of the security teams is selected as the
foundation of the CSIRT. The organizational model will become distributed if responsi-
bilities for incident handling are given to all security teams already distributed across the

organization.

The following are a few examples of choosing an organizational model based on combinations

of various factors.

e A small educational institution with little or no funding will continue to depend on their
security teams, which require no additional funding. However, it is recognized that these
types of teams do not provide good coordination or analysis of incidents beyond respond-
ing to them to recover and repair systems.

e The same small educational institution would benefit from a small centralized CSIRT,
which, although requiring some additional funding, could provide a centralized location
for incident reporting, analysis, and response.

e If the institution is too small and has no effective security teams already in place, then in-
stead of concentrating on developing a CSIRT, emphasis may be placed on developing a
security team with more staff and added responsibilities for incident handling.

e For a large, multinational financial corporation with multiple affiliates and subsidiaries, a
combined CSIRT with a centralized staff devoted to monitoring incidents across the or-
ganization and recommending security precautions and solutions might provide a suitable
approach. The team members are chosen from each affiliate, subsidiary, and remote site as
members of the distributed part of the combined CSIRT. '

e If in the large, multinational financial corporation the CSIRT has no authority over the
affiliates and subsidiaries, a coordinating CSIRT within the headquarters will provide a
much more effective structure. The coordinating CSIRT will work with CSIRTs at the af-

filiate/subsidiary level.

e If in the large, multinational financial corporation the CSIRT has no authority over the
affiliates and subsidiaries, the CSIRT might still be responsible for IT components such as
the centralized backbones, Internet connection points, and critical infrastructure elements
within the authority of the corporate headquarters. In such cases the CSIRT should be
monitoring these elements and should handle—with authority as appropriate—all inci-
dents that they become aware of. The centralized nature of these functions may make a
centralized CSIRT feasible, or again a combined CSIRT might also work.
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10 Closing Remarks

The focus of this document has been the presentation of several organizational models for
providing a CSIRT capability. While there is no “best” model, each one of them has distinct
benefits for a particular situation or environment. Care has been taken to elaborate on the de- -
scription of possible services to help you make an appropriate selection of a model in terms of
a package of services. It is important to note that there is no easy answer for which model
would best suit an organization; each organization’s structure and requirements must be care-
fully considered. Also, while not every organization will fit a specific model for a CSIRT,
every organization needs to be prepared to address computer security incidents and problems
in its day-to-day operations.

We have also described some of the issues an organization is likely to encounter in the deliv-
ery of incident handling services. It is our hope that the descriptions for how delivery of each
service might work within the models has helped you gain a better understanding of the
strengths and limitations of each model.

Once your organization has selected a model, you should refer to the Handbook for CSIRTs
[West-Brown 03] to learn more about how to implement and operate your CSIRT.

If you have comments about any of these models or if you know of a model that differs from
those described here (or offers other services we haven’t described), let us know. Please email
us at csirt-info@cert.org with any comments, criticisms, or recommendations concerning this
document, Organizational Models for CSIRTs. We’d like to hear from you.
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Appendix  Summary of Services Offered

The charf on the next two pages summarizes the services offered by each type of CSIRT de-
scribed in this handbook. The services are categorized by type and according to the following:

Core: A basic service provided by the members of the team

Additional: A service that can be provided if the appropriate resources and expertise are
available

Unusual: A service not generally provided by this type of team, unless special circum-

stances exist
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